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FOREWORD
What is ELSA?

The European Law Students’ Association (ELSA) is a non-political, non-governmental,
non-profit making, independent organisation which is run by and for students. ELSA has 43
Member and Observer countries with more than 375 Local Groups and 60 000 students. The
Association was founded in 1981 by five law students. Since then, ELSA has aimed to unite
students from all around Europe, provide a channel for the exchange of ideas and opportunities
for law students and young lawyers to become internationally minded and professionally skilled.
The purpose of the Association is to contribute to legal education, to foster mutual
understanding and to promote social responsibility of law students and young lawyers. Our focus
is to encourage individuals to act for the good of society in order to realise our vision: ‘A just

world in which there is respect for human dignity and cultural diversity’.
What is a Legal Research Group?

A Legal Research Group (LRG) is an academic, legal writing project that provides law students
and young lawyers with the opportunity to develop various legal skills, such as legal English, legal
research and writing skills, as well as soft skills. The LRG involves a group of law students and
young lawyers conducting research on a specified topic of law with the aim to make their work
publicly accessible. The project can work at local, national, or international level. The first
working LRG was formed by ELSA International in 1996 on aspects of ‘International Criminal
Law’. Since the publication of that first research in 1997, ELSA International has launched LRGs
on different topics of law, making the project more appealing and popular to its National

Groups.
What is the International Legal Research Group on Human Rights and Technology?

While the thesis of the report is The Right to Privacy and Data Protection in the Age of
Advanced Digital Technologies, the International Legal Research Group on Human Rights and
Technology focuses on human rights issues caused by artificial intelligence and analyses how
proper protection may be ensured. Researchers from over 20 countries have examined aspects
such as data privacy, discrimination and the implications of Al on fundamental rights in order to
offer recommendations on how legislation can strike a balance between enabling technological
developments and ensuring sufficient protection of human rights. The report emphasizes the
need for adaptive legal frameworks that safeguard individual privacy while allowing innovation to
thrive. It stresses the importance of ongoing research and dialogue to address emerging
challenges, advocating for a forward-thinking approach to privacy and data protection in an

increasingly digital world.
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ACADEMIC FRAMEWORK

1. Which human rights issues does Advanced Digital Technologies pose in your country?

1.1.  Is there or what is a legal framework that provides for procedure on human
rights impact assessments? What are other instruments used for identifying

human rights issues posed by ADT?

1.2. What national and international standards of human rights protection are at

risk due to the ADT development and implementation?
2. How is personal information protected in your national legislation?

2.1. How is personal information defined by your national legislation (or by a

legal framework that affects your national legislation, e.g. GDPR)?

2.2.  If your country is a Member State of the European Union, please provide a
concise analysis of the extent to which your country’s laws regarding
protection of personal information are compatible with EU law, particularly

the General Data Protection Regulation (GDPR).

23. How do external instruments (such as the abovementioned GDPR)
influence the data protection in your country (N.B. can be applicable to

non-EU countries as well).

3. To which extent is the data protection self-regulated by the private sector in your country?

How do public and private sectors cooperate in this regard?
4, What is the process of judicial review of cases data protection breaches?

4.1.  Is the right to data privacy defined in your legal system? If not, is it a part

of another right protected the national law?

42.  Can the data subject restrict or object the data processing? What are the

circumstances and exceptions to this option?

4.3. In case of data protection breaches, what is the process to notify the data
subject? Are there any exceptional grounds not to notify the data subject?
If such grounds exist, what would be the ideal or optimal balance for

necessity and proportionality?
5. Does the review constitute effective protection of data privacy?
5.1.  Which bodies conduct such review?

5.2. What is the process of judicial review for cases of data protection breaches?

11



53. Does the review provide effective remedies to the data protection
breaches? If so, please specify. For example, what kind of sanctions are

imposed as penalties or what remedies are available?
6.  What s the process of judicial review of anti-discrimination cases?

6.1.  Which bodies conduct such review? What are the elements that are taken

into consideration when such review is conducted?
6.2. Does the review constitute effective protection against discrimination?

6.3.  What is a considered role of the technical aspects that result in

discrimination (such as algorithmic bias)? How are these problems tackled?

7. Does your country have any specific regulations on advanced digital technologies, such as

big data, artificial intelligence (AI), Internet of Things (IoT) and/or encryption?

7.1.  Please specity any existing or proposed legislation. If none is in place, are

there any initiatives introduced by private actors or NGOs?

7.2.  To what extent are the external legislative developments influential on your

country’s regulation of this area?

8. Does your country’s legislation require encrypted personal messages to be decrypted and

accessible for criminal investigations?

8.1.  Specify the circumstances in which such decryption may be conducted?

What are the potential or real consequences of such requirement?

8.2.  Does this requirement (in general or in practice) provide the authorised

body with too much power? Clarify your answer.

8.3.  What level of protection does your country’s legislation provide to the

individuals in the circumstances mentioned above?

9. Has your country reached an adequate balance between allowing digital advancements and

protecting human rights online?

9.1.  If applicable, specify how the situation in your country is perceived
externally (by other countries/ members of the economic/political bloc,

international organizations, etc).

10. Based on your analysis, how do you believe that legislation regarding on the area of

protecting human rights online will develop in the coming 5 years?

10.1. Incorporate the answers, you have given to the previous questions, and the

main results of your research.

Conclusion
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Introduction

The aim of our National Research Group is to examine the Irish legal stance on
Technology and Human Rights. In particular, this will focus on how a balance between the
two positions can be achieved under national legislation. There are a range of aspects that
need to be taken into consideration in order to get a comprehensive look at how this
balance is achieved. This will be conducted through a critical analysis of both public and
private regulations, while also addressing the issues in relation to the General Data
Protection Regulation (GDPR) and other areas related to data protection. A particular
focus will centre on the effectiveness of the remedies in place to deal with data and privacy
breaches. Overall, we will discover how Ireland balances technological advances and
human rights. This research will conclude with what changes (if any) need to be made to

the national legislation as it currently stands.

1. Which human rights issues do Advanced Digital Technologies pose

in your country?

Human Rights are the basic rights and freedoms that are afforded to each and every
individual in the world regardless of gender, race or religion." These rights are viewed as
paramount, and therefore should be actively protected against any form of discrimination.
International Law broadly defines basic human rights as the right to life, liberty, freedom of
expression and opinion. This is extended across the civil, political, economic, and social
landscapes. Every government must ensure legislative protections are in place to protect
and promote the human rights of all their citizens.” According to the Human Rights
Council, technology poses ‘enormous potential and profound implications’ in relation to
human rights.” Technology, and in particular, its rapid advancement is seen as one of the
most powerful tools when dealing with human rights, but like everything, it comes with its
advantages and disadvantages. On one hand, technology, such as artificial intelligence, can
vastly improve lives. On the other hand, the development of such technology, when paired
with information of individuals, has a significant potential to impact human rights of not
only the user but other members of the community.* Thus, the rapid growth of technology
has given rise to issues surrounding the strength and adequacy of regulations and
protections within the various legal systems. A comprehensive report drafted by the

Council of Europe in 2019 outlines the challenges and issues that advanced technology

! Equality and Human Rights Commission, ‘What are Human Rights?” (Human Rights, 19 June 2019)
<https://www.equalitythumantights.com/en/human-rights /what-are-human-rights> accessed 28 February
2021.

* United Nations, ‘Human Rights’ (What are human rights)

O — — J .
> Human Rights Council, Question of the realization of economic, social and cultural rights in all countries:
the role of new technologies for the realization of economic, social and cultural rights (2020)

<https://www.ohchr.org/EN/HRBodies/HRC /RegularSessions/Session43 /Documents/A HRC 43 29.p
df> accessed 1 March 2021.

* Open Global Rights, ‘How can technology be a powerful force in support of human rights?’ (Technology

and Human Rights, April 2018) <https://www.openglobalrights.org/technology/> accessed 1 March 2021.

15



poses in relation to the protection and vindication of human rights.” For example, the right
to a fair trial, as protected by Article 6 of the European Convention on Human Rights
(ECHR), has the potential to be compromised following developments and broad
implementation in automated decision-making systems within legal systems. Another key
area for conflict relates to the protections afforded the freedoms in relation to information,
opinions and expression. In conjunction of these ever-evolving advancements in
technology, comes new advantages. For example, with the creation and advancement of the
various algorithms that control, change and categorise information availability online,
comes with it new mechanisms in preventing hate-speech, bullying, and discrimination
online. However, with every advantage comes the possibility of conflict and misuse. As
such, it is essential that legal systems move with these changes to ensure it can provide

adequate and effective protection to these new circumstances.
2. How is personal information protected in your national legislation?

Irish Law protects personal information in multiple ways, including constitutional
protections for information and privacy and European fundamental rights protections
under the European Convention on Human Rights and Charter on Fundamental Rights
under the EU. There are also protections provided for in legislation passed due to EU data
law, and also specific privacy provisions in a number of laws. The Irish Constitution
protects personal information through Article 40.3.2,° and Article 43,” the right to privacy
and the right to the inviolability of the dwelling respectively. While the Irish Constitution
does not have an expressed right to privacy in the text, it exists as a right derived from
others.® Foundations for these rights include a link to expressed rights, rights stemming
from the ‘democratic nature of the state, or a combination of the two.” Clauses which lead
to the existence of such a right include personal autonomy, free association and protection
of private property."’ Privacy was first recognised as a derived right in McGee v Attorney
General,'' concerning a case where a married woman wished to import contraception into
Ireland from the UK. While the privacy right in the case was restricted to martied
couples, this was later extended to include an individual’s right to privacy.” This was found

to be derived from Article 40.3.2 of the Constitution,'* which reads ‘[t]he State shall, in

> Council of Europe DGI (2-19) 05, ‘A study of the implications of advanced digital technologies (including
Al systems) for the concept of responsibility within a human rights framework’
<https://rm.coe.int/a-study-of-the-implications-of-advanced-digital-technologies-includin:
accessed 31 May 2021.

6 Bunreacht na hFireann (Irish Constitution), Article 40.3.2.

7 ibid, art 43.

$ Rénan Kennedy and Maria Helen Murphy, Information and Communications Technology Law in Ireland (2017), pp
137.

° Friends of the Irish Environment v The Government of Ireland [2020] IESC 49, para 31.

' Denis Kellehet, Privacy and Data Protection Law in Ireland (2nd edn, Bloomsbury 2016), pp 7.

" McGee v Attorney General [1974] IR 284.

12 Oran Doyle and Tom Hickey, Constitutional Law: Text, Cases and Materials (2nd edn, Clarus Press 2019), pp
35-36.

1 Kelleher (n 10), pp 8.

'* Jeane Kelly & Aoife Treacy, ‘Republic of Ireland” in Monika Kuschewsky, Van Bael & Bellis, Data Protection
& Privacy: Jurisdictional comparisons (Thomas Reuters 1st edn 2012), pp 443.

168096bdab>
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particular, by its laws protect as best it may from unjust attack and, in the case of injustice
done, vindicate the life, person, good name, and property rights of every citizen.””” The
Irish Courts have also interpreted the Constitution as giving a right to privacy under Article
40.5." It reads, ‘the dwelling of every citizen is inviolable and shall not be forcibly entered

save in accordance with law.’!’

Justice Hogan in Sullivan v Boylan held that Article 40.5
‘protects the rights of the residents of a dwelling to security, protection against all-comers
and privacy which are all necessary features of the inviolability of the dwelling'® The facts
of the case are instructive, the plaintiff was subject to a campaign of vicious harassment by
a debt collector of the defendant, which Justice Hogan described as ‘contemptible,
irresponsible and outrageous.”” The Court held that this was in breach of the plaintiff’s
constitutional rights of personhood and the inviolability of the dwelling, and awarded
damages on that basis. The inviolability of the dwelling was later cited by Justice Hogan in
Schrems v Data Protection Commissioner.”’ Here the plaintiff was seeking a judicial review
of the Data Protection Commissionet's decision not to investigate the plaintiff’s allegation,
arising out of Edward Snowden’s NSA leaks, that there were no protections for data in
America, and as, ‘Buropean Facebook user’s data was transferred to the US by Facebook
Ireland under the EU-US ‘Safe Harbour’ framework, that his and other users’ rights were
being violated.” In obiter comments, Justice Hogan wrote of Article 40.5 and its influence
on the constitutional order, ‘it is very difficult to see how the mass and undifferentiated
accessing by State authorities of personal data generated perhaps especially within the
home...would pass any proportionality test or could survive constitutional scrutiny.?
Mulligan suggested that, traditionally, Article 40.5 operated to exclude people from the
home without lawful authority.” In Schrems however, the right was found to provide
protection for ‘information in the home* Furthermore, Mulligan suggested that the
analysis by Justice Hogan has added an informational privacy aspect to the right, which
supplements its long established spatial element.”” The relevance of the right of privacy to
data protection is that the two are intimately connected, with Kennedy and Murphy noting,
‘in some ways, data protection could be seen as a subsection of privacy law’*® While they
note that in EU Law privacy and data protection are distinct legal rights,”” in Irish Law
privacy has been held to encompass personal information. A breach of privacy has been

described by Justice Charleton as, ‘the unwelcome intrusion of others into aspects of living

"5 Irish Constitution (n 6), Article 40.3.2.

' ibid, Article 40.5.

7 ibid.

'8 Sullivan v Boylan (no 2) [2013] IEHC 104.

' ibid.

0 Schrems v Data Protection Commissioner [2014] IEHC 310.
! Doyle and Tom Hickey (n 12), pp 427.

2 ibid, pp 52.

» Andrea Mulligan, ‘Case Comment: Constitutional Aspects of International Data Transfer and Mass Surveillance 2016
Irish Jurist 207.

* ibid.

* ibid.

? Kennedy and Murphy (n 8), pp 99.

7 ibid.
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that are particulatly personal to the individual or into information shared in confidence.”
The Law Reform Commission wrote in its report on privacy that, ‘at its core lies the desire
of the individual to maintain control over information, possessions and conduct of a
personal kind, and . . . to deny or control access thereto by others.”” The Irish Courts have
recognised horizontal applicability of constitutional rights, meaning that those whose right
to privacy have been violated can seek redress against private parties in the courts.”
Remedies include monetary damages and injunctions for breaches of the right.”! Two
possible routes for determining breach of privacy discussed by McMahon and Binchy are,
whether the breach is highly offensive to a reasonable person’s ordinary sensibilities, or if
the plaintiff had a reasonable expectation of privacy.”” It will be interesting to see where the
Irish Courts take their jurisprudence if a case revolving around the disregard for
Constitutional protections for personal information is taken. Privacy is also considered a
right under the European Convention on Human Rights (ECHR). Article 8 recognises a
general right to private and family life. It is important to note that while the state is bound
by the ECHR under International Law, this is not the case in domestic Irish Law.”> Under
the European Convention on Human Rights Act 2003,** all legislation interpreted by Irish
Courts must be done in accordance with the convention. Furthermore, it requires that,
‘every organ of the State shall perform its functions in a manner compatible with the
State’s obligations under the Convention provisions.” The ECHR rights also play a role in
the EU’s legal order, meaning that EU Law applied in Ireland takes the ECHR into
account.” Privacy is also protected within the EU by the Charter of Fundamental Rights,
which includes provisions protecting privacy for individuals and families generally and
personal data protection in particular, under Articles 7 and 8 respectively.”” The Lisbon
Treaty of 2009 requires that, ‘the EU and its institutions must act in accordance with the
EU Charter and Member States must comply with the Charter when implementing EU
Law.*® The main legislation which gives rise to rights to data protection are the Data
Protection Acts of 1988, 2003, and 2018." The 1988 Act was passed to, ‘give effect to
the Council of Europe’s Convention of 29 January 1981 for the Protection of Individuals
with regard to the Automatic Processing of Personal Data.** This was later amended in the

2003 Act, which was passed to implement Directive 95/46/EC to protect individual’s

* EMI v DPC [2012] IEHC 264.

* Law Reform Commission, Report on Privacy (LRC 1998), pp 24.
* Bryan McMahon and William Binchy, The Law of Torts (4th edn, Butterworths 2013), pp 1436.
*! ibid.

*2 Report on Privacy, pp 1437-1443.

» Kennedy and Murphy (n 8), pp 138.

* European Convention on Human Rights Act 2003, s 2(1).

* ibid, s 3(1).

% Kelleher (n 10), pp 32.

37 Kennedy and Murphy (n 8), pp 144.

% ibid.

¥ Data Protection Act 1988.

% Data Protection (Amendment) Act 2003.

! Data Protection Act 2018.

*# Kelly and Treacy, pp 441.
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data.” Under EU Regulation 2016/679, more commonly known as GDPR, the Oireachtas
was required to pass the Data Protection Act 2018* to meet its obligation under the
regulation.” Secondary legislation dealing with data protection include the ePrivacy
Directive, derived from Directive 2002/58/EC.* Outside of the Data Protection Acts,
there is legislation that contains privacy rights in specific situations, including #nfer alia the
Mental Health Act 2001," the Employment Equality Act 1998,* and the Adoption Act
2008.* The Oireachtas has not made a statutory right to privacy.”’ There have been
previous attempts to pass a Privacy Bill with the intent of making breach of privacy a tort
in Irish Law.’' However this was dropped as the government pursuing the legislation lost
office and no subsequent government has brought the legislation before the Dail. While
not the law in Ireland, it is of note that the legislation proposed included a provision that a
disclosure of personal data under the aforementioned 1988 or 2003 Data Protection Acts

would not constitute a violation of privacy.”

3. To which extent is the data protection self-regulated by the private
sector in your country? How do public and private sectors cooperate in

this regard?

Data protection forms a vital part of the general protection of privacy as stated in Article 8
of The European Convention on Human Rights. GDPR ensures that an individual’s
privacy rights are protected when their data is processed, managed or stored by companies.
The Data Protection Act was signed into law to give practical effect to GDPR in the Irish
jurisdiction.” The processing of data is beneficial for both the private and public sector.
The use of personal data by the private sector is for commercial benefit because data can
be monetised and the company can use the data themselves or sell it on to other
companies.” In contrast, the public sector tends to use data analysis to understand societal
needs and improve existing processes in order to enhance government performance. There
are three forms of regulation in relation to data protection: government regulation,

self—regulation and co-regulation. Self-regulation is ‘the possibility for economic operators,

 ibid.

# Data Protection Act 2018 (n 41).

# Sharon McLaughlin, ‘Ireland: A brief Overview of the Implementation of the GDPR’ (2018) 4 Eur Data Prot L. Rev
227.

* Kelly and Treacy, pp 441.

* Mental Health Act 2001, s 4(3).

* Employment Equality Act 1998, s 27(1)(2)(i).

¥ Adoption Act 2010, s 88.

% Kelleher, pp 27.

*! Report on Privacy (n 29), pp 1444.

>2 ibid, pp 1446.

» Eoin Cannon, ‘Data Protection Act 2018 (2018) 23(3) The Bar Review 79.

>* Rebecca Kelly, Gerald Swaby ‘Consumer Protection Rights and “Free” Digital Content’ (2017) 23(7)
Computer and Telecommunications Law Review 165-170.
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social partners, non-governmental organisations or associations to adopt common
guidelines amongst themselves”.” It has been argued that self-regulation has many benefits
associated with it, including the fact that it is cheaper than government regulation, since
companies can individually adapt to their own needs and thus be more efficient in the

56

implementation of their own regulations.” Industry self-regulation of consumer data
protection has been proposed as a flexible alternative to traditional government
regulation.”” When properly managed, self-regulation by the private sector can adapt
quicker and more appropriately to innovations than government regulation.”® In Ireland,
the private sector does not have a carte blanche when regulating data. The GDPR and Data
Protection Act 2018 provide for high standards of data protection and significantly affect
how organisations collect, use and manage personal data that they collect.”” Co-regulation
encompasses initiatives in which the government and industry share responsibility for
drafting and enforcing regulatory standards.” It is neither pure government regulation, nor
pure industry self-regulation, but rather a hybrid of the two.’" In Ireland, under the GDPR
and the Data Protection Act 2018, there are statutory requirements outlined that must be
adhered to by the private sector. Organisations follow this set of rules when drafting the
documentation in order to show compliance with the legislation. Public regulation and
enforcement are undertaken by national data protection supervisory authorities with the
power to impose administrative fines.”” In Ireland this authority is the Data Protection
Commissioner (DPC). The DPC monitors the lawfulness of processing personal data by
otganisations.”” Consequently, this model of data protection is not pure self-regulation
since the DPC retains an important role in reviewing and supervising an organisation’s
co-operation and compliance with legislation. Additionally, it is not a pure government
regulation since the individual organisations, not the regulators, draft the detailed rules and

standards that will govern their members in relation to data protection. Therefore, in

> Ana Isabel Segovia Domingo and Nathalie Desmet Villar, "Self-Regulation in Data Protection" [2018]
BBVA Research

<https://www.bbvaresearch.com/wp-content/uploads/2018/10/Watch Self-regulation-and-data-protection
-1.pdf> accessed 12 March 2021.

> ibid.

*7 Siona Listokin, ‘Industry Self-Regulation of Consumer Data Privacy and Security’ (2016) 32(1) John
Marshall Journal of Information Technology 15-41.

> ibid.

* Gordon Wade, “The Insurability of Fines and Sanctions Under the GDPR’ (2018), 36(18) Irish Law Times
280.

% Dennis D Hirsch “The Law and Policy of Online Privacy: Regulation, Self — Regulation or Co —
Regulation?’ (2011) 34 Seattle University Law Review 439-480.

5! ibid.

52 Eoin O’Dell ‘Compensation for Breach of the General Data Protection Regulation’ (2017) 40(1) Dublin
University Law Journal 99.

% Data Protection Act 2018 (n 41), s 12(2).
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Ireland, the approach taken towards data protection is a co-regulatory model. The GDPR
emphasises the need for organisations to be accountable in their data processing
operations and to keep a record of their processing practices.”* This means that detailed
internal data protection policies and procedures must be adopted to illustrate the
processotr’s processing practices and to document any decision making reasoning relating
to personal data.”® An organisation must also be able to show the security measures in
place in the event of a breach.”® Article 30(2) of the GDPR requires processors to keep an
up to date record of all processing activities carried out on behalf of a controller.”” Firms
must maintain records if their processing occurs on a regular basis or if their processing
includes special categoties of sensitive data described in Article 9 GDPR.®® Security
measures are also provided for in the Data Protection Act 2018 as Section 72 requires that
a controller shall ensure that the measures provide a level of security appropriate to the
harm that might result from accidental or unlawful destruction, loss, alteration or
unauthorised disclosure of, or access to, the data concerned.”” Under the Data Protection
Act 2018, all data must be processed lawfully and fairly and the processing shall not be

excessive in relation to the purposes for which it is processed.”

In Ireland, an organisation
must have an explicit and legitimate reason for the processing of an individual’s data and it
cannot be done arbitrarily. A key element of the GDPR is a ‘risk-based” approach to data
protection. In Ireland, there is no standard content that a data protection policy must have.
However, it should include high-level principles and rules for the firm regarding data
processing and it is also essential to be aware of the mandatory periods of data retention.
In the event of a breach, a firm should carry out an immediate risk assessment, as time is
of the essence with certain breaches needing to be reported to the DPC within 72 hours.™
While an organisation has discretion in the method chosen to draft documents and policies
showing compliance with the relevant legislation, there remains strict criteria that they are
bound by, showing that this is a co-regulatory system. It is vital that both the private and

public sector comply with their obligations as controllers. Section 141 of the Data

Protection Act gives details of the fines that can be imposed by the DPC in relation to
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breaches of data privacy law.”* In imposing fines, the DPC shall act in accordance with
Article 83 of the GDPR which outlines that fines of up to €20 million or 4% of worldwide
turnover, whichever is higher, may be imposed.” Article 83 is instructive in outlining what
factors should be taken into account in determining the seriousness of the breach of data
protection and the level of fine to be imposed.” It was suggested that the public sector be
exempted from paying such fines in the event of a breach.” However, concerns were
expressed by the DPC regarding these exemptions as higher standards are arguably
demanded from public sector bodies.”® As a result of these concerns, the DPC can impose
administrative fines of up to €1 million on public bodies that are not in competition with
private sector bodies.”” Additionally, data subjects can, pursuant to Article 82 GDPR, claim
compensation from controllers or processors for damage suffered from infringements of
the GDPR.” Therefore, compliance with the GDPR is ensured through a combination of
public and private enforcement that blends public fines with private damages.” To
conclude, individual organisations draft the documentation containing the detailed rules
and standards that will govern their members in relation to data protection. However, in
Ireland, both public and private sector organisations are ultimately bound by the GDPR
and Data Protection Act 2018. Additionally, the DPC reviews documentation and ensures
compliance with legislation and this limits the extent to which data protection is self -
regulated by the private sector in Ireland. It is essential that organisations cooperate and
fully comply with the legislation and statutory requirements to avoid fines for breaches of

their obligations.

4. What is the process of judicial review of cases of data protection

breaches?

The main piece of legislation that governs data protection in Ireland is the Data Protection
Act 2018, which was introduced as part of transposing the GDPR and ePrivacy
Regulations.”” Personal data is defined within the act and relates to data of a living
individual, who is or can be identified from the data in question.” The law governs all

situations where personal data is processed except where it is processed by an individual
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for a ‘purely personal or household’ activity with no connection to any professional or
commercial activity.*> Once a data protection breach is suspected and has not been
resolved by the DPC, a mechanism that can be triggered, whereby the breach can be
reviewed by the judiciary which is encapsulated within the legislation.” It is also an offence
for unauthorised disclosure by a processor and if found to have knowingly or recklessly

disclosed data unlawfully they may be liable for a fine or imprisonment. **
4.1 The right to data privacy has defined in Ireland

Data privacy is not explicitly defined in the Irish legal system, it is however recognised as
falling under the remit of privacy, which is found in the Constitution, case law, and in
legislation. The right to privacy was recognised in the Courts in a series of cases Norris, In
Re a Ward of Court (No. 2), and Fleming, which through an interpretation of the Irish
Constitution established privacy as a fundamental unenumerated right.” Additionally, as
mentioned above, the right to privacy is addressed in relation to Article 7 and 8 of the

Charter of Fundamental Rights of the European Union.
4.2 Restriction and objection to data processing

For an organisation to lawfully process personal data, they have to be able to show it is for
a lawful purpose. Under GDPR, these reasons are consent, to carry out a contract, in order
to meet a legal obligation, where processing the data is necessary to protect the vital
interests of a person, where processing the personal data is necessary for the performance
of a task carried out in public interest, and finally in the legitimate interests of a
company/organisation (except where those interests contradict or harm the interests or
rights and freedoms of the individual).* It is important that a controller is aware of the
legal basis under which they are processing data. The GDPR regulation also states that a
person has a right to object to the processing of information when in connection with

tasks that are:
1. In the public interest;
2. Under official authority;

3. In the legitimate interests of others.
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In relation to direct marketing, a person can object to processing at any time and the data
controller must stop processing the data immediately. In order to have data processing
stopped, the data subject must make a complaint to the data controller, specifying the
grounds of the objection. The controller must either cease processing or respond to the
data subject with a legitimate reason as to why the processing of such data must continue.
Website owners and third-party services must obtain consent to allow cookies to process
data, unless ‘that cookie or technology is strictly necessary to provide the user with the
service which they have requested’.’” There is a restriction on the right of the data subject
to object to data processing when such processing is for election purposes and processing
by the Referendum Commission.*® The data subject is not able to object to processing
when it is deemed to be in pursuit of important objectives of general public interests, as
stated in Article 60 of the Data Protection Act.”” These general interests include, but are
not limited to, safeguarding cabinet confidentiality,”’ tax administration,” and ‘the
prevention, detection, investigation and prosecution of criminal offences and the execution
of criminal penalties’.”” However, any testricion must be necessary and proportionate.”
Another specific area wherein the data subject’s right to restrict processing is altered is in
relation to the processing of data for scientific or historical research purposes or statistical
purposes. If the restriction requested by the data subject is likely to render impossible, or

seriously impair, the achievement of those purposes, their request can be denied.
4.3 Process for notification of a breach

As per the Data Protection Act 2018,”* a data breach is one that involves a person (or
body) who, without authority of the controller or processot, obtains personal data and
discloses the data or information to another person.”” When a data processor becomes
aware of a personal data breach, they are required to make the controller (on whose behalf
the data was being processed) aware of the breach in writing and without undue delay.”
The processor must also notify the DPC of the breach within 72 hours of becoming aware
thereof. A ‘data controller’ means a person who either alone or without others controls and
uses the personal data. However, this does not apply when ‘taking into account the nature
of the personal data and the scope, context and purposes of the processing, the personal
data is unlikely to result in a risk to the rights and freedoms of data subjects.”” Where there
has been a breach and the controller deems there is a high risk to the rights and freedoms

of the data subject, they must notify whomever the breach relates to without undue delay.
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The notification must be in clear, plain language, describe the nature of the personal data
and the breach, as well as at least, the effects of the breach, and the measures that have
been taken to mitigate any adverse effects of the breach.”® The Data Protection Act 2018
also explicitly states a right to effective judicial remedy, whereby on hearing the case the
Court has the ability to annul the decision, substitute its own determination or dismiss the
appeal. This process is available to the controller, the data subject and the DPC. However,
if either the data subject or controller feels that the DPC is not complying with a
complaint, they may also apply for a court order.” Such cases may be heatd in the Circuit
Court or the High Court, however, if any issue of law arises, the case may be brought to
the High Court or Court of Appeal."” There are certain incidents where the data subject
does not need to be notified and these are contained in Section 87 of the Data Protection
Act 2018."" In general a data subject must be notified ‘where a personal data breach has
occurred, that is likely to result in a high risk to the rights and freedoms of a data subject’,
subject to subsection (2),(4) and (7).'” In such instances, the controller must notify,
without due delay, the data subject unless, they have implemented an appropriate
technological and organisational protection measure that would render the data
unintelligible to any unauthorised person.'” Also if the controller has taken measures since
a personal data breach that means that the risk to rights and freedoms of the data subject
are no longer likely to materialise they do not have to notify the data subject.'” If there was
a situation where a notification was to involve a disproportionate effort from the
controller, they do not need to notify the data subject directly but can notify by ways of a
public communication or similar method. If this method is taken by the controller, they
must ensure that the informing of the data breach is done in an equally effective manner to
directly notify."” If the controller proceeds with a public communication, they must also
notity the Data Commission and if the Commission deem the communication
unsatisfactory can advise the controller to contract the data subject through other means.'
The Data Protection Act 2018 explicitly states the controller may only restrict the right of a
data subject to be notified ‘where to do so constitutes a necessary and proportionate
measure in a democratic society, with due regard for the fundamental rights and legitimate
interests of the data subject’.'”” Where the decision is made by the controller it is important
that all decisions made are not made in any arbitrary way. The decision process must be
authentic and have the ability to be scrutinised to ensure a consistent application of the law
and ensure the rights and freedoms of the data subject are respected and ensure the

continued effectiveness of safeguards.
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4.4 Conclusion

While Article 8 of the Charter of Fundamental Rights of the European Union, does not
specify that judicial oversight is explicitly needed in regard to the oversight of data
protection, it has been interpreted that the principle of legality must have safeguards built
in.'"™ The Irish judiciary takes a strong view of judicial oversight, especially where there is
the potential for breach of a fundamental right, an example of this can be found in
Damache.'” The legislation that has been enacted here in Ireland reflects the protections
that were put in place, in particular as a response to the concerns enunciated in the Grand

0

Chamber in the Digital Rights case,'” as well as to bring Ireland in line with its EU

counterparts.
5. Does the review constitute effective protection of data privacy?

5.1 The process of the review and the bodies conducting this process.

Section 117(1) of the Data Protection Act 2018 states that a data subject who considers
their data protection rights to have been infringed can bring a ‘data protection action’
against the data controller or processor who is alleged to have infringed these rights.
Concurrent jurisdiction lies with the Circuit Court and the High Court to determine these

data protection actions.'"" As this is an action founded in tort,'"

it has been suggested the
rules of negligence should apply to these cases of data breaches.'”” Therefore, the data
subject must prove that the data controller or processor has breached its obligations under
the GDPR and that this breach has actually and legally infringed the data subjects’ rights.'"*
The data subject must also establish the four elements of the tort of negligence to have a
successful case. Therefore, there must be a duty of care, breach of the standard of care,

16 where

causation and damage.'”” This is evident from Collins v FBD Insurance plc,
Justice Feeney stated that in order to claim for a breach of duty of care, ‘it is necessary for a
claimant to establish that there has been a breach, that there has been damage and that
breach caused such damage’.!"” The data controller and processor’s duty of care to data
subjects is set out in various provisions contained in the GDPR and Data Protection Act
2018. Therefore, a breach of one of these provisions would arguably be a breach of their
duty of care to the data subject. In terms of the standard of care owed to the data subject,

the data controller or processor must have been found to have ‘infringed’ the data subjects’
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rights. Therefore, the data subject would have to prove the data controller or processor fell
below the standard of care required by the Data Protection Act 2018 for the data subject to
claim any remedies.'”® It is suggested that section 117(4) wording of the data subject
receiving damages ‘as a result of the infringement’ of their rights, suggests causation must
be proved.""” Therefore, the data controller or processor must have both factually and

legally caused the breach of the data subjects’ rights.
5.2 The remedies for data protection breaches

There are three types of remedies available under the Data Protection Act 2018. The first is
the data controller or processor can be sanctioned for data breaches.'”™ Although a large
fine could be detrimental to a small company, it is arguable the sanctions being produced
are not enough punishment for larger organisations. For example, Twitter was fined
€450,000 by the Data Protection Commission in December 2020 for GDPR breaches.
Commentators have stated that this fine is meagre and will not dissuade Twitter from
having further data protection breaches.'”” The second remedy is an injunction to prevent
the processing of data."” This injunction can either be interim, intetlocutory or an

injunction of indefinite duration.'”

Justice Eagar in the High Court granted an interim
injunction to a mother against eBay, when her child’s image was being used without her
knowledge and consent by the website to advertise a seller’s product.'** The final remedy is
compensation for the damage suffered by the data subject due to the breach.'” The Data
Protection Act 2018 states that the damage can either be material or non-material
damage.'”® Non-material damage in particular is a contentious issue, as there is a lack of
case law in the area and non-material damage is difficult to ascertain. The seminal case on
this issue is Collins v FBD Insurance plc.'”” However, this case took place in 2013, meaning
it precedes the Data Protection Act 2018 and GDPR. The plaintiff in this case was granted
€15,000 in damages by the Circuit Court due to several breaches of the plaintiff’s personal
data by FBD. However, FBD appealed the case to the High Court, where the Circuit
Court’s decision was overturned by Justice Feeney. He stated that the plaintiff could not
establish any ‘actual damage’ and He stated that generally, damages cannot be recovered for

distress, damage to reputation or upset, unless “extreme distress results in actual damage
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such as a recognisable psychiatric injury”..'”® Eoin O’Dell comments that Justice Feeney
failed to realise that distress is actual damage, and calls for this position to be abandoned
completely."” However, this case was subsequently upheld in Duggan v Commissioner of
An Garda Siochana."” Nevertheless, this case also predates the Data Protection Act 2018
and GDPR. It is unclear whether future decisions will continue to use the approach set out
by Justice Feeney in Collins,"" or if they will set a new precedent, in line with the definition

of damage in the Data Protection Act 2018 as being both ‘material” and ‘nhon-material’.!*?

5.3 Is this process effective in protecting data privacy?

It is arguable that there are flaws in this process. Although injunctions appear to be an
effective remedy for breaches of data protection, there are certainly issues in relation to
sanctions and non-material damage. Companies need to be sanctioned effectively to
discourage them from conducting further breaches of data protection. Sanctions that have
little to no impact on companies will not maintain data privacy and personal data will
continue to be exposed. In terms of non-material damage, there is undoubtedly more
development needed in this area of Irish Law. However, continuing to follow the approach

set out by Justice Feeney in Collins'”

will not maintain data privacy, as the purpose of
damages is to put the data subject back in the position, they would have been had the
breach not occurred.”” A breach of personal data is a breach of the constitutional right to
privacy.”” Therefore, the Courts should make use of the remedies available to compensate
for this. It is hoped Justice Feeney’s position will be abandoned in light of the Data

Protection Act 2018 and GDPR.
6. What is the process of judicial review of anti-discrimination cases?

6.1 Which bodies conduct such a review? What are the elements that are taken into

consideration when such a review is conducted?

Since its inception, Bunreacht na hEireann has explicitly recognised the equal status of all
persons under Article 40.1, which states that ‘[a]ll citizens shall, as human persons, be held
equal before the law” However, certain academics, including Doyle, contend that Article
40.1 lacks a strong comprehensive meaning and that any interpretation which restricts itself

solely to the text would not provide for a ‘convincing account of equality."** Despite such
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arguments, Article 40.1 succeeds in placing the principle of equality and non-discrimination
on a strong constitutional footing in Ireland. The constitutional recognition of equality is
complimented by an array of anti-discrimination legislation, including the Equal Status
Acts 2000-2004, which defines discrimination under section 31(a) as a situation where a
‘person is treated less favourably than another person is, has been or would be treated.” The
Act serves as a fundamental piece of legislation, prohibiting discrimination in the provision
of goods and services, accommodation, advertising and education."”” The Employment
Equality Acts 1998-2015 also serve as important pieces of equality and anti-discrimination
legislation, prohibiting discrimination in the workplace across nine grounds. The European
Convention on Human Rights Act 2003 is another reformatory piece of equality legislation
which gives effect to the ECHR in Irish law. While the Act will certainly enable the
judiciary to read legislation in accordance with the Convention, it does not, as Egan argues,
secure an independent cause of action or remedy for the litigant,"” a substantial obstacle.
The Irish Human Rights and Equality Commission Act 2014 (2014 Act) provides for the
establishment of the Irish Human Rights and Equality Commission (the Commission) for
the purposes of Directive 2014/54/EU of the European Parliament."” The 2014 Act
defines ‘discrimination’ pursuant to the meaning under section 6 of the 1998 Act and
section 3(1) and 4(1) of the 2000 Act. The Commission established under the 2014 Act is
responsible for the review of reported cases of discrimination. Its array of functions,
including the protection and promotion of human rights and equality, are listed under
section 10 of the 2014 Act. Under Section 10 (2)(e), the Commission is empowered to
apply to the High Court or Supreme Court for liberty to appear before the High Court or
Supreme Court as amicus curiae in proceedings that involve the human rights or equality
rights of any person. The Commission is also empowered under S.10(2)(m) to carry out
equality reviews and prepare action plans or to invite others to do so where appropriate.
Under S35(1), the Commission is empowered, through its own judgement or if requested
by the Minister for Justice and Equality, to conduct an inquiry if it is considered by the
Commission that (a) there is, in any body (whether public or otherwise) institution, sector
of society, or geographical area, evidence of (i) a serious violation of human rights or
equality of treatment obligations in respect of a person or a class of persons, or (i) a
systemic failure to comply with human rights or equality of treatment obligations, and (b)
the matter is of grave public concern, and (c) it is in the circumstances necessary and
appropriate so to do. Section 35(2) of the 2014 Act establishes that an inquiry may be
undertaken by one or more than one member of the Commission. Section 35(3) provides
that prior to conducting an inquiry, the Commission shall, as soon as may be, prepare

terms of reference for the inquiry and an outline of the procedures to be followed for the
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inquiry. Section 35(4) sets out that the Commission shall arrange for a copy of the terms of
reference and outline of procedures referred to in subsection (3) to be laid before each
House of the Oireachtas. Section 35(5) states that the Commission shall arrange for a
notice of those terms and that outline to be published; (a) in at least one newspaper
circulating in the State, (b) in such other manner as the Commission considers
appropriate. Section 35(6) establishes that in conducting an inquiry the Commission shall
to the greatest possible extent consistent with its duties under this Act: (a) seek the
voluntary cooperation of persons whose evidence is desired for the purposes of the
inquiry, and (b) facilitate such cooperation. Section 35(7) provides that the Commission

shall conduct its inquiry as expeditiously as is consistent with its duties under this Act.
0.2 Does the review constitute effective protection against discrimination?

Human rights commissions have succeeded in asserting themselves as pillars of
international human rights law, shifting from their once ‘esoteric’ nature as Dickson
concludes."” Section 35 of the 2014 Act, as highlighted above, empowers the Commission
to conduct inquitries and as the then Minister for Justice Equality and Defence Mr Alan
Shatter stated the Act was modelled on that contained in the Commission of Investigations
Act 2004 to ensure that the power vested in the Commission is a real one. Following
analysis, it appears that the invocation of Section 36, which provides for the publication of
an equality and human rights compliance notice following or in the course of an inquiry,
has the potential to ensure high levels of conformity. He further stated that the notice
explicitly specifies the nature of the discrimination employed and provides a detailed plan
to eliminate the discriminatory practices which are to be implemented within a specific

time frame.'*!

The publication of the compliance notices has the potential to have a
significant deterrent effect. The detailed plan and time frames provided by the Commission
succeed in putting pressure on bodies in contravention of human rights or equality of
treatment obligations to conform. Furthermore, Section 39, which enables the
Commission to apply to the Circuit Court for an injunction against a person who does not
comply with a human rights and equality compliance notice, succeeds in dismantling the
contention that the Commission’s light touch powers of enforcement are ineffective.
Dickson further notes that the Commission’s power to institute proceedings in its own
name consolidates the Commission’s locus standi regarding the protection of rights.'* To
this end, the Commission’s inquiry procedure serves as a generally effective means to

protect against discrimination and the promotion of human rights and equality.

6.3 What is a considered role of the technical aspects that result in discrimination (such as

algorithmic bias)? How are these problems tackled?
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The UK Government’s Industrial Strategy has described Artificial Intelligence (Al) as
“Technologies with the ability to perform tasks that would otherwise require human
intelligence, such as visual perception, speech recognition, and language translation.'* Al
has experienced exponential growth and is employed by a wide array of sectors in their
decision-making process due to its apparent capacity to engage in ‘efficient’ and ‘objective’
decision-making.'** However, as Kim propounds, while Al is inherently more efficient, it
simultaneously has the capacity to engage in discrimination on the basis of sex, race or
other discriminatory grounds, engaging in classification bias when, for example, employers
use data algorithms to filter applications.'” From an Irish standpoint, section 60(1)(i)
provides for the protection of ‘members of the public against discrimination or unfair
treatment in the provision of goods or services to them. Section 89 of the Act further
addresses rights in relation to automated decision-making and states that, ‘subject to
subsection (2), a decision that produces an adverse legal effect for a data subject or
significantly affects a data subject shall not be based solely on automated processing,
including profiling, of personal data that relate to him or her.” Subsection 2 provides that
subsection 1 shall not apply where (a) the taking of a decision based solely on State and the
law so authorising contains appropriate safeguards for the rights and freedoms of the data
subject, including the right of the data subject to make representations to the controller in
relation to the decision, and (b) the controller has taken adequate steps to safeguard the
legitimate interests of the data subject. Section 89 (3) provides for the prohibition of
profiling that results in discrimination against an individual on the basis of a special
category of personal data. To this end, Irish legislation provides for some degree of
protection against the technical aspects that result in discrimination. The Al space is a
continuously developing sector and it will be pivotal that Irish legislation has the capacity
to adapt to this ever-evolving technology to ensure sufficient protection against

discrimination.

7. Does your country have any specific regulations on Advanced Digital
Technologies, such as big data, artificial intelligence (AI), Internet of

Things (IoT) and/or encryption?

Ireland has consistently remained at the forefront of technological innovation and

continues to rank highly in both the uptake and use of advanced digital technologies
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<https://www.ncsc.govie/pdfs/National Cyber Security Strategy.pdf> accessed 31 May 2021.
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Member States for internet usage by both individual citizens and enterprises alike.'"’

However, specific national regulation concerning Advanced Digital Technologies remains
sparse. This is in part due to the Irish Government’s recognition of the competence by
which the EU acts to introduce comprehensive regulations in the area of Advanced Digital
Technologies. Such regulations are transposed into national legislation in line with EU
requirements. This is achieved by the Irish legislature's secondary (delegated) legislation in
the form of a statutory instrument (SI)."* The Right to Privacy and Data Protection is
primarily regulated under the Data Protection Acts 1988, 2003, and 2018. The Data
Protection Act 2018 transposed the GDPR into Irish Law. This is supplemented in Irish
domestic law by the European Communities (Electronic Communications Networks and
Services) (Privacy and Electronic Communications) Regulations 2011 (the ‘E-Privacy
Regulations’), which transposes the EU Directive 2009/136/EC on Universal Service and
Users’ Rights Relating to Electronic Communications Networks and Services."”” Advanced
Digital Technologies such as Big Data are in part regulated by the E-Privacy regulations.
Where Big Data can be considered to amount to personal data, providers of publicly
available services or communication networks are required to take both appropriate
technical and organisational steps to ensure the security of the data through the use of
encryption or other means. Furthermore, any interception or surveillance of
communications and data over a publicly accessible electronic communications service is
prohibited under the E-privacy regulations. Further measures were introduced by the EU
in the Security of Network and Information Systems Directive 2016/1148 (NISD).""!
NISD is based on Article 114 of the Treaty on the Functioning of the European Union
(TFEU) and seeks to ensure the continuity of services to allow the Union's economy and
society to function properly.”® The transposition of the NISD into Irish Law was
facilitated by the European Union (Measures for a High Common Level of Security of
Network and Information Systems) Regulations 2018 (the NISD Regulations)."”> Advanced
Digital Technologies are in part subject to rules under the NISD Regulations whereby

operators of essential services and digital services are mandated to take appropriate

" European Commission, ‘Digital Economy and Society Index (DESI) 2020” (2020) 63
ec.curopa.eu/digital-single-market/endigital-economy-and-society-index-desi> date accessed 24
May 2021.

' Raymond Byrne and others, The Irish Legal System (Seventh edition, Bloomsbury Professional 2020) para
13.03-13.04.

14 General Data Protection Regulation 2018 (n 71).

13 Directive 2009/136/EC of the European Parliament and of the Council of 25 November 2009 amending
Ditective 2002/22/EC on universal setvice and usets’ rights relating to electronic communications networks
and services, Directive 2002/58/EC concerning the processing of personal data and the protection of ptivacy
in the electronic communications sector and Regulation (EC) No 2006/2004 on coopetation between
national authorities responsible for the enforcement of consumer protection laws.

! Directive 2016/1148 EU of the European Parliament and of the Council of 6 July 2016 concerning
measures for a high common level of security of network and information systems across the Union.

132 European Commission, ‘Report from the Commission to the European Patliament and the Council
Assessing the Consistency of the Approaches Taken by Member States in the Identification of Operators of
Essential Services in Accordance with Article 23(1) of Directive 2016/1148/EU on Security of Network and
Information Systems COM/2019/546 Final’ (2019).

'3 S.1. No. 360/2018 - European Union (Measures for a High Common Level of Security of Network and
Information Systems) Regulations 2018.
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measures to prevent and minimise incidents, and any impact thereof which affects the
security of the network and information systems used in the provision of essential and
digital services. The NISD Regulations are supplemented by the Commission
Implementing Regulation 2018/151 which provides for, inter alia, further elements to be
taken into account in the identification of measures to ensure the security of network and
information systems.”” In 2011, the Irish Government introduced the Computer Security
Incident Response Team (CSIRT-IE) as part of the then Irish Department of
Communications, Energy and Natural Resources.'” This was subsequently followed by the
establishment of the Irish National Cyber Security Centre (NCSC) in 2013. As of 2015, the
NCSC is a State Agency within the Irish Department of the Environment, Climate and
Communications (DECC). The NCSC provides expertise in cybersecurity to and facilitates
safeguarding for the security of systems and information for both the Irish Government,
private industry and consumers."”® At a policy level, a National Digital Strategy for Ireland
was published by the DECC in 2013."" The Irish Government has recently completed a
public consultation in anticipation of adopting an updated National Digital Strategy, which
is currently being drafted.” Furthermore, from the publication of a 2018 White Paper by
the Irish Department of Public Expenditure and Reform, it appears that Ireland is on track
to become a European leader in the regulation of Advanced Digital Technologies, with the
goal of establishing Ireland as a ‘best practice hub’.'” Finally, the DECC is currently taking
the lead in developing legislation that will transpose the FEuropean Electronic
Communications Code Directive 2018/1972 (EECC) into Irish Law.'" The EECC entered
into force in December 2018 and was due to be transposed into the domestic law of
Member States by 21 December 2020. However, as of February 2021, only Greece,
Hungary and Finland have completed transposition into national legislation.'”" While

infringement proceedings have been brought by the European Commission against 24

1% Commission Implementing Regulation (EU) 2018/151 of 30 January 2018 laying down rules for
application of Directive (EU) 2016/1148 of the European Parliament and of the Council as regards further
specification of the elements to be taken into account by digital service providers for managing the risks
posed to the security of network and information systems and of the parameters for determining whether an
incident has a substantial impact C/2018/0471.

13 ‘NICSC: National Cyber Security Centre’ <https://www.ncsc.gov.ie/> accessed 24 February 2021.

136 NCSC: About Us’ <https:/ /www.ncsc.gov.ie/about/> accessed 24 February 2021.

57 Department of Communications, Energy & Natural Resources, ‘Doing More with Digital: National Digital
Strategy for Ireland’ (2013) <https://assets.govie/27518/7081cec170e34c39b75¢cbec799401b82.pdf>
accessed 24 May 2021.

'3 Department of the Environment, Climate and Communications, ‘National Digital Strategy’
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1% Department of Public Expenditure and Reform, ‘Enabling Digital Ireland: A Summary Report on
Ireland’s Ambition to Be a Leader in the Provision of Digital Government Services’ (2018)
<https://pulse.microsoft.com/uploads/prod/2018/08 /Enabling-Digital-Ireland-Whitepaper.pdf> accessed
24 May 2021, SEE ALSO ibid (n159) pp 29.

1 Directive 2018/1972 EU of the European Parliament and of the Council of 11 December 2018
establishing the European Electronic Communications Code (Recast)Text with EEA relevance.
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Member States for failure to transpose the EECC by the deadline,'** the DECC has

published a draft implementing legislation to be enacted later in 2021.'*?

8. Does your country’s legislation require encrypted personal messages

to be decrypted and accessible for criminal investigations?

Multiple academics, legal professionals, government bodies and international institutions
have recognised the rapidly evolving nature of cybersecurity, and as such, the importance
of ‘security protections that safeguard the confidentiality, integrity and availability of
information for both individuals and organisations’.'* However, the rapid advancement of
technologies has presented opportunities for criminals and terrorists to conceal
incriminating evidence through encrypting communications and stored data.'”® As such,
this has developed obstacles for law enforcement authorities in intercepting encrypted
personal communications, rendering them beyond the remit of criminal investigation.'®
Consequently, this prevents law enforcement authorities from obtaining vital evidence and
intelligence for ctiminal investigations and conviction.'®” Currently, at a national level, there
is no specific legal framework governing the accessibility to encrypted personal messages
for criminal investigations, or the failure to disclose keys to encrypted materials to law
enforcement agencies. However, there are specific Garda statutory powers available to law
enforcement for key disclosure or information decryption.'® The most prominent powers
fall under the Criminal Justice (Theft and Fraud Offences) Act 2001 (2001 Act), that may
become relevant in criminal investigations. Section 48 of the 2001 Act governs authority of
law enforcement in relation to search warrants whereby members of the Garda Siochana
may require persons to give any password necessary to operate such information ‘in a form
in which it can be removed and in which it is, or can be made, visible and legible.”'*” Section
52 includes powers to require persons to produce evidence and decrypt such evidential
information, in the event that ‘there are reasonable grounds for suspecting that the material
constitutes evidence of or relating to the commission of the offence’.'” However,

academics have considered the narrow limitations of these statutory powers that require

192 ibid.

163 Department of the Environment, Climate and Communications, ‘European Electronic Communications
Code (EECC)
<https://www.gov.ie/en/publication/339a9-european-electronic-communications-code-eecc/> accessed 24
February 2021, SEE ALSO End-User Rights text of draft Statutory Instrument transposing the European
Electronic Communications Code
<https://assets.govie/77304/24998a57-3f1e-4bdb-9a72-f7bfec561bac.pdf> accessed 24 February 2021.

1 Eoghan Casey, ‘Practical Approaches to Recovering Encrypted Digital Evidence’, (2002) Vol 1(3)
International Journal of Digital Evidence.

63 ibid.

1% Samuel Elliot, ‘The Right to Encryption? An Examination of Cryptography Law and Jurisprudence in the
UK, Trinity College Law Review <https://trinitycollegelawreview.org/right-to-encryption/> accessed
February 2021.

1" Dorothy E. Denning, ‘Hiding Crimes in Cyberspace’, (1999) Vol 2(3) Information, Communication and
Society.

18 Ctiminal Justice (Theft and Fraud Offences) Act, 2001, Proceeds of Ctime (Amendment) Act 2005.

' Ctiminal Justice (Theft and Fraud Offences) Act, 2001, s 48.

' ibid section 52, para. 2-3.

34



such persons to be on the premises of investigation,'”" ot in ‘possession or control’ of the

incriminating evidence.'”

Consequently, these legal powers have prompted senior
representatives of An Garda Siochana to appeal for specific national legislation governing
access to incriminating encrypted data for criminal investigations.'” In 2020, Garda
Commissioner Drew Harris appealed for legislation governing access to keys to encrypted
personal communications, and for the criminalisation of withholding keys.'™
Commissioner Harris detailed the importance of the proposed powers in cases of serious
criminal cases, such as child abuse and human trafficking. Commissioner Harris further
denounced the judicial backlog of child abuse imagery as an ‘operational and reputational
risk’ to the organisation and stated that the proposed legislation would hasten criminal
process.'” Similarly, at the European Union level, there is no requirement that keys to

encrypted materials be disclosed to law enforcement authorities.'”

However, there are
currently measures in place governing access to encrypted communications. For example,
the non-binding 2001 Resolution on Law Enforcement Operational Needs with Respect to
Public Telecommunication Networks and Services,"”” which considers the operational
needs of law enforcement authorities,”™ specifically ‘in the development and
implementation of any measures concerning legally authorized forms of interception of

. . (§
telecommunications.’!”

The Resolution calls on Member States to adopt national
legislation governing the decryption of encrypted materials, ‘if network operators/service
providers initiate encoding, compression or encryption of telecommunications traffic, law
enforcement agencies require the network operators/service providers to provide
intercepted communications ez cair”'™ While these measures are not binding on Member
States, the Garda Cyber Crime Bureau can avail of the advanced ‘decryption platform’
launched by Europol in December 2020 in close collaboration with European
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Commission’s Joint Research Centre.™ This platform ‘marks a milestone in the fight

7 ibid, s 48.
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against organised crime and terrorism’ in Europe that recognises fundamental human

rights without limiting or weakening encryption for citizens.'™

9. Has your country reached an adequate balance between allowing

digital advancements and protecting human rights online?

Despite ambitious efforts in recent years towards stimulating digital advancement, Ireland
has historically failed to vindicate the human right to privacy in the context of data
protection.'® Home to the European headquarters of internet giants such as Facebook,
Google, and Apple, it is particularly incumbent on Ireland to address these legislative and
administrative gaps. The Irish Government has repeatedly asserted its intention to become
a best-in-class leader in the digitization of the public sector, utilising new technologies to
securely store the personal information of data subjects. However, doubts persist as to the
technical and regulatory capabilities of the DPC, which have been widely criticized on the
world stage, both before the EU courts and by international counterparts. The NGO
Digital Rights Ireland had previously challenged Ireland’s implementation of the Data
Retention Directive,'™ which provided for the retention of personal communications data
for law enforcement purposes. The plaintiffs contended that this was contrary to the rights
to privacy, travel and freedom of expression as guaranteed by the Irish Constitution. The
matter was eventually referred to the CJEU."® The Directive was invalidated on the
grounds that it interfered with the right to privacy and to data protection guaranteed by the
EU Charter of Fundamental Rights." It was the Schrems cases,'™ however that had the
most significant impact on data management in Irish and European Law. It is no secret
that Ireland’s Foreign Direct Investment Strategy is particularly welcoming to technology
multinational corporations,' nor that this has previously come into conflict with ensuring
these companies comply with European data protection law. Between 2011 and 2013,
Austrian national Max Schrems lodged 23 complaints against Facebook Ireland with the
Data Protection Commission. These complaints largely revolved around Facebook’s
excessive collection and processing of user data, contrary to Irish'™ and EU law' Since
2010, Facebook users outside North America are under terms-of-service contracts with

Facebook Ireland Ltd, rather than Facebook Inc. in California. This effectively placed the

182 ibid.

'8 An in-depth discussion of the legal basis of a right to privacy in Irish law, and the relationship of this right
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DPC in the position of regulating Facebook as processor and controller of the data of

millions of EU citizens.!”!

Mr Schrems’ final complaint in 2013 followed Edward
Snowden’s revelations regarding the routine global telecommunications monitoring by the
US National Security Agency. It alleged that this surveillance programme proved that there
was not an effective level of data protection within the US, and called on the DPC to order
a halt to the transfer of data from Facebook Ireland to America.'”? The DPC initially

1% citing an earlier decision

dismissed Mr Schrems’ complaint as ‘frivolous and vexatious
of the European Commission, which confirmed the US complied with the ‘Safe Harbour’
privacy requirements for the transfer of data from a Member State to outside the EU."*
The matter was referred to the European Court of Justice (EC]) for preliminary ruling,
where it was determined that a Commission decision cannot reduce the powers available to
national supervisory authorities under the Data Protection Directive.'”> The ECJ declared
the Safe Harbour Principle inherently invalid, and that any legislation which permits public
authorities to generally monitor electronic communications is to be considered repugnant

to the fundamental right to respect for private life.'”

It subsequently forced the suspension
of data transfer to the US by Facebook Ireland, compelling national data protection
authorities to prevent the transfer of data made under standard contractual clauses,
included in user Terms of Service Agreements.”’ The weakness of the Irish Data
Protection Commission and regulatory framework has been subject to widespread criticism
since Schrems 1.'" Peter Schaar, Germany’s former Federal Commissioner for Data
Protection and Freedom of Information, described Ireland as a convenient home for Big
Tech, saying, ‘of course Facebook would go to a country with the lowest levels of data
protection. It’s natural they would choose Ireland’.'” Dr T] Mclntyre of Digital Rights
Ireland, considers the DPC overly restrained by its legal obligation to seek an amicable
resolution of every case before it takes formal action.”” The lack of resources the
Government has invested in the DPC were laid bare by these legal challenges. An audit of
Facebook Ireland’s compliance with data protection law was conducted in 2011. The DPC

relied on pro-bono academic assistance, in the absence of in-house expertise.””

I T] Mclntyre, ‘Regulating the Information Society: Data Protection and Ireland's Internet Industry’ in
David Farrell and Niamh Hardiman (eds), The Oxford Handbook of Irish Politics (Oxford University Press,
forthcoming 2021).
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Times New York, 23 June 2015) accessed 22 February 2021.
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Considering the Irish Government’s well-publicized legislative steps towards increased
digitization, a fit-for-purpose DPC will be crucial in vindicating the human rights of
citizens online. In July 2018, the Office of the Government Chief Information Officer
published a summary report which aimed to outline and strategize Ireland’s ambition to
become a world leader in the provision of digitized public services.*” It was jointly
produced with Microsoft Ireland and the Fletcher School of Law and Diplomacy, a
department of Tufts University. The White Paper utilizes the Smart Society Benchmark,
developed by the Fletcher School, to evaluate Ireland on its Digital Intelligence Index 2017,
which measures the competitiveness of digital economies. Out of ninety countries, Ireland
was ranked sixteenth in terms of the rapidity of the digitization of its economy. As of 2020,
that ranking had increased to twelfth place”” A key factor in this advancement is the
institutional support Ireland offers towards encouraging digital innovation; in this respect,
Ireland is currently ranked fourth in the world. The Department of Public Expenditure
engaged closely with the private sector in writing the report, in particular, the Applied
Innovation Department of Microsoft, another company with European headquarters in
Dublin. The foreword is co-authored by Government CIO Barry Lowry and the Managing
Director of Microsoft Ireland, a clear expression of the government’s inclination towards
developing regulatory and fiscal conditions in line with technology companies' own
assessments of their requirements. The report calls for the deployment of a legal and
regulatory framework to support the introduction of technologies, such as a hyperscale
public cloud for the provision of government services via the Internet.”* It suggests a
comprehensive strategy which outlines flexible security standards and technical measures,
capable of adapting to ever-evolving technologies.”” The Report describes Ireland’s public
services as under-digitized, but acknowledges this is partly due to the lack of an electronic
public identification number at the time of writing. The subsequent launch of MyGovID, a
secure online identification platform, which allows access to public services via the
internet, is expected to significantly streamline the digitization of government services.*”
The Irish Government has already begun enacting legislation to support this strategy. The
Digital Sharing and Governance Act 2019 will take effect upon the issuing of a
commencement order by the Minister for Public Expenditure and Reform. It was heavily
influenced by the eGovernment Strategy 2017-2020., which details how Ireland will work
in tandem with the European Commission’s commitment to governmental digital
transformation within Member States.””’” The Digital Sharing and Governance Act 2019

will govern the management of personal data by the public sector, and how that data is

%2 Department of Public Expenditure and Reform, Enabling Digital Ireland (2018).
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%7 Departure of Public Expenditure and Reform on 1 June 2017 at
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shared between government bodies. The objective is that citizens will only need to provide
the State with their personal data once, where appropriate. It provides a statutory basis to
allow public sector bodies to share data amongst themselves. The methods of data
collection will continue to be governed by the GDPR, and the Data Protection Act 2018,
which transposed it into Irish law. Under the terms of the GDPR, private entities may
invoke a ‘legitimate interest’ in processing personal data as a requirement for delivering
their services.”” Public bodies, however, may only do so where a legal basis is provided by
EU or domestic law. The requirements for disclosure of personal data between public
bodies are lengthy, and predicated on necessity for the performance of a service or the

verification of an individual’s identity.*”

Data-sharing agreements between departments
must be transparent; they must describe, among other details; the data which will be
disclosed, and the purpose of sharing it; whether the disclosure relates to individuals or
classes of data subjects; whether the disclosure is recurring, or on a one-time basis, and
whether the data will be retained, and what security measures are in place to this effect.”"
The EU eGovernment Action Plan 2016-2020 established seven guiding principles for the
digitisation of national governments, focusing on accessibility, sharing of data between
public bodies, transparency, and cross-border operability. The final principle reinforces the
importance of cybersecurity in order to safeguard citizens’ aforementioned rights to data
privacy and free communication. If digital public services are to be widely adopted, the
public must trust that their government will vindicate these rights. Considering Ireland’s
poor track record in this respect, concentrated efforts may be required to encourage mass
uptake. It seems Ireland is moving towards a greater regulatory emphasis on digital human
rights within private industry, with an eye to digitizing the public sector in a manner that
respects the data privacy of individuals. The DPC has assumed a more aggressive role as of
late, issuing its first fines under the GDPR to two state agencies (the Health Service
Executive and Tusla Child and Family Agency) for data breaches. In the private sector,
Twitter was also subject to a fine of €450,000. However, despite a significant increase in
funding since the inception of Schrems, Data Protection Commissioner Helen Dixon has
pleaded for greater resource allocation, citing ‘acute strain’ and the pervasive international
perception that there is a link between Ireland’s lax data protection regulations and its
foreign investment strategy. A greater material commitment to the national regulator will

be required if Ireland is to lead the way in digital advancement.

2% Article 6.1 of Council and Parliament Regulation (EU) 2016/679 of 27 April 2018 on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data and
repealing Directive 95/46/EC [2016] O] L 119. (GDPR).
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10. Based on your analysis, how do you believe that legislation
regarding the area of protecting human rights online will develop in the

upcoming five years?

As a committed member of the EU most of Ireland’s legislation with regards to Human
Rights online is grounded in EU decisions, directives, and regulations. As a common law
system, Ireland has exceptionally good legal prerequisites to shape the law in regard to
human rights online and appropriately protect the rights of its citizens. This is because the
common law system is more flexible in responding to societal needs due to reliance on

precedent.

10.1 Will Irish law in regard to Human Rights Online develop within Legislation or

Common Law?

Based on the foregoing analysis it is consistent to believe that Irish law will develop as both
legislation and common law. With regard to the development of Irish legislation on human

rights online, this development is likely to be EU-motivated.
10.1.1 Legislation

At the forefront of the protection of Human Rights generally and in particularly in the
context of online activities, it can be assumed that the EU will put in place more substantial
regulations and directives, because the issue is best handled across multiple jurisdictions.
However, it follows from a recent statement of Commission president Ursula von der
Leyen that the direction of EU legislation will change. Having focused on ‘eCommerce’
and ‘neutrality’ rules’ which ensure that no operator can block, slow down, or prioritise
certain traffic, the EU will now need to do more to ensure fair access to the most vital
platforms for business, innovation and free expression, prevent disinformation and more
heavily focus on the regulation of Al, ensuring rights against discrimination, to redress, for
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product safety.”" Thus, it is convincing that future EU directives and regulations on the
topic will push Ireland to advance its so far relatively poor protection in the sphere of Al
and introduce legislation regarding big data, the internet of things and encryption which

have so far been neglected in national legislation.

10.1.2 Common Law

! Directive 2009/136/EC of the European Patliament and of the Council of 25 November 2009 amending
Directive 2002/22/EC on universal service and usets’ tights relating to electronic communications networks
and services, Directive 2002/58/EC concerning the processing of petsonal data and the protection of privacy
in the electronic communications sector and Regulation (EC) No 2006/2004 on coopetation between
national authorities responsible for the enforcement of consumer protection laws, and Regulation (EU)
2015/2120 of the European Parliament and of the Council of 25 November 2015 laying down measures
concerning open internet access and amending Directive 2002/22/EC on universal service and users’ rights
relating to electronic communications networks and services and Regulation (EU) No 531/2012 on roaming
on public mobile communications networks within the Union (Text with EEA relevance), and European
Commission Statement “Statement by President von der Leyen at the roundtable ‘Internet, a new human
right' after the intervention by Simona Levi” Brussels, 28 October 2020

<https://ec.curopa.cu/commission/presscorner/detail/en/statement 20 200> accessed 28 February 2021.
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The flexibility of the Irish Common Law provides an exceptionally good foundation to
intensify the protection of human rights online. As the internet is developing and changing
at an enormous pace, a pace that legislation is often unable to keep up with, precedent
might be an exceptionally effective tool in the area at hand. It provides the opportunity to
expand upon existing legislation and develop new legal principles that are more nuanced,
time appropriate and address current issues. As the foregoing analysis demonstrates,
Ireland’s courts have been particularly active in the area of data protection, indicating that
that precedent over legislation may likely be the focal means of advancing human rights
online. In addition to GDPR, the constitutional right to privacy, recognized in Norris, Re a
Ward of Court (No. 2), and Fleming,”'* establishing privacy through an interpretation of
the Irish Constitution as a fundamental unenumerated right, might further provide a solid
foundation for extensive case law regarding data protection breaches and the right to

privacy online.”"

Although adjustment regarding remedies is needed, recognizing
non-economic loss the same way as economic loss, as most damages from data protection
breaches are of this nature, the recent jurisprudence regarding non-material damages
indicates that a move towards a more comprehensive acknowledgement of loss is not
unlikely. Thus, while the common law seems more prone to success in regard to protecting
human rights online in the next five years, it is important to mention that change in the
legal landscape is dependent upon cases with specific facts relevant to areas of contention
being litigated before the courts. Such litigation would create the possibility for
development of human rights online through the common law in Ireland, however, it must

be noted that these outcomes, although possible, are not certain.
10.2 Conclusion

The above analysis indicates that while Ireland does fulfil the minimum requirements that
the EU sets on the protection of Human Rights online, individually it does little proactively
to go beyond those requirements. However, as the last remaining common law country in
the EU, Ireland does have an advantage over other member states to incorporate flexible
protection into Irish jurisprudence enabling more consistency to keep up with the
fast-paced environment of the digital age. With this in mind, it is convincing that more
cases with regard to Human Rights in the digital sphere might be brought to the Irish
courts in the coming 5 years, changing the Irish and possibly European legal landscape by

advancing new precedent to protect human rights online.
Conclusion

To conclude, under Irish Law, the situation surrounding technology and human rights is
well-protected, but there is still room for more development. Ireland recognises the
international right to personal information and has constitutionally protected this via

Article 40 of Bunreacht na hEireann. However, it must be noted that the Oireachtas has

2 ibid (n 85).
13 Trish Constitution (n 6), Article 40.3.
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not created a statutory right to privacy, there were efforts made by previous governments
to make a breach of privacy under Irish Law a tort, but this has not prevailed as of yet. The
public and private sectors in Ireland are regulated through the GDPR and Data Protection
Act 2018. Both of which are governed by the Data Protection Commissioner, who is
tasked to ensure compliance with the aforementioned legislation. Irish case Law has set out
the strong role the judiciary has taken where a breach of a fundamental right occurs. The
process of judicial review has ensured that the right to privacy of each citizen is protected
and vindicated through public and private sector processes. But these processes are not
faultless and stronger remedies and sanctions will need to be enacted. For the most part,
there have been positive developments since the enactment of the GDPR and Data
Protection Act 2018. Arguably, Irish Law does not reach beyond what is outlined as part of
its EU membership. It does, however, have the potential to have exceptional legislative
protections in relation to human rights, as we are the last remaining Common Law country
within the European Union and therefore, have the advantage of being able to flexibly
change Irish Jurisprudence. Ultimately, it is key that Irish national laws have the capacity to
evolve as technology continues to develop. If this is ensured, Ireland has the potential to

change not only national protection, but perhaps the European landscape in the area.
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Table of legislation

Title of the legal act

Provision text in English language

Adoption Act 2008, s 88.

A court shall not make an order—
(a) referred to in gection 86 (2),

(b) for the discovery, inspection, production
or copying of any book, document or record
of the Authority (or of any extracts from any
of them), or otherwise in relation to the
giving or obtaining of information from any

of them,

unless the court is satisfied that it is in the
best interests of any child concerned to make

the order.

Article 6.1 of Council
Regulation (EU) 2016/679 of 27 April 2018

on the protection of natural persons with

and Parliament

regard to the processing of personal data and
on the free movement of such data, and
repealing Directive 95/46/EC [2016] O] L
119.

L. @) () © @ () (®

kept in a form which permits identification of
data subjects for no longer than is necessary
for the purposes for which the personal data
are processed; personal data may be stored
for longer periods insofar as the personal data
will be processed solely for archiving
purposes in the public interest, scientific or
historical research purposes or statistical
purposes in accordance with Article 89(1)
subject to implementation of the appropriate
technical and  organisational —measures
required by this Regulation in order to
safeguard the rights and freedoms of the data
subject (‘storage limitation’); processed in a
manner that ensures appropriate security of
the personal data, including protection against
unauthorised or unlawful processing and
against accidental loss, destruction or damage,
using appropriate technical or organisational
measures (‘integrity and confidentiality’).

The controller shall be responsible for, and be
able to demonstrate compliance with,
paragraph 1 (‘accountability’).

Criminal Justice (Theft and Fraud Offences)
Act, 200, s 52.

(1) This section applies to any offence under
this Act which is punishable by imprisonment
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for a term of five years or by a more severe
penalty.

(2) A judge of the District Court, on hearing
evidence on oath given by a member of the
Garda Siochana, may, if he or she is satisfied
that—

(a) the Garda Siochana are investigating an
offence to which this section applies,

(b) a person has possession or control of
particular material or material of a particular
description, and

(c) there are reasonable grounds for
suspecting that the material constitutes
evidence of or relating to the com- mission of
the offence,

order that the person shall—

(i) produce the material to a member of the
Garda Siochana for the member to take away,
or

(ii) give such a member access to it,
either immediately or within such period as
the order may specify.

(3) Where the material consists of or includes
information contained in a computer, the
order shall have effect as an order to produce
the information, or to give access to it, in a
form in which it is visible and legible and in
which it can be taken away.

(4) An order under this section—

(a) in so far as it may empower a member of
the Garda Siochana to take away a document,
or to be given access to it, shall also have
effect as an order empowering the member to
take away a copy of the document (and for
that purpose the member may, if necessary,
make a copy of the document),

(b) shall not confer any right to production
of, or access to, any document subject to legal
privilege, and

(c) shall have effect notwithstanding any other
obligation as to secrecy or other restriction on
disclosure of information imposed by statute
or otherwise.
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(5) Any material taken away by a member of
the Garda Siochana, under this section may
be retained by the member for use as
evidence in any criminal proceedings.

(6) (a) Information contained in a document
which was produced to a member of the
Garda Siochina, or to which such a member
was given access, in accordance with an order
under this section shall be admissible in any
criminal proceedings as evidence of any fact
therein of which direct oral evidence would
be admissible unless the information—

(i) is privileged from disclosure in such
proceedings,

(if) was supplied by a person who would not
be compellable to give evidence at the
instance of the prosecution,

(i) was compiled for the purposes or in
contemplation of any—

(I) criminal investigation,

(II) investigation or Iinquiry carried out
pursuant to or under any enactment,

(III) civil or criminal proceedings, or

(IV) proceedings of a disciplinary nature,
or unless the requirements of the provisions
mentioned

in paragraph (b) are not complied with.

(b) References in sections 7 (notice of
documentary evidence to be served on
accused), 8 (admission and weight of
documentary evidence) and 9 (admissibility of
evidence as to credibility of supplier of
information) of the Criminal Evidence Act,
1992, to a document or information
contained in it shall be construed as including
references to a document mentioned in
paragraph (a) and the information contained
in it, and those provisions shall have effect
accordingly with any necessary modifications.

Criminal Justice (Theft and Fraud Offences)
Act, 2001, s 48.

(1) This section applies to an offence under
any provision of this Act for which a person
of full age and capacity and not previously

convicted may be punished by imprisonment
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for a term of five years or by a more severe
penalty and to an attempt to commit any such

offence.

(2) A judge of the District Court, on hearing
evidence on oath given by a member of the
Garda Siochana, may, if he or she is satisfied
that there are reasonable grounds for
suspecting that evidence of, or relating to the
commission of, an offence to which this
section applies is to be found in any place,
issue a warrant for the search of that place

and any persons found there.

(3) A warrant under this section shall be
expressed and shall operate to authorise a
named member of the Garda Siochdna, alone
or accompanied by such other persons as may
be necessary—

(a) to enter, within 7 days from the date of
issuing of the war- rant (if necessary by the
use of reasonable force), the place named in
the warrant,

(b) to search it and any persons found there,

(c) to examine, seize and retain any thing
found there, or in the possession of a person
present there at the time of the search, which
the member reasonably believes to be
evidence of or relating to the commission of
an offence to which this section applies, and

(d) to take any other steps which may appear
to the member to be necessary for preserving
any such thing and preventing interference
with it.

(4) The authority conferred by subsection
(3)(c) to seize and retain any thing includes, in
the case of a document or record, authority—

(@) to make and retain a copy of the
document or record, and

(b) where necessary, to seize and, for as long
as necessary, retain any computer or other
storage medium in which any record is kept.
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(5) A member of the Garda Siochana acting
under the authority of a warrant under this
section may—

(a) operate any computer at the place which is
being searched or cause any such computer to
be operated by a person accompanying the
member for that purpose, and

(b) require any person at that place who
appears to the member to have lawful access
to the information in any such computer—

(i) to give to the member any password
necessary to operate it,

(i) otherwise to enable the member to
examine the information accessible by the
computer in a form in which the information
is visible and legible, or

(ii) to produce the information in a form in
which it can be removed and in which it is, or
can be made, visible and legible.

(6) Where a member of the Garda Siochana
has entered premises in the execution of a
warrant issued under this section, he may
seize and retain any material, other than items
subject to legal privilege, which is likely to be
of substantial value (whether by itself or
together with other material) to the
investigation for the purpose of which the
warrant was issued.

(7) The power to issue a warrant under this
section is in addition to and not in
substitution for any other power to issue a
warrant for the search of any place or person.

(8) In this section, unless the context
otherwise requires—

“commission”, in relation to an offence,
includes an attempt to commit the offence;

“computer at the place which is being
searched” includes any other computer,
whether at that place or at any other place,
which is law- fully accessible by means of that
computer;

“place” includes a dwelling;
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“thing” includes an instrument (within the
meaning of Part 4), a copy of such
instrument, a document or a record.

Data Protection Act 1988 s 2(1)(c) (i)

(i) shall be adequate, relevant and not
excessive in relation to that purpose or those

purposes.

Data Protection Act 2018, s 12(2).

The Commission shall monitor the lawfulness
of processing of personal data in accordance
with—

(a) Regulation (EU) No 603/2013 of the
European Parliament and of the Council of

26 June 20135 on the establishment of

‘Eurodac’ for the comparison of fingerprints
for the effective application of Regulation
(EU) No 604/2013 establishing the critetia
and mechanisms for determining the Member
State responsible for examining an application
for international protection lodged in one of
the Member States by a third-country national
or a stateless person and on requests for
comparison with Eurodac data by Member
States’ law enforcement authorities and
Europol for law enforcement purposes, and
amending Regulation (EU) No 1077/2011
establishing a FEuropean Agency for the
operational management of large-scale IT
systems in the area of freedom, security and
justice (recast), and

(b) Regulation (EU) No 604/2013 of the
European Parliament and of the Council of

26 June 20136 establishing the criteria and
mechanisms for determining the Member
State responsible for examining an application
for international protection lodged in one of
the Member States by a third-country national
or a stateless person (recast).

Data Protection Act 2018, s 71.

(1) A controller shall, as respects personal
data for which it is responsible, comply with
the following provisions:

(a) the data shall be processed lawfully and
fairly;
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(b) the data shall be collected for one or more
specified, explicit and legitimate purposes and
shall not be processed in a manner that is
incompatible with such purposes;

(c) the data shall be adequate, relevant and
not excessive in relation to the purposes for
which they are processed;

(d) the data shall be accurate, and, where
necessary, kept up to date, and every
reasonable step shall be taken to ensure that
data that are inaccurate, having regard to the
purposes for which they are processed, are
erased or rectified without delay;

(e) the data shall be kept in a form that
permits the identification of a data subject for
no longer than is necessary for the purposes
for which the data are processed,;

(f) the data shall be processed in a manner
that ensures appropriate security of the data,
including, by the implementation of
appropriate  technical or organisational
measures, protection against—

(i) unauthorised or unlawful processing, and
(if) accidental loss, destruction or damage.

(2) The processing of personal data shall be
lawful where, and to the extent that—

(a) the processing is necessary for the
performance of a function of a controller for
a purpose specified in section 70(1)(a) and the
function has a legal basis in the law of the
European Union or the law of the State, or

(b) the data subject has, subject to subsection
(3), given his or her consent to the processing,

(3) Where the processing of personal data is
to be carried out on the basis of the consent
of the data subject referred to in subsection
(2)(b), the processing shall be lawful only
where, and to the extent that—

(a) having been informed of the intended
purpose of the processing and the identity of
the controller, the data subject gives his or her
consent freely and explicitly,

(b) the request for consent is expressed in
clear and plain language, and where such

49




consent is given in the context of a written
statement that also concerns other matters,
the request for consent is presented to the
data subject in a manner that is clearly
distinguishable from those other matters, and

(c) the data subject may withdraw his or her
consent at any time, and he or she shall be
informed of this possibility prior to giving
consent.

(4) Where a data subject withdraws his or her
consent to the processing of personal data
pursuant to subsection (3)(c), the withdrawal
of consent shall not affect the lawfulness of
processing based on that consent prior to the
consent being withdrawn.

(5) Where a controller collects personal data
for a purpose specified in section 70(1)(a), the
controller or another controller may process
the data for a purpose so specified other than
the purpose for which the data were
collected, in so far as—

(a) the controller is authorised to process such
personal data for such a purpose in
accordance with the law of the European
Union or the law of the State, and

(b) the processing is necessary and
proportionate to the purpose for which the
data are being processed.

(6) A controller may process personal data,
whether the data were collected by the
controller or another controller, for—

(a) archiving purposes in the public interest,
(b) scientific or historical research purposes,
or

(c) statistical purposes,

provided that the said processing—

(i) is for a purpose specified in section

70(1)(a), and

(ii) is subject to appropriate safeguards for the
rights and freedoms of data subjects.

(7) A controller shall ensure, in relation to
personal data for which it is responsible, that
an appropriate time limit is established for—

(a) the erasure of the data, or
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(b) the carrying out of periodic reviews of the
need for the retention of the data.

(8) Where a time limit is established in
accordance with subsection (7), the controller
shall ensure, by means of procedural
measures, that the time limit is observed.

(9) A processor, or any person acting under
the authority of the controller or of the
processor who has access to personal data,
shall not process the data unless the
processor or person is—

(a) authorised to do so by the controller, or

(b) required to do so by the law of the
European Union or the law of the State,

and then only to the extent so authorised or
required, as the case may be.

(10) A controller shall ensure that it is in a
position to demonstrate that the processing
of personal data for which it is responsible is
in compliance with subsections (1) to (8) of
this section.

Data Protection Act 2018, s 72.

(1) In determining appropriate technical or
organisational measures for the purposes of
section 71(1)(f), a controller shall ensure that
the measures provide a level of security
appropriate to the harm that might result
from accidental or unlawful destruction, loss,
alteration or unauthorised disclosure of, or
access to, the data concerned.

(2) A controller or processor shall take all
reasonable steps to ensure that—

(a) persons employed by the controller or the
processor, as the case may be, and

(b) other persons at the place of work
concerned,

are aware of and comply with the relevant
technical or organisational

measures referred to in subsection (1).

Data Protection Act 2018, s 86(3).

Subsection (1) shall not apply where, taking
into account the nature of the personal data
and the scope, context and purposes of the
processing, the personal data breach is
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unlikely to result in a risk to the rights and
freedoms of data subjects.

Data Protection Act 2018, s 87.

(1) Subject to subsections (2), (4) and (7),
where a personal data breach occurs that is
likely to result in a high risk to the rights and
freedoms of a data subject, the controller
shall, without undue delay, notify the data
subject to whom the breach relates.

(2) Subsection (1) shall not apply where—

(@ the controller has implemented
appropriate technological and organisational
protection measures that were applied to the
personal data affected by the personal data
breach, in particular where the said measures,
including encryption, render the personal data
unintelligible to any person who is not
authorised to access it, or

(b) the controller has taken measures in
response to the personal data breach that
ensure that the high risk to the rights and
freedoms of a data subject from the breach is
no longer likely to materialise.

(3) A notification under subsection (1) shall—
(a) describe, in clear and plain language, the
nature of the personal data

breach concerned, and
(b) contain at least the information specified

in paragraphs (b) to (d) of
section 86(4).

(4) Where a notification under subsection (1)
would involve a disproportionate effort, the
controller shall notify the data subjects
concerned of the personal data breach by way
of public communication or other similar
measure that ensures the data subjects are
informed of the personal data breach in an
equally effective manner.

(5) A notification under subsection (4) shall—
(a) describe, in clear and plain language, the
nature of the personal data

breach concerned, and
(b) contain such other information as is
appropriate in all the circumstances.
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(6) Where—

(a) a controller notifies the Commission
under section 86 of a personal data breach,
and

(b) the controller has not notified the data
subject to whom the personal data relate
under subsection (1) or (4), as the case may
be, of the personal data breach,

the Commission may, having considered the
likelihood of the data breach resulting in a
high risk to the rights and freedoms of a data
subject—

(i) require the controller to notify the data
subject under subsection (1) or (4), as the case
may be, or

(i) determine that subsection (2) applies in
relation to the personal data breach.

(7) A controller may, in relation to the
exercise of the right of a data subject to be
notified under subsection (1) of a personal
data breach, restrict the exercise of the said
right where to do so constitutes a necessary
and proportionate measure in a democratic
society, with due regard for the fundamental
rights and legitimate interests of the data
subject, for a purpose specified in section
94(2).

(8) Where a controller restricts the exercise of
the right of a data subject under subsection
(7), subsections (5), (6) and (7) of section 94
shall apply in respect of the said restriction,
with all necessary modifications.

Data Protection Act 2018, s. 116.

(1) The Commission shall—

(a) as soon as practicable after it makes a
decision under section 111 or 112, give the
controller or processor concerned a notice in
writing setting out—

(i) the decision and the reasons for it, and

(i) where applicable, the corrective power
that the Commission has decided to exercise
in respect of the controller or processor, and

(b) in the case of a decision under section
112, and as soon as practicable after the
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giving of the notice under paragraph (a), give
the complainant concerned a notice in writing
setting out—

(i) the decision and the reasons for it, and

(if) where applicable, the corrective power
that the Commission has decided to exercise
in respect of the controller or processor.

(2) Subject to subsection (4), the Commission
shall—

(a) as soon as practicable after it adopts a
decision under section 113(2)(b), give the
controller or processor concerned a notice in
writing setting out—

(i) the decision and the reasons for it, and

(if) where applicable, the corrective power
that the Commission has decided to exercise
ot, as the case may be, the action that it has
decided to take, in respect of the controller or
processor,

and

(b) in the case of a complaint lodged with the
Commission, and as soon as practicable after
the giving of the notice under paragraph (a),
give the complainant concerned a notice in
writing setting out—

(i) the decision and the reasons for it, and

(i) where applicable, the corrective power
that the Commission has decided to exercise
ot, as the case may be, the action that it has
decided to take, in respect of the controller or
processor.

(3) The Commission shall, as soon as
practicable after it adopts a decision under
section 114, give—

(a) the complainant concerned, and

(b) the controller or processor concerned, a
notice in writing informing them of the
rejection or dismissal of the complaint or, as
the case may be, the part of the complaint.

(4) Where the Commission is the lead
supervisory authority in relation to a
complaint to which Article 60(9) applies, the
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Commission shall, as soon as practicable after
it adopts its decision under Article 60(9)—

(a give the controller or processor
concerned, at its main establishment or single
establishment, a notice in writing setting
out—

(i) the decision and the reasons for it, and

(i) where applicable, the corrective power
that the Commission has decided to exercise
ot, as the case may be, the action that it has
decided to take in respect of the controller or
processor,

and
(b) give the complainant concerned a notice
in writing setting out—

(i) the decision and the reasons for it, and

(if) where applicable, the corrective power
that the Commission has decided to exercise
ot, as the case may be, the action that it has
decided to take in respect of the controller or
processor.

Data Protection Act 2018, s. 117.

(1) Subject to subsection (9), and without
prejudice to any other remedy available to
him or her, including his or her right to lodge
a complaint, a data subject may, where he or
she considers that his or her rights under a
relevant enactment have been infringed as a
result of the processing of his or her personal
data in a manner that fails to comply with a
relevant enactment, bring an action (in this
section referred to as a “data protection
action”) against the controller or processor
concerned.

(2) A data protection action shall be deemed,
for the purposes of every enactment and rule
of law, to be an action founded on tort.

(3) The Circuit Court shall, subject to
subsections (5) and (6), concurrently with the
High Court, have jurisdiction to hear and
determine data protection actions.

(4) The court hearing a data protection action
shall have the power to grant to the plaintiff
one or more than one of the following reliefs:
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(a) relief by way of injunction or declaration;
ot

(b) compensation for damage suffered by the
plaintiff as a result of the infringement of a
relevant enactment.

(5) The compensation recoverable in a data
protection action in the Circuit Court shall
not exceed the amount standing prescribed,
for the time being by law, as the limit of that
court’s jurisdiction in tort.

(6) The jurisdiction conferred on the Circuit
Court by this section may be exercised by the
judge of any circuit in which—

(a) the controller or processor against whom
the data protection action is taken has an
establishment, or

(b) the data subject has his or her habitual
residence.

(7) A data protection action may be brought
on behalf of a data subject by a not-for-profit
body, organisation or association to which
Article 80(1) applies that has been mandated
by the data subject to do so.

(8) The court hearing a data protection action
brought by a not-for-profit body, organisation
or association under subsection (7) shall have
the power to grant to the data subject on
whose behalf the action is being brought one
or more of the following reliefs:

(a) relief by way of injunction or declaration;
ot

(b) compensation for damage suffered by the
plaintiff as a result of the infringement of the
relevant enactment.

(9) A data subject may not bring a data
protection action against a controller or
processor that is a public authority of another
Member State acting in the exercise of its
public powers.

(10) In this section—

“damage” includes material and non-material
damage; “injunction” means—

(a) an interim injunction,

56




(b) an interlocutory injunction, or
(c) an injunction of indefinite duration.

Data Protection Act 2018, s. 144.

144. (1) Personal data processed by a
processor shall not be disclosed by the
processor or by an employee or agent of the
processor, without the prior authority of the
controller on behalf of whom the data are
processed.

(2) A person who knowingly or recklessly
contravenes subsection (1) shall be guilty of
an offence and shall be liable—

(a) on summary conviction, to a class A fine
or imprisonment for a term not exceeding 12
months or both, or

(b) on conviction on indictment, to a fine not
exceeding €50,000 or imprisonment for a
term not exceeding 5 years or both.

(3) Subsection (1) does not apply to a person
who shows that the disclosing concerned was
required or authorised by or under any
enactment, rule of law or order of a coutt.

Data Protection Act 2018, s. 150.

(1) A controller or processor on which an
information notice or enforcement notice or
a notice under section 135(1) is served may,
within 28 days from the date on which the
notice is served, appeal against a requirement
specified in the notice.

(2) The court, on hearing an appeal under
subsection (1), shall—

(a) annul the requirement concerned,

(b) substitute a different requirement for the
requirement concerned, or (c) dismiss the

appeal.

(3) This subsection applies to an appeal
brought under subsection (1)—

(a) against a requirement specified in an
information notice to which section 132(3)
applies, or an enforcement notice to which
section 133(6) applies, and

(b) that is brought within the period specified
in the notice concerned.

(4) Notwithstanding any provision of this
Act, the court, on hearing an appeal to which
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subsection (3) applies, may on application to
it in  that behalf, determine that
non-compliance by the controller or
processor concerned with a requirement
specified in the notice, during the period
ending with the determination or withdrawal
of the appeal or during such other period as
the court may determine, shall not constitute
an offence.

(5) A data subject or other person affected by
a legally binding decision of the Commission
under Chapter 2 or 3 may, within 28 days
from the date on which notice of the decision
is received by him or her, appeal against the
decision.

(6) The court, on hearing an appeal under
subsection (5), shall— (a) annul the decision
concerned,
(b) substitute its own determination for the
decision, or

(c) dismiss the appeal.

(7)  Where the Commission, being the
competent supervisory authority in respect of
a complaint within the meaning of Chapter 2
or 3, does not comply with section 108(2) or,
as the case may be, section 121(2), the
complainant concerned may apply to the
court for an order under subsection (8)(a).

(8) The court, on hearing an application
under subsection (7), shall—

(a) order the Commission to comply with the
provision concerned, or (b) dismiss the
application.

(9) The Circuit Court shall, concurrently with
the High Court, have jurisdiction to hear and
determine proceedings under this section.

(10) The jurisdiction conferred on the Circuit
Court by this section shall be exercised by the
judge for the time being assigned to the
circuit where—

(a) in the case of an appeal under subsection
(1), the controller or processor is established,

(b) in the case of an appeal under subsection
(5), the data subject or other person resides or
is established, or
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(c) in the case of an application under
subsection (7), the data subject resides,

ot, at the option of the controller, processor,
data subject or person concerned, by a judge
of the Circuit Court for the time being
assigned to the Dublin circuit.

(11) A decision of the Circuit Court or High
Court, as the case may be, under this section
shall be final save that an appeal shall lie to
the High Court or Court of Appeal, as the
case may be, on a point of law.

(12) For the purposes of this section, a
“legally binding decision” means a decision—

(a) under paragraph (a) or (b) of section
109(5) or paragraph (a) or (b) of section
122(4),

(b) under section 111(1)(a), 112(1), 113(2)(b),
114, 124(1)(a) or 125(1), or (c) to exercise a
corrective power under Chapter 2 or 3.

Data Protection Act 2018, s. 59.

The right of a data subject to object at any
time to the processing of personal data
concerning him or her under Article 21 shall
not apply to processing carried out—

(a) in the course of electoral activities in the
State by—

(i) a political party, or

(i) a candidate for election to, or a holder of,

elective political office in the State,

and
(b) by the Referendum Commission in the
performance of its functions.

Data Protection Act 2018, s. 60.

(1) The rights and obligations provided for in
Articles 12 to 22 and Article 34, and Article 5
in so far as any of its provisions correspond
to the rights and obligations in Articles 12 to
22—

(a) are restricted to the extent specified in
subsection (3), and

(b) may be restricted in regulations made
under subsections (5) or (6).
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(2) Subsection (1) is without prejudice to any
other enactment or rule of law

which restricts the rights and obligations
referred to in that subsection. (3) Subject to
subsection (4), the rights and obligations
referred to in subsection

(1) are restricted to the extent that—
(a) the restrictions are necessary and
proportionate—

(i) to safeguard cabinet confidentiality,
parliamentary privilege, national security,
defence and the international relations of the
State,

(i) for the prevention, detection, investigation
and prosecution of criminal offences and the
execution of criminal penalties,

(iii) for the administration of any tax, duty or
other money due or owing to the State or a
local authority in any case in which the non-
application of the restrictions concerned
would be likely to prejudice the
aforementioned administration,

(iv) in contemplation of or for the
establishment, exercise or defence of, a legal
claim, prospective legal claim, legal
proceedings or prospective legal proceedings
whether before a court, statutory tribunal,
statutory body or an administrative or
out-of-court procedure,

(v) for the enforcement of civil law claims,
including matters relating to any liability of a
controller or processor in respect of damages,
compensation or other liabilities or debts
related to the claim, or

(vi) for the purposes of estimating the
amount of the liability of a controller on foot
of a claim for the payment of a sum of
money, whether in respect of damages or
compensation, in any case in which the
application of those rights or obligations
would be likely to prejudice the commercial
interests of the controller in relation to the
claim,

(b) the personal data relating to the data
subject consist of an expression of opinion
about the data subject by another person
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given in confidence or on the understanding
that it would be treated as confidential to a
person who has a legitimate interest in
receiving the information, or

(c) the personal data concerned are kept—

(i) by the Commission for the performance of
its functions,

(i) by the Information Commissioner for the
performance of his or her functions, or

(ii) by the Comptroller and Auditor General
for the performance of his or her functions.

(4) The Minister may prescribe requirements
to be complied with when the rights and
obligations referred to in subsection (1) are
restricted in accordance with subsection (3).

(5) Subject to subsection (9), regulations may
be made by a Minister of the Government
where he or she considers it necessary for the
protection of a data subject or the rights and
freedoms of others restricting the rights and
obligations referred to in subsection (1)—

(a) (i) if the application of those rights and
obligations would be likely to cause serious
harm to the physical or mental health of the
data subject, and

(i) to the extent to which, and for as long as,
such application would be likely to cause such
serious harm,

and

(b) in relation to personal data kept for, or
obtained in the course of, the carrying out of
social work by a public authority, public body,
a voluntary organisation or other body.

(6) Subject to subsection (9), regulations may
be made restricting the rights and obligations
referred to in subsection (1) where such
restrictions are necessary for the purposes of
safeguarding important objectives of general
public interest and such regulations shall
include, where appropriate, specific
provisions required by Article 23(2).

(7) Important objectives of general public
interest referred to in subsection (6) include:
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(a) preventing threats to public security and
public safety;

(b) avoiding obstructions to any official or
legal inquiry, investigation or process,
including any out-of-court redress procedure,
proceedings pending or due before a court,
tribunal of inquiry or commission of
investigation;

(c) preventing, detecting, investigating and
prosecuting breaches of discipline by, or the
unfitness or incompetence of, persons who
are or were authorised by law to carry on a
profession or any other regulated activity and

the imposition of sanctions for same;

(d) preventing, detecting, investigating or
prosecuting breaches of ethics for regulated
professions;

(e) taking any action for the purposes of
considering and investigating a complaint
made to a regulatory body in respect of a
person carrying out a profession or other
regulated activity where the profession or
activity is regulated by that body and the
imposition of sanctions on foot of such a
complaint;

(f) preventing, detecting, investigating or
prosecuting, whether in the State or
elsewhere, breaches of the law which are
subject to civil or administrative sanctions and
enforcing such sanctions;

(g) the identification of assets which are
derived from, or are suspected to derive from,
criminal conduct and the taking of
appropriate action to deprive or deny persons
of those assets or the benefits of those assets
and any investigation or preparatory work in
relation to any related proceedings;

(h) ensuring the effective operation of the
immigration system, the system for granting
persons international protection in the State
and the system for the acquisition by persons
of Irish citizenship, including by preventing,
detecting and investigating abuses of those
systems or breaches of the law relating to
those systems;
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(i) safeguarding the economic or financial
interests of the European Union or the State,
including on monetary, budgetary and
taxation matters;

(j) safeguarding monetary policy, the smooth
operation of payment systems, the resolution
of regulated financial service providers
(within the meaning of the Central Bank Act
1942), the operation of deposit- guarantee
schemes, the protection of consumers and the
effective regulation of financial service
providers (within the meaning of the Central
Bank Act 1942);

(k) protecting members of the public
against—

(i) financial loss or detriment due to the
dishonesty, malpractice or other improper
conduct of, or the unfitness or incompetence
of, persons concerned in the provision of
banking, insurance, investment or other
financial services or in the management of
bodies corporate or other entities,

(i) financial loss or detriment due to the
conduct of individuals who have been
adjudicated bankrupt, or

(ii) financial loss or detriment due to the
conduct of individuals who have been
involved in the management of a body
corporate which has been the subject of a
receivership, examinership or liquidation
under the Act of 2014;

() protecting—

(i) the health, safety, dignity, well-being of
individuals at work against risks arising out of
ot in connection with their employment, and

(i) members of the public against
discrimination or unfair treatment in the
provision of goods or services to them;

(m) the keeping of public registers for reasons
of general public interest, whether the
registers are accessible to the public on a
general or restricted basis;

(n) safeguarding the integrity and security of
examinations systems;
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(o) safeguarding public health, social security,
social protection and humanitarian activities.

(8) Where the rights and obligations referred
to in subsection (1) are restricted in
regulations made under subsection (6) on the
basis of important objectives of general
public interest of the State, other than the
objectives referred to in subsection (7), the
important objective or objectives of general
public interest shall be identified in those
regulations.

(9) Subject to subsection (10), regulations may
be made under subsection (5) or (6)—

(a) by the Minister following consultation
with such other Minister of the Government
as he or she considers appropriate, or

(b) by any other Minister of the Government
following consultation with the Minister and
such other Minister of the Government as he
ot she considers appropriate.

(10) The Minister or any other Minister of the
Government  shall consult with the
Commission before making regulations under
subsection (5) or (6).

(11) The Commission may, on being
consulted under subsection (10), make
observations in writing on any matter which
is of significant concern to it in relation to the
proposed regulations and, if the Minister or
any other Minister of the Government
proposes to proceed to make the regulations
notwithstanding that concern, that Minister
shall, before making the regulations, give a
written explanation as to why he or she is so
proceeding to—

(a) the Committee established jointly by Dail
Eireann and Seanad Eireann known as the
Committee on Justice and Equality or any
Committee established to replace that
Committee, and

(b) any other Committee (within the meaning
of section 19(1)) which that Minister
considers appropriate having regard to the
subject matter of the regulations.
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(12) Regulations made under this section
shall—

(a) respect the essence of the right to data
protection and protect the interests of the
data subject, and

(b) restrict the exercise of data subjects’ rights
only in so far as is necessary and
proportionate to the aim sought to be
achieved.

Data Protection Act 2018, s.85.

Where a processor becomes aware of a
personal data breach, the processor shall
notify the controller on whose behalf the data
are being processed of the breach—

(a) in writing, and
(b) without undue delay.

Data Protection Act 2018, s141

(1) The Commission, in considering—

(a) whether to make a decision to impose an
administrative fine, and (b) where applicable,
the amount of such a fine,

shall act in accordance with this section and
Article 83.

(2) Where a controller to whom section
111(2)(b), 112(2)(b) or 133(9) applies is a
controller by virtue of his or her being the
subject of a designation under subsection (1)
or (2) of section 3, a decision by the
Commission to impose an administrative fine
in respect of the infringement or failure
concerned shall be a decision to impose an
administrative fine on the appropriate
authority that, or, as the case may be, the
Minister who, made the designation, and not
on the controllet.

(3) Where subsection (2) applies, a reference
in sections 115(1)(a), 133(9)(b) and this
Chapter to a controller shall be construed as a
reference to the appropriate authority or
Minister concerned.

(4) Where the Commission decides to impose
an administrative fine on a controller or
processor that—

(a) is a public authority or a public body, but
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(b) is not a public authority or a public body
that acts as an undertaking within the
meaning of the Competition Act 2002,

the amount of the administrative fine

concerned shall not exceed €1,000,000.

(5) The Commission, as soon as practicable
after—

(a) a decision to impose an administrative fine
is confirmed under section

142(3)(a) or 143(2), or
(b) the court decides, under section 142(3)(b),
to impose a different fine,

shall give the controller or processor
concerned a notice in writing, requiring the
controller or processor to pay the amount of
the fine concerned to the Commission within
the period of 28 days commencing on the
date of the notice.

(6) A controller or processor shall comply
with a requirement referred to in subsection

(-

(7) All payments received by the Commission
under this section shall be paid into or
disposed of for the benefit of the Exchequer
in such manner as the Minister for Finance
may direct.

(8) In this section and section 142, a reference
to a decision to impose an administrative fine
shall be construed as a reference to a decision
by the Commission, under section 111, 112,
113 or 133 (9), to impose such a fine.

Data Sharing and Governance Act 2019, s 19.

(1) A data-sharing agreement shall—

1. (a) specify the names of the parties to
the agreement in a schedule to the
agreement,

2. (b) specify the information to be
disclosed,

3. (¢) specity
data-sharing,

the purpose of the

4. (d) specity the function of the public
body concerned to which the purpose
referred to in paragraph (c) relates,
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5. (e) specify the legal basis for the
data-sharing and for any further
processing, by the parties to the
agreement, of the information to be
disclosed under the agreement,

6. (f) specify whether the impetus for
the disclosure of information under
the agreement will come from a data
subject or a public body,

7. (9 specify ~ whether, = where
information is disclosed under the
agreement, the disclosure will be of
information in relation to individual
data subjects or classes of data
subjects,

8. (h) specify whether the disclosure of
information under the agreement will
be on a once-off or ongoing basis,

9. (i) specify how the information to be
disclosed is to be processed following
its disclosure,

10. () specify any restrictions on the
disclosure of information after the
processing referred to in paragraph

®

11. (k) include an undertaking by the
parties to the agreement to comply
with Article 5 of the General Data
Protection Regulation in disclosing
information under the agreement,

(I) where a data protection impact assessment
has been carried out in relation to the
data-sharing, include a summary of the
matters referred to in Article 35(7) of the
General Data Protection Regulation in a
schedule to the agreement, (m) (n) (o) (p) (q)

(t)

Data Sharing and Governance Act 2019 [No.
5.] PT.4 S.19 specity the security measures to
apply to the transmission, storage and
accessing

of personal data, in a manner that does not
compromise those security measures, specify
the requirements in relation to the retention
of—
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(i) the information to be disclosed, and
(i) the information resulting from the
processing of that information,

for the duration of the agreement and in the
event that the agreement is terminated,

specify the method to be employed to destroy
or delete— (i) the information to be
disclosed, and

(i) the information resulting from the
processing of that information,

at the end of the period for which the
information is to be retained in accordance
with the agreement,

specify the procedure in accordance with
which a party may withdraw from the
agreement,

include such other matters as may be
prescribed under subsection (2),

include in a schedule to the agreement a
statement summarising the analysis of

the parties in relation to the extent to
which—

1. (i) the disclosure of the information
is necessary for the performance of
the functions in relation to which the
information is being disclosed, and

2. (i) the disclosure and safeguards
applicable to that disclosure are
proportionate in the context of the
performance of those functions and
the effects of the disclosure on the
rights of the data subjects concerned.

(2) The Minister may prescribe matters, in
addition to those listed in subsection (1), to
be included in a data-sharing agreement
where he or she is satisfied that the inclusion
of those matters would—

(a) be consistent with Article 5(1) of the
General Data Protection Regulation, and

(b) (i) improve transparency as regards the
sharing of information by public bodies, or

(i) facilitate good governance in the sharing
of information by public bodies.
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(3) A data-sharing agreement may provide for
matters in addition to those listed in
subsection (1).

Employment Equality Act 1998, s 27(1)(a)(1).

applies to the assignment of a man or, as the
case may require, a woman to a particular

post where this is essential—

(i) in the interests of privacy or decency.

EU Charter of Fundamental Rights 2000,
Article 7.

Respect for private and family life

Everyone has the right to respect for his or
her private and family life, home and
communications.

EU Charter of Fundamental Rights 2000,
Article 7.

Protection of personal data

the the

data

1. Everyone has right to
protection of personal
concerning him or her.

2. Such data must be processed fairly for
specified purposes and on the basis of
the consent of the

person concerned or some other legitimate
basis laid down by law. Everyone has the right
of access to data which has been collected
concerning him or her, and the right to have
it rectified.

3. Compliance with these rules shall be
subject to control by an independent
authority.

European Convention on Human Rights Act
2003, s 2(1).

In interpreting and applying any statutory
provision or rule of law, a court shall, in so far
as is possible, subject to the rules of law
relating to such interpretation and application,
do so in a manner compatible with the State's

obligations under the Convention provisions.

General Data Protection Regulation 2018,
Article 33.

1. In the case of a personal data breach,
the controller shall without undue
delay and, where feasible, not later
than 72 hours after having become
aware of it, notify the personal data
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breach to the supervisory authority
competent in  accordance  with
Article 55, unless the personal data
breach is unlikely to result in a risk to
the rights and freedoms of natural
persons. Where the notification to the
supervisory authority is not made
within 72 hours, it shall be
accompanied by reasons for the delay.

2. The processor shall notify the
controller without undue delay after

becoming aware of a personal data
breach.

3. The notification referred to in
paragraph 1 shall at least:

(a) describe the nature of the
personal data breach including
where possible, the categories
and approximate number of
data subjects concerned and
the categories and
approximate =~ number  of
personal data records

concerned;

(b) communicate the name and
contact details of the data
protection officer or other
contact point where more
information can be obtained;

(c) describe the likely
consequences of the personal
data breach;

(d) describe the measures taken
or proposed to be taken by
the controller to address the
personal data breach,
including, where appropriate,
measures to  mitigate its
possible adverse effects.

4. Where, and in so far as, it is not
possible to provide the information at
the same time, the information may
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be provided in phases without undue
further delay.

5. The controller shall document any
personal data breaches, comprising
the facts relating to the personal data
breach, its effects and the remedial
action taken. That documentation
shall enable the supervisory authority
to verify compliance with this Article.

Irish Constitution Article 40.3.1

1° the state acknowledges that man, in virtue
of his rational being, has the natural right,
antecedent to positive law, to the private
ownership of external goods.

2° the state accordingly guarantees to pass no
law attempting to abolish the right of private
ownership or the general right to transfer,
bequeath, and inherit property.

Irish Constitution Article 40.3.2

The state shall, in particular, by its laws
protect as best it may from unjust attack and,
in the case of injustice done, vindicate the life,
person, good name, and property rights of
every citizen.

Irish Constitution Article 40.5

The dwelling of every citizen is inviolable and
shall not be forcibly entered save in
accordance with law.

Mental Health Act 2001, s 4(3).

In making a decision under this Act
concerning the care or treatment of a person
(including a decision to make an admission
order in relation to a person) due regard shall
be given to the need to respect the right of
the person to dignity, bodily integrity, privacy

and autonomy.

71




Bibliography
English titles
Legislation
Adoption Act 2008

Council and Patliament Regulation (EU) 2016/679 of the European Parliament and of the
Council of 27 April 2016 on the protection of natural persons with regard to the
processing of personal data and on the free movement of such data and repealing Directive
95/46/EC (General Data Protection Regulation).

Council Directive 1995/46/EC of 24 October 1995 on the protection of individuals with
regard to the processing of personal data and on the free movement of such data [1995] O]
1.281.

Council Directive 2006/24/EC of 15 Match 2006 on the retention of data generated or
processed in connection with the provision of publicly available electronic communications
services or of public communications networks and amending Directive 2002/58/EC
[2006] OJ L 105.

Council of the European Union, Council Resolution on Law Enforcement Operational

Needs with Respect to Public Telecommunication Networks and Services, June 20, 2001.
Criminal Justice (Theft and Fraud Offences) Act, 2001.

Data Protection Act 1988.

Data Protection Act 2014.

Data Protection Act 2018.

Directive 2002/58/EC concerning the processing of personal data and the protection of
privacy in the electronic communications sector and Regulation (EC) No 2006/2004 on
cooperation between national authorities responsible for the enforcement of consumer

protection laws.

Directive 2009/136/EC of the European Parliament and of the Council of 25 November
2009 amending Directive 2002/22/EC on universal service and users’ rights relating to

electronic communications networks and services.

Directive 2014/54/EU of the European Parliament and of the Council of 16 April 2014
on measures facilitating the exercise of rights conferred on workers in the context of

freedom of movement for workers.

72



Directive 2016/1148 EU of the European Partliament and of the Council of 6 July 2016
concerning measures for a high common level of security of network and information

systems across the Union.

Directive 2018/1972 EU of the European Patliament and of the Council of 11 December
2018 establishing the European Electronic Communications Code (Recast)Text with EEA

relevance.

Employment Equality Act 1998.

EU Charter of Fundamental Rights 2000.
European Convention on Human Rights Act 2003.
General Data Protection Regulation 2018.

Mental Health Act 2001.

Proceeds of Crime (Amendment) Act 2005.

S.I No. 336/2011- European Communities (Electronic Communications Networks and

Services) (Privacy and Electronic Communications) Regulations 2011.

S.I No. 526/2008 - European Communities (Electronic Communications Networks and

Services) (Data Protection and Privacy) (Amendment) Regulations 2008.

S.I. No. 360/2018 - Eutopean Union (Measures for a High Common Level of Security of
Network and Information Systems) Regulations 2018.

Reports

An Coimisiun um Chosaint Sonrai (Data Protection Commission) ‘Commonly Asked
Questions about the Basics of Data Protection’ (version updated July 2019)
<https://www.dataprotection.ie/sites/default/files /uploads/2019-07/190710%20Data%o2
OProtection%20Basics.pdf> accessed 19 February 2021.

Council of Europe DGI (2-19) 05, ‘A study of the implications of advanced digital
technologies (including Al systems) for the concept of responsibility within a human rights
framework’
<https://rm.coe.int/a-study-of-the-implications-of-advanced-digital-technologies-includin
g/168096bdab> accessed 31 May 2021.

Data Protection Commission, Annual Report 2011 (2011) 22.

Department of Communications, Energy & Natural Resources, ‘Doing More with Digital:
National Digital Strategy for Ireland’ (2013)
<https://assets.govie/27518/7081cec170e34c39b75cbec799401b82.pdf> date accessed 24
May 2021.

73



Department of Public Expenditure and Reform, ‘Enabling Digital Ireland: A Summary
Report on Ireland’s Ambition to Be a Leader in the Provision of Digital Government
Services’ (2018)
<https://pulse.microsoft.com/uploads/prod/2018/08/Enabling-Digital-Ireland-Whitepa
pet.pdf>.Date Accessed 24 May 2021.

Department of Public Expenditure and Reform, Enabling Digital Ireland (2018).

Department of the Environment, Climate and Communications, ‘Buropean Electronic
Communications Code (EECCY
<https://www.gov.ie/en/publication/339a9-european-clectronic-communications-code-ee
cc/> accessed 24 February 2021.

Department of the Environment, Climate and Communications, ‘National Digital Strategy’
<https://www.govie/en/publication/f4al6b-national-digital ~ strategy/> accessed 24
February 2021.

Departure  of Public Expenditure and Reform on 1 June 2017 at
<https://www.govie/en/publication/63a31-egovernment-strategy-20172020/>  accessed
27 February 2021.

End-User Rights text of draft Statutory Instrument transposing the European Electronic
Communications Code
<https://assets.gov.ie/77304/24998a57-3f1e-4bdb-9a72-f7bfec561bac.pdf> accessed 24
February 2021.

European Commission, ‘Digital Economy and Society Index (DESI) 2020’ (2020) 63
<https://ec.curopa.cu/ digital-single-market/ endigital-economy-and-society-index-desi>
date accessed 24 May 2021.

European Commission, ‘Report from the Commission to the European Parliament and the
Council Assessing the Consistency of the Approaches Taken by Member States in the
Identification of Operators of Essential Services in Accordance with Article 23(1) of
Directive 2016/1148/EU on Security of Network and Information Systems
COM/2019/546 Final’ (2019).

Human Rights Council, Question of the realization of economic, social and cultural rights
in all countries: the role of new technologies for the realization of economic, social and
cultural rights (2020)
<https://www.ohchr.org/EN/HRBodies/HRC/RegularSessions/Session43/Documents/
A_HRC_43_29.pdf> accessed March 01, 2021.

Law Reform Commission, Report on Privacy (LRC 1998)

74



National Cyber Security Centre, ‘National Cyber Security Strategy 2019-2024° (2019) 8
<https://www.ncsc.gov.ie/pdfs/National_Cyber_Security_Strategy.pdf> accessed 31 May
2021.

The Law Library of Congtess, ‘Government Access to Encrypted Communications’,
<https://wwwloc.gov/law/help/encrypted-communications/gov-access.pdf> accessed 25
February 2021.

Books
Byrne et al, The Irish Legal System (Seventh edition, Bloomsbury Professional 2020).

Doyle, O, and Hickey, T, Constitutional Law: Text, Cases and Materials (2nd edn, Clarus
Press 2019).

Kelleher, D, Privacy and Data Protection Law in Ireland (2nd edn, Bloomsbury 2016).

Kelly, ], and Treacy, A, ‘Republic of Ireland’ in Monika Kuschewsky, Van Bael & Bellis,

Data Protection & Privacy: Jurisdictional comparisons (Thomas Reuters 1st edn 2012).
McMahon, B, and Binchy, W, The Law of Torts (4th edn, Butterworths 2013).
Periodicals

Cannon, E, ‘Data Protection Act 2018’ (2018) 23(3) The Bar Review 79.

Casey, E, ‘Practical Approaches to Recovering Encrypted Digital Evidence’, (2002) Vol 1(3)

International Journal of Digital Evidence.

Chakravorti et al, ‘Digital in the Time of Covid’ (2020) Digital Intelligence Index at 23
<https://sites.tufts.edu/digitalplanet/files /2020 /12/ digital-intelligence-index.pd >
accessed 28 February 2021.

Denning, D. E, ‘Hiding Crimes in Cyberspace’, (1999) Vol 2(3) Information,

Communication and Society.
Dickson, B, ‘Ireland’s Human Rights Commission’ 36 Irish Jurist (NS) 265.

Dietschy, L, ‘GDPR Series: New Obligations on Data Processors’ (2018) 18(4) Privacy and

Data Protection.

Doyle, O, ‘Constitutional Equality in Ireland: A Critical Account’ Trinity College Dublin,
Ireland School of Law 2004,

Egan, “The European Convention on Human Rights Act 2003: A Missed Opportunity for
Domestic Human Rights Litigation’ (2003) 25 DULJ.

Elliot, S, “The Right to Encryption? An Examination of Cryptography Law and
Jurisprudence in the UK, Trinity College Law Review
<https://trinitycollegelawreview.org/ right-to-encryption/> accessed February 2021.

75



Foale, N 'Back to the Future: How Well Equipped Is Irish Employment Equality Law to
Adapt to Artificial Intelligence?' (2020) 23 Trinity CL Rev 170.

Hirsch, D.D, ‘The Law and Policy of Online Privacy: Regulation, Self — Regulation or Co —
Regulation?’ (2011) 34 Seattle University Law Review 439-480.

Kelly, R and Swaby, G, ‘Consumer Protection Rights and “Free” Digital Content’ (2017)

23(7) Computer and Telecommunications Law Review 165-170.

Kennedy, R and Murphy, M. H., Information and Communications Technology Law in
Ireland (2017).

Kim, P. T., 'Data-Driven Discrimination at Work' (2017) 58 William and Mary Law Review
857.

Listokin, S, ‘Industry Self-Regulation of Consumer Data Privacy and Security’ (2016) 32(1)
John Marshall Journal of Information Technology 15-41.

Mclntyre, T], ‘Regulating the Information Society: Data Protection and Ireland's Internet
Industry’ in David Farrell and Niamh Hardiman (eds), The Oxford Handbook of

Irish Politics (Oxford University Press, forthcoming 2021).

McLaughlin, S, ‘Ireland: A brief Overview of the Implementation of the GDPR’ (2018) 4
Eur Data Prot L. Rev 227.

Mulligan, A, ‘Case Comment: Constitutional Aspects of International Data Transfer and
Mass Surveillance’ 2016 Irish Jurist 207.

Murphy, T, “The Justiciability of Data Protection Laws in Ireland: A New Dawn of Civil
Litigation?” (2020) 27(11) CLP 238.

O’Dell, E, ‘Compensation for Breach of the General Data Protection Regulation” (2017)
40(1) Dublin University Law Journal 99.

Shyy, S, ‘The GDPR’s Lose - Lose Dilemma: Minimal Benefits to Data Privacy &
Significant Burdens on Business’ (2019) 20 UC Davis Business Law Journal 156.

Wade, G, ‘The Insurability of Fines and Sanctions Under the GDPR’ (2018) 36(18) Irish
Law Times 280.

Digital resources

‘Commission Opens Infringement Procedures against 24 MS’ (European Commission -
European Commission)
<https://ec.curopa.cu/commission/presscorner/detail/en/ip_21_206>  accessed 24
February 2021.

76



‘Encryption: finding the balance between privacy, security and lawful data access’, Digital
Europe (16 March 2020)
<https://www.digitaleurope.org/wp/wp-content/uploads/2020/03/DIGITALEUROPE-
Position-on-Encryption-Policy-.pdf> accessed February 24, 2021.

‘Buropol and the European Commission Inaugurate New Decryption Platform to Tackle
the Challenge of Encrypted Material for Law Enforcement Investigations’, Europol (18
December 2020).

‘Government Access to Encrypted Communications: European Union’, The Law Library
of Congtess (30/12/2020)
<https://wwwloc.gov/law/help/encrypted-communications/european-union.php>
accessed February 24, 2021.

‘Mother secures order to stop use of child’s image on eBay’ The Irish Times (Dublin, 20
April 2020)

<https://www.itishtimes.com/news/ctime-and-law/courts/high-court/mother-secures-or
der-to-stop-use-of-child-s-image-on-ebay-1.4233304?mode=amp> accessed 27 February
2021.

‘NCSC: National Cyber Security Centre’ <https://www.ncsc.govie/> accessed 24
February 2021.

<https://www.bbvaresearch.com/wp-content/uploads/2018/10/Watch_Self-regulation-a
nd-data-protection-1.pdf> accessed 12 March 2021.

<https://www.europol.europa.cu/newsroom/news/europol-and-european-...rm-to-tackle

-challenge-of-encrypted-material-for-law-enforcement> accessed February 25, 2021.
<https://www.fdiintelligence.com/article/78473> accessed 12 March 2021.

Conway, ], ‘Big Tech Picks Ireland as Data Centre Hub’ (FDI Intelligence, 17 August
2020).

O Keefe, C, ‘Gardai call to access digital devices to tackle online child abuse imagery’, The
Irish Examiner (10 February 2020)
<https://www.irishexaminer.com/news/arid-30980947 html> accessed 26 February 2021.

Council of the European Union, Council Resolution on Law Enforcement Operational
Needs with Respect to Public Telecommunication Networks and Services, June 20, 2001,
<https:/ /www.statewatch.org/media/documents/news/2001 /sep/9194.pdf> accessed at
25 February 2021.

Department for Business, Energy and Industrial Strategy, 'Industrial Strategy: Building a
Britain fit for the future' (HM Government 2017)
<https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachme

77


https://www.statewatch.org/media/documents/news/2001/sep/9194.pdf

nt_data/file/ 664563 /industrial-strategy-white-papetr-web-ready-version.pdf> accessed 14
March 2021.

Department of Justice, Déil Eireann Irish Human Rights and Equality Commission Bill
2014 Second Stage Speech 8 April 2014 Alan Shatter, TD, Minister for Justice, Equality and
Defence - The Department of Justice accessed 31 May 2021.

Equality and Human Rights Commission, ‘What are Human Rights?” (Human Rights, 19
June 2019)
<https://www.equalityhumantights.com/en/human-rights /what-are-human-rights>

accessed 28 February,
2021.

European Commission Decision Pursuant to Directive 95/46/EC of the European
Parliament and of the Council on the adequacy of the protection provided by the safe
harbour privacy principles and related frequently asked questions issued by the US
Department of Commerce [2000] OJ 2 215/7.

European Commission Statement “Statement by President von der Leyen at the
roundtable ‘Internet, a new human right' after the intervention by Simona Levi” Brussels,
28 October 2020
<https://ec.europa.cu/commission/presscorner/detail/en/statement_20_200> accessed
28 February 2021.

Goodbody, W, ‘Twitter fined €450,000 by Data Protection Commission for data breach’
RTE Business News, 15 December 2020)
<https://www.rte.ie/news/business/2020/1215/1184537-twitter-fined-by-data-protection

-commission/> accessed 27 February 2021.

O’Dell, E, ‘Ireland: Damages for Data Protection Breaches, 1: Why Collins v FBD
Insurance is  wrong  (again)  (Informs’ Blog, 19  December  2019)
<https://inforrm.org/2019/12/19/ireland-damages-for-data-protection-breaches-1-why-c

ollins-v-fbd-insurance-is-wrong-again-eoin-odell> accessed 27 February 2021.

Open Global Rights, ‘How can technology be a powerful force in support of human
rights?’ (Technology and Human Rights, April 2018)
<https://www.openglobalrights.org/technology/> accessed March 01, 2021.

Runnegar, C, ‘Encryption and Law Enforcement Can Work Together’, Internet Society
<https://www.internetsociety.org/blog/2017/10/encryption-law-enforcement-can-work-t
ogether/> accessed February 24, 2021.

Scott, M, ‘Irish Regulator Says Country Will Stay at Centre of Online Privacy Debate’ The
New York Times (New York, 23 June 2015) accessed 22 February 2021.

78



Segovia Domingo, A. I, and Desmet Villar, N, ‘Self-Regulation in Data Protection’ [2018]
BBVA Research United Nations, ‘Human Rights’ (What are human rights)
<https://www.un.org/en/global-issues/human-rights> accessed 31 May 2021.

Case-law
C-293/12 and C-594/12 Digital Rights Ireland Ltd and Seitlinger and Others (2014) EC]J.

Case 311/18 Data Protection Commissioner v Facebook Ireland Limited and Maximillian
Schrems [2018] ECLI 559.

Case 362/14 Maximillian Schrems v Data Protection Commissioner [2014] ECLI 238.
Collins v FBD Insurance plc [2013] IEHC 137.

Damache v DPP [2011] IEHC 197 (High Court); [2012] IESC 11 (Supreme Court).
Duggan v Commissioner of An Garda Siochana [2017] IEHC 565.

EMI v DPC [2012] IEHC 264.

Friends of the Irish Environment v The Government of Ireland [2020] IESC 49 31.
Kennedy v United Kingdom, application 26839/05, 18 May 2010.

Klass v Germany, application 5029/71, 6 September 1978.

Malone v United Kingdom, application 8691/79, 2 August 1984.

McGee v Attorney General [1974] IR 284.

Norris v Attorney General [1984] IR 36.

Schrems v Data Protection Commissioner [2014] IEHC 310.

Sullivan v Boylan (no 2) [2013] IEHC 104.

Weber and Saravia v. Germany, application 54934/00, 29 June 2006.

79



ELSA NORWAY

Contributors

National Coordinator

Sigurd Dyvik Vasseljen

National Researchers
Aleksandra Tomasiewicz
Amund Norstebo
Anders Stray Bugge
Brage Breivik
Cathrine Kolle Varden
Emil Stoten
Herman Andersen Kartnes
Leila Hadjaeva
Lina Breivik
Maria Lie Jordheim
Selma Treu Breimo
Snorre Sanner Sjaastad
Svetlana Zaychenko

Asa Friedmann

National Linguistic Editors
Amalie Anda Vangen
Olivia S. Sanchez

National Technical Editor
Frida Aberg Mokkelbost

National Academic Supervisor

Cecilie Hellestveit

80



Introduction

The Norwegian society is one of the most digitised in the world. Norway is also
internationally recognised as a world-leading welfare state, where democracy and human
rights are integral parts. Norway has therefore a promising foundation for ethical

integration of the advanced digital technologies.

In the following report we are aiming to give a perspective on the current state of
digitalisation in Norway, with a particular focus on the digitised public and health sector.
These areas are actively prioritised by the authorities, and can illustrate the current and

upcoming challenges of creating a safe and unified digital system.

The authorities recognise that technological development in many ways goes faster than
the relevant policy and legislation processes.”'* This particular problem was brought to life
during the COVID-19 pandemic, where the Norwegian contact-tracing app (Smittestopp)
received strong national and international criticism for neglecting privacy for efficiency.””
The criticism led to the application being banned, which in its turn led to improving the
privacy control settings. Instead of storing the user information on the central
governmental server in Ireland, the new app was made to store relevant information only

on the phones, avoiding the central server and limiting potential misuse.

This limitation is especially important in the light of possible DNA-disclosures by the
government without the subject’s consent. The question of such a possibility was posed to
the Supreme Court of Norway in 2018, where the DNA material of a deceased person was
requested for a paternity test. The Court found that such a disclosure will be in accordance

with the law.?'

This illustrates that Norwegian legislation is not fully adjusted to the rapid technological

development, and is therefore a subject for difficult technical and ethical assessments.

1. Which human rights issues do Advanced Digital Technologies pose

in your country?

In recent years, advanced digital technologies have been an important agenda for the
development of the public and private sectors in Norway. By advanced digital technology,
we mean both technological innovations that contribute to digitalisation as well as the use
of Artificial Intelligence (AI). The investment in digitalisation in the Norwegian public

sector has been a particularly important political priority. In 2019, the current Norwegian

214

Justis- og beredskapsdepartementet og Forsvarsdepartementet, Nasjonal strategi for digital sikkerhet
(2019), p. 7.
5 See e.g. “Bahrain, Kuwait and Norway contact tracing apps among most dangerous for privacy”, Amnesty
International (l 6 ]une 2020)

IF

v/> accessed 24 Febtuary 2021
216 HR-2018-2241-U.
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government prepared a strategy for further digitalisation of the public sector that will apply
from 2019 to 2025. One of the areas which is emphasised, is the focus on optimisation and
Al The goal of the project is to increase the availability of the public sector for users.
Through this strategy, every government agency must go through a digital transformation.
This applies in particular to public services such as the health sector, norwegian labour and

welfare administration or the tax authorities.?!’

The investment in digitalisation and technological innovation has led Norway, together
with other Nordic countries, to be well under way with digital transformation, compared to
other European countries. The focus on digitalisation has resulted in Norway topping the
report on the Digital Economy and Society Index (DESI), every year. It was last published
in 2020, and Norway came in third place, right after Sweden and Finland.*'®

The extensive digitalisation of the Norwegian public and private sectors has provided
various benefits. However, the process also poses several challenges. Many of these

challenges result in what can be described as human rights violations.

The importance of human rights is emphasised by the Norwegian government in the
report "National strategy for artificial intelligence". In this report, the government states
that "artificial intelligence developed and used in Norway shall be based on ethical
principles, and respect human rights and democracy". *"

The outstanding challenge of using Al, especially in the public sector, among other factors,
has been the danger of discrimination due to the use of algorithms. Morten Goodwin,
Deputy Head of the Center for Artificial Intelligence Research at the Norwegian University
of Agder, has stated in his article that one should now read to create an algorithm oversight
to ensure that computer systems with Al do not discriminate in ways that may be difficult

to detect. %*°

In 2019, The Norwegian Institute for Human Rights (NIM) published the report «Elderly
human rights: seven challenges». The report illustrated how digitalisation can weaken
human rights for the elderly population of Norway. According to NIM, limited access to
digital services can lead to the eldetly population in Norway being restricted in their
freedom of expression and information. The elderly population is included by the

Convention on the Rights of Persons with Disabilities (CRPD). This is a convention that

7 Kommunal- og moderniseringsdepartementet, En digital offentlig sektor - Digitalseringsstrategi for
offentlig sektor (2019-2025).

% Kommunal- og moderniseringsdepartementet, “Norge rykker opp pa pallen i digitaliseringsmesterskap i
EU” (2020),
<https://www.regjeringen.no/no/aktuelt/norge-rykker-opp-pa-pallen-i-digitaliseringsmesterskap-i-eu/i
d2710512/> accesed 3 March 2021.

" Kommunal- og moderniseringsdepartementet, Nasjonal strategi for kunstig intelligens (2020).

0 Per Helge Selgsten, “Ekspert om Al-diskriminering: Vi trenger et algoritmetilsyn” (2020)
<https://www.digi.no/artikler/ekspert-om-ai-diskriminering-vi-trenger-et-algoritmetilsyn /500881> accessed
3 March 2021.
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Norway has signed. Article 21 of the Convention requires the authorities to take measures
to enable everyone to exercise their freedom of expression and information. Norway has
also signed human rights conventions that emphasise the authorities' duty to facilitate
access to information.*”!

The use of advanced technology has also raised questions about privacy rights. Disclosure
of personal data between a number of public and private bodies also raises an issue about
the relationship with the right to privacy and surveillance. The right to privacy follows
from Article 8 of the European Convention on Human Rights (ECHR) and is central to
the EU Privacy Directive (95/46 EC). In 1999, the ECHR was incorporated into
Norwegian law through the Human Rights Act. The Convention is today part of
Norwegian law. The Convention on Human Rights also takes precedence over other

legislative acts, see Human Rights Act article 2.

Although not a member of the EU, Norway is part of the EEA. The EU Privacy Directive
(95/46 EC) is therefore incorporated into the Norwegian legislation. These international

directives and rules form the basis for Norway's privacy legislation.**

The issues with privacy rules raises questions related to the collection of data and whether
the connection between Article 8 of the ECHR protection of respect for the right to

private and family life etc. sets for private actions.””

The clear goal for the use of advanced digital technology in Norway is efficiency,
availability and preparation of services, especially in the public sector. However, the use of
advanced digital technology can lead to conflicts with human rights, such as rights against
discrimination, freedom of expression and information, equality, the right to privacy and

privacy rules.
2. How is personal information protected in your national legislation?

2.1. National legislation
2.1.1. "Personopplysningsloven"

The primary national legislation aimed at protecting personal information is
personopplysningsloven, hereafter referred to as the Personal Data Act (PDA). The law is an

incorporation of GDPR, which was deemed EEA relevant in 2018, see further section 2.2.

21 Bufdir, “Digitalisering en utfordring for eldres menneskerettigheter” (2021)
<https://bufdir.no/uu/Nytt/Digitalisering_en utfordring for eldres menneskerettigheter/> accesed 3
March 2021.

22 De forente nasjoner (FN-sambandet i Norge), Personvernerklering (2018),
<https://www.fn.no/om-oss/Personvernerklaering™> accessed 3 March 2021.

> Notges forskningsrad. “Forskning om menneskerettigheter i Norge” (1999)
<https://www.forskningsradet.no/siteassets /publikasjoner/1108644084179.pdf> accesed 3 March 2021.
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The Personal Data Act does not contain an explicit definition of "personal information",
as it refers to and applies the general definition found in GDPR Article 4(1). The GDPR
defines "personal data" as “any information relating to an identified or identifiable natural

person”.
2.1.2. The Norwegian Constitution and Article 8 ECHR

The Norwegian Constitution includes provisions protecting privacy and human rights.

(13

First, paragraph 102 in the Norwegian Constitution reads “... Everyone has the right to
respect for his private life, his home and his correspondence”. The wording of "private

life" illustrates that also personal information is protected.

Further, the Norwegian Constitution was revised in 2014 to strengthen the position of
human rights, by assigning human rights provisions a constitutional rank. Hence, it now
has a chapter (E) that contains provisions with wording similar to ECHR Articles.
Therefore, case law from ECtHR is an important legal source when National Courts

interpret paragraph 102 and further.

2.2. The implementation of GDPR and the EEA Agreement

The Agreement on the European Economic Area (EEA) gives EFTA-states access to the
EU Member States internal market. The GDPR was deemed EEA relevant due to its
primary goal: “to protect the privacy of natural persons and to remove the obstacles to
flows of personal data within the EU, which still exist because of divergent legal

35 224

approaches of the EU Member States”.

EEA relevant regulation “shall be made part of the internal legal order of the Contracting
Parties(...)”, see Article 7 (a) in the EEA Agreement. Due to the dualistic Norwegian legal
system, an active implementation is required for international law to become Norwegian.”
As the GDPR has now been incorporated into Norwegian national law, one must assume
that privacy related matters will lead to the same result as in the EU, and elsewhere in the
EEA. Furthermore, there exists several principles that ensure that Norwegian law does not

contradict its external ob]igations.226

**Huropean Free Trade Association, “The Incorporation of the GDPR into the EEA Agreement” (April
2018) <https://www.efta.int/EEA /news/Incorporation-GDPR-EHEA-Agreement-508041> accessed 26
February 2021.

*Halvard Haukeland Fredriksen and Gjermund Mathisen, E@S-re#t (3rd edition, 2018), p. 358.

26 ibid, 49-55 and 387-390.
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2.3. Additional conditions in the Personal Data Act

The PDA is compatible with GDPR because of its incorporation. Nevertheless, as the
GDPR allows for exceptions, different approaches are to be expected in national

legislation.

All types of personal data must be processed in accordance with GDPR Article 5. Similarly,
special categories of personal data will warrant a stronger protection. What falls under
special categories of personal data is specified in GDPR Article 9, such as "political
opinions" and "genetic data". Any "processing" of this data is prohibited, see GDPR
Article 9(1).

However, GDPR Article 9(2) allows deviation from prohibition. The exceptions are in
broad terms based on "consent", where it is necessary and where the data already is
published, see Article 9(2) (a)-(j). Specified measurements to protect special categories of

personal data are therefore mostly found in the national legislation.

PDA Article 6 to 10 regulates special categories of data. All these Articles have the
condition of necessity in common, which mirrors GDPR Article 9(2) (b), (¢), (), (2), (h)
and (j). However, the PDA operates with additional conditions, such as "in special cases" in
Article 7 and where it "clearly outweighs the disadvantages for the individual" in Article 9.
Both Articles regulate processing of personal data where the purpose is vaguely defined, in

comparison with other Articles, such as "to carry out labor law obligations or rights" in
PDA Article 6.

The vague purpose for processing, whether there is consent or not, warrants the
involvement of different organs, such as the Data Protection Authority, see PDA Act
Article 7, and a Data Protection Officer or similar, see PDA Article 9 and 10. GDPR
Article 9(g), which mirrors PDA Article 7, does not demand an organ.

General data such as national identity number and information regarding criminal
convictions and offences benefits of stronger legal protection, in comparison to the
GDPR. The heightened protection for national identity number comes in the form of
additional conditions, such as "the objective need for secure identification" and "necessity
to achieve such identification", see PDA Article 12. For information regarding criminal
convictions and offenses, GDPR Article 9 2(a), (c)-(f) and PDA Article 6, 7 and 9 will
apply. This is a significant difference from GDPR Article 10, where the regulation just

assigns which organ is allowed to process the information.

2.4. Greater protection after implementing GDPR
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Personal information was protected prior to the implementation of GDPR by the eatlier
version of The Personal Data Act (2004)%?’. The implementation of the GDPR led to
changes that strengthened the protection of personal data.””® One of these changes was an
extended scope of the PDA. For instance, Article 4 states that the PDA concerns "every"
treatment of personal data in relation to Norwegian citizens. This is independent of
whether the processor is based in an EEA state, or whether the actual treatment finds

place in an EEA state or not.
2.5. Protection regardless of GDPR

According to PDA Article 26, the Norwegian Data Protection Authority (DPA) can
impose infringement fines on processors in accordance with the rules in GDPR Article 83.
Such fines can be imposed when violating Article 10 and 24 in GDPR, relating to criminal
convictions and offences. The fines must be paid within four weeks, see Article 27. The
DPA may also determine a coercive fine that runs for each day until the order has been

complied with.”” Opposing corrections from the DPA can thus be a costly affair.
2.6. ECHR as an alternative external instrumental

ECHR focuses on the relationship between the state and the individual, while GDPR also
focuses on the relationship between private companies and individuals. The difference in

the field of application gives one a variety of legal grounds for their data privacy.

“[R]ight to respect for his private [...] life” in ECHR Article 8(1) also includes the right to

1

personal data.” Interference in this right is forbidden unless there is consent™ or the

interference is in harmony with ECHR Article 8(2).

ECHR Article 8(2) allows interference if it is “in accordance with law and is necessary in a
democratic society”, as well as if it is done for the sake of one of the interests listed in the
Article. The condition on legality will concern the GDPR, PDA, and similar acts. An
interpretation of "necessary" in GDPR and in the ECHR results in the need for an
assessment of proportionality. When it comes to the legitimate aims, the GDPR operates

with a bigger selection, see GDPR Article 9 as an example.

#7 Rune Opdahl, Pernille Gjerde Lia, ”Norway - National GDPR Implementation Overview” (2020)
<https://www.dataguidance.com/notes/norway-national-gdpr-implementation-overview> accessed 1 March
2021.

28 Datatilsynet, “Hva er nytt med personvernforordningen?” (2019)
<https://www.datatilsynet.no/regelverk-og-verktoy/lover-og-regler /hva-er-nytt/> accessed 27 February
2021.

* General Data Protection Regulation (EU) 2016/679 (GDPR) art. 29.

P08, and Marper v. The United Kingdom (App nos. 30562/04 and 30566/04) ECHR (4 December 2008) para
66-67.

B Axcel Springer AG v. Germany (App no. 39954/08) ECHR (7 February 2012) para 83.
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3. To which extent is the data protection self-regulated by the private
sector in your country? How do public and private sectors cooperate in

this regard?
3.1. Self-regulation

"Self-regulation" of data protection is defined as voluntary standards, made by the industry
for the industry. These standards might involve a certain practice of the law or alternative

regulatory instruments.
3.1.2. Codes of conduct

Codes of conduct are a collection of guidelines that companies, either alone or by working
with public authorities, develop and agree to follow.”* The codes of conduct may provide
guidelines for how the legislation is to be understood in the relevant industry, as well as

additional moments that must be accounted for when processing personal data.

The codes may be further approved by the DPA in accordance with GDPR Article 40, but
it is not necessary for the codes to be of binding nature. This is due to codes of conduct
often being drafted as contracts. As of 15 February 2021, the DPA has not approved any
codes of conduct, as of 15 February 2021.*” Regardless, codes of conduct are in effect
within several different industries, two of which are the accounting industry and health

sectot, the latter is treated in 3.2.1.
3.1.2.1. Guidelines for processing personal information in the accounting industry

The document “Guidelines for processing personal information in the accounting
industry” (Veiledning for behandling av personopplysninger i regnskapsbransjen) is made
by The Norwegian labour union for accountants Accounting Norway (Regnskap Norge), the
Norwegian labour union for economists Economic Union (Okonomiforbundet), and the
Norwegian labour union for public accountants The Norwegian Institute of Public Accountants

(Revisorforeningen), and was released on 11 May 2020.%*

This specific document is not a
contract and therefore not binding. However, Acounting Norway highlights that the
guidelines are useful for establishing a code of conduct for the industry.* For instance, the
document frequently uses the word "shall", see page 5, which again expresses that the

guidelines carry some authoritative weight in the industry.

2 Datatilsynet, Ordliste, “atferdsnorm” og “bransjenorsm”

<https://www.datatilsvnet.no /regelverk-og-verktov/ordliste /> accessed 1 March 2021.

3 BE-mail from linda.torperbystrom@datatilsynet.no to author (15 February 2021).

“* Regnskap Norge, @konomiforbundet og Revisorforeningen, Veiledning for behandling av
personopplysninger i regnskapsbransjen (2020).

% Hans Filefsen , ‘Veiledning for behandling av personopplysninger i regnskapsbransjen’ Regnskap Norge, 11
May 2020
<https://www.regnskapnorge.no/faget/artikler/bransjeaktuelt/veiledning-for-behandling-av-personopplysni
neer-i-regnskapsbransien/> accessed 2 March 2021.
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The guidelines include several points meant to strengthen data protection. For instance it

gut p p

recommends the existence of “an overview of all personal data that the accounting firm

processes on behalf of the client”.”* This goes beyond what follows from GDPR Article

30. Furthermore the accounting firm is to assign a "privacy contact", regardless of whether
8 gn a “privacy g

this is imposed by GDPR Article 37 or not.”’

3.2 Cooperation between the public and private sector

The Norwegian public sector is wide, as the state has more control and generally
cooperates with private firms to a larger extent than other European countries.
Furthermore, the state has set a goal regarding the digitization of the public sector.”® The
cooperation between the public and private sector in regards to data protection may

therefore differ a lot in comparison to other countries.
3.2.1. Cooperation in the form of codes of conduct

The customary practice for information security and privacy in the health and care sector,
also known as "The Norm", is a code of conduct valid from 5 February 2020.* It is
produced by several public and private actors in the Norwegian health and care sector™’
which illustrates a form of cooperation. "The Norm" applies to everyone who’s a

contracting party*", including private and public bodies.

An obligation to log any processing is found in the Patient Record Act Article 22 and the
Personal Health Data Filing System Act Article 21. However, the Articles do not indicate
what specifically needs to be logged. Meanwhile, "The Norm" regulates this in pages 33 to
34. “The Norm’ also operates with a set of minimum standards for information security.**
Both the minimum standards for information security and the regulation on logging leads

to less flexibility than what follows from the laws. For example GDPR Article 32 and the

6 Regnskap Norge, @konomiforbundet and Revisorforeningen, Veiledning for behandling av

personopplysninger i regnskapsbransjen (2020), p. 5.

#7 ibid, 6-7.

#% Kommunal- og moderniseringsdepartementet, "Digitalisering i offentlig sektot" Regjeringen (1 February
2021)

<https://www.regjeringen.no/no/dokument/dep/kmd/andre-dokumenter/brev/utvalgte brev/2021/digita
lisering-i-offentlig-scktor/id2830849 /> accessed 14 May 2021.

» Direktoratet for e-helse, Norm for informasjonssikkerhet og personvern i helse- og omsorgssektoren
(2020) (N ormen V0. 0)
helse

ae35- 1L20’(1Cff”)5()7 085dc76()f€cbf)l4lce 9£446495c41b1a73346f/Normen%20versjon%200. O%Z()PDdef
> accessed 18 February 2021.

# Direktoratet for e-helse, “Om normen” (2021)
<https://ehelse.no/normen/om-normen#Styringsgruppe> accessed 02 March 2021.

1 Direktoratet for e-helse, Norm for informasjonssikkerhet og personvern i helse- og omsorgssektoren
(2020) (Normen v6.0)

<httm ehelse.no/tema/petsonvern-og-informasjonssikkerhet/ /attachment mlme 2309b361-3146-4¢11-

> accessed 18 February 2021.
22 ibid, 15-16.
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Personal Health Data Filing System Act Article 21 both regulate information security
ambiguously compared to "The Norm". This demonstrates how a more defined processing

can result in stronger protection.

"The Norm" also regulates emergency routines in case of a lapse, with regards to a list of

how different systems are prioritised.”*

3.2.2. Data protection officers and the cooperation with DPA

The role of a data protection officer (DPO) is to "ensure that the organisation processes
the personal data of its staff, customers, providers or any other individuals in compliance
with the applicable data protection rules".”** DPA recommends all private and public
sectors to appoint a DPO, regardless of if they are obliged to or not.** Public authorities
or bodies are required to appoint a DPO if they process personal information, see GDPR
Article 37 (1)(a). Further, the private sector is required to appoint a DPO if “the core
activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic

monitoring of data subjects on a large scale”, see. Article 37 (1)(b).

The DPA provides guidelines for which sectors need and should appoint a DPO.
Additionally, they have curated a step-by-step guide which helps determine who needs to
appoint a DPO.** Furthermore, the DPA provides information on which qualifications a

DPO needs, and how their independence can be secured.

3.3. Data Protection Impact Assessment and DPA

The Data Protection Impact Assessment (DPIA) is an assessment meant to describe how
personal data is treated and protected by the processor, see Article 35 GDPR. The
function of DPIA is to control that the consequences of personal data treatment are both
necessary and proportional compared to the intended goal. When carrying out a DPIA the

controller shall, where designated, seek the advice of the DPO.

The establishment must conduct a DPIA when certain forms of processing are likely to

result in a "high risk". Although the GDPR does not define "high risk", the DPA has

2 ibid, 44-45.
244 European Data Protection Superwsor “Data Protecnon Officer (DPO)”

> accessed 26 February 2021.
5 Datatilsynet, “Hvem ma ha personvernombud” (2019)

a—personvernombud( > accessed 23 February 2021.

#6 Datatilsynet, ‘Har din virksomhet plikt til ombud’ (2018),
<https://www.datatilsynet.no/retticheter-og-plikter/virksomhetenes-plikter/personvernombud /hvem-ma-h
a-personvernombud/trinn-for-trinn-veileder> accessed 26 February 2021.
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interpreted "high" as "bigger than normal".?*" Article 35 further lists when such DPIA is
required. Based on this, the DPA has given a non-exhaustive list of factors that should be
considered.** For example, it states that a DPIA should determine whether personal data

is processed without a legal basis, in an unfair manner, or without sufficient transparency.

If the processing of data is especially risky, Article 36 states that the controller shall consult
the supervisory authority prior to processing. If failing to reduce the high risk, the
processor is forced to seek advice and consult the supervisory authority. PDA Article 14
also authorises that further rules are created to demand certain types of processing of
personal data to be approved by the DPA. Such measures have not yet been made in

Norway. 24

4. What is the process of judicial review of cases data protection

breaches?
4.1 Definitions

Judicial review is defined as a procedure by which an organ, usually the court, can examine
the actions of the legislative and executive branches of the government and determine
whether such actions are in accordance with the laws of the State, primarily the
Constitution. In this text the expression will be used in a broader sense and, in addition

to the Courts, include various public appeal bodies.

Data protection, in a legal context, is defined as laws and regulations that make it illegal to
store or share certain information about people without their knowledge and perrnission.251

A data subject is the individual to whom the stored information can be linked to.?

42 Can the data subject restrict or object to the data processing? What are the

circumstances and exceptions to this option?

er/vurdering-av-personvernkonsekvenser/nar-er-risiko-hoy/> accessed 27 February 2021.

8 Datatilsynet, “Risiko og risikovurdering - Vurdering av personvernkonsekvenser (DPIA)” (2019)
<https://www.datatilsynet.no/retticheter-og-plikter /virksomhetenes-plikter /vurdere-personvernkonsekvens
er/vurdering-av-personvernkonsekvenser/risikovurdering/> accessed 25 February 2021.

* Kommunal- og moderniseringsdepartement, “Ny personopplysningslov” (2019)
<https://www.regjeringen.no/no/tema/statlig-forvaltning/personvern/ny-personopplysningslov/id2340094
/> accessed 1 March 2021.

»0 Encyclopedia Britannica, “Judicial review” <https://www.britannica.com/topic/judicial-review> accessed
20 February 2021.

»! Cambridge Dictionary, ‘Data protection’

rotection> accessed 21 February 2021.

»2 Datatilsynet, “Regelverk og verktoy - ordliste”
<https://www.datatilsynet.no/regelverk-og-verktoy/ordliste/> accessed 01 March 2021.
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In some cases, you may request that the processing of your personal data be restricted.
This right is defined in the GDPR Article 18 as a right to "restriction", and means that

your personal information may be stored, but your information cannot be used.

The right to restriction occurs when further conditions are met. Article 18(1)(a)-(d) sets up
four alternative conditions, one of which must be met. This includes, among other things,
cases where the accuracy of the personal data is "contested" by the data subject, see (a, and

situations where the processing is "unlawful", see (b).

The exceptions to the right to restriction are regulated under GDPR Article 18(2). There
are three exceptions, the most important one being that the personal data can be used with

o n

the data subject’s "consent".

The right to object is defined in GDPR Article 21. An objection means that the controller
no longer can use the personal information. Unless the information is processed for other
purposes that the data subject cannot oppose, the information must also be deleted. The
right to object, as with the right to restriction, is not absolute. There are three exceptions,

all set out in Article 21(1).
4.3 Breaches — the process to notify the data subject

The duty to notify the data subject, in cases of data protection breaches, is regulated in
GDPR Article 33-34. Article 34 regulates the situations in which the data subject must be
notified. According to Article 33(1) , a breach which is likely to result in a "high risk" to the
rights and freedoms of natural persons, shall be communicated to the data subject without
undue delay. Whether or not a breach represents a "high risk" to the rights and freedoms
of natural persons, must be determined on the basis of the specific circumstances of the

case. Key factors are the severity of the breach, the kind of breach, and its impact.”

The key takeaway is that the data subject shall be notified if the breach represents a "high
risk" to the rights and freedoms of the subject, see article 34(1). The exceptions to this are

regulated in Article 34(3), of which one of three alternative conditions must be met.

Firstly, Article 34(3)(a) states that notification is not necessary if the controller has
implemented "appropriate technical and organisational protection measures", and those
measures were "applied" to the personal data affected by the personal data breach. This

provision refers to already established security measures, such as encryption.

Secondly, Article 34(3)(b) states that notification is not deemed necessary if the controller
has taken "subsequent measures" so that the high risk to the rights and freedoms of the

data subject is no longer likely to materialise. This provision refers to subsequent measures.

23 Datatilsynet, “Nar melde avvik?” (2018)
<https://www.datatilsynet.no/retticheter-og-plikter /virksomhetenes-plikter /avvikshandtering/nar-skal-jeg-
melde-avvik/> accessed 22 February 2021.
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Thirdly, Article 34(3)(c) states that notification is not necessary if it would involve
"disproportionate effort". It is thus a question subject to a proportionality assessment.
Accordingly, a balance must be struck between the individual's interest in his personal data,

and how costly a notification is for the individual company.

In addition to the exceptions in Article 34(3), Norway also has some special legislation.
Pursuant to The Personal Data Act s. 16 para 4, information concerning national security,

among other things, are also excluded from the starting point set out in Article 34(1).

4.4 What is the optimal balance for necessity and proportionality when it comes to not

noticing the data subject?

The purpose behind the rules in GDPR Articles 33-34 is to protect the personal
information of the affected person. For instance, the affected person, by being informed,
can contribute to reducing the extent of damage. In addition, the rules are also important

for internal learning in the company, to prevent similar incidents from happening again.

These considerations must govern the proportionality assessment. This means that the
affected person’s need for notification will depend on the type of deviation in question. A
high degree of sensitivity, for instance, will indicate that the individual would want to be
notified. In such a case, the interests in minimising notifications, e.g because of reasons of

efficiency, must be significant.
5. Does the review constitute effective protection of data privacy?
5.1. Which bodies conduct such review?

In Norway, the review of cases concerning data protection breaches is conducted both by
the courts and by independent bodies. The rules on supervision and appeal follow by
chapter 6 in The Personal Data Act.”*

The supervisory authority is the Data Protection Authority (DPA).>* DPA is an
independent administrative body and can therefore not be consulted in individual cases.
Furthermore, the government and ministry are not able to reverse the DPA’s decisions. As
supervisory authority, the DPA is responsible for the control of compliance with privacy
regulations.” This is done by processing complaints from individuals and performing
independent supervision. Other tasks for the regulatory authority are provided for in
GDPR Article 57. The DPA is also a member of the European Data Protection Board,
which provides them with another perspective. As a part of this Board the Norwegian

%4 GDPR Chapter VI.
25 The Personal Data Act section 20 and GDPR art. 51.

»6 Datatilsynet, “Datatilsynets oppgaver” <https://www.datatilsynet.no/om-datatilsynet/oppgaver/>
accessed 23 February 2021.
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DPA contributes to the GDPR being interpreted and applied equally in the European
Economic Area (EEA).*’

The appellate body is the Privacy Appeals Board (PAB).*® Similar to DPA, PAB is an
independent administrative body. As the name implies, PAB reviews appeals about DPA’s
administrative decisions. In this context, the appellate body may review all aspects of the
case, including the judicial assessment. PAB is made up of seven members appointed for
four years. In addition, the board consists of a secretariat which prepares the cases for the

review.?’

Finally, the courts also conduct reviews of cases of data protection breaches. Decisions
from PAB can be appealed further to the courts, on grounds of validity. In these cases, the
lawsuit is directed against the state by PAB. In cases concerning supervisory activities, DPA

takes part on behalf of the government. 260

On a lower level, many businesses are required to have a data protection officer (DPO).*"!

This applies if the processing is carried out by a public authority or body, or if the core
activities of the controller consist of large-scale processing operations, or processing of
special categories of data. Nevertheless, all businesses are recommended to have a DPO,
regardless of whether they are imposed or not.”** The considerations behind this are the
DPO?s tasks: the DPO shall inform and give advice regarding the commitments the
business has through the PDA, see GDPR Article 39.

5.2. What is the process of judicial review for cases of data protection breaches?

If the data subject experiences something that can qualify as a violation of the privacy
regulations, they can send a complaint to the DPA. Before consulting state organs for
judicial review, the DPA recommends the subject to contact the data controller.”” In this
sense, "data controller" is understood as the companies, firms, institutions etc. that process
our personal data** By recommending this, the DPA intends to secure efficient case

processing, Further, as mentioned above, a number of firms are also required to have a

»7 Datatilsynet, “Det europeiske Personvernriadet (EDPB)” (2020)
<https://www.datatilsynet.no/regelverk-og-verktoy/internasjonalt/personvernradet/?fbclid=IwAR36_oSWi
8IF_UDihUacO1h]9WIDgCx1NpybyMINw2yIqoBxU]J7bzlaZfil> accessed 23 February 2021.

38 PDA s. 22.

»? Personvernnemda, “Klage/saksgang” <https://www.personvernnemnda.no/klage> accessed 23 February
2021.

260 The Personal Data Act s. 25

2! GDPR art. 37 and section 3.2.2

%2 Datatilsynet, “Hvem mi ha personvernombud” (2019)
<https://www.datatilsynet.no/retticheter-og-plikter /virksomhetenes-plikter /personvernombud /hvem-ma-h
a-personvernombud/> accessed 23 February 2021.

accessed 23 February 2021.
2% ibid.
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DPO. The proper authority’s main function is to act as a contact person for questions and
issues about the processing of personal data and other rights incorporated in the law.** In

most cases, the process stops at this point.

When the parties disagree, the data subject can send a complaint to DPA. The PDA and
Public Administration Act (PAA) constitute the rules of procedure. According to The
Personal Data Act s. 20(3), DPA’s powers follow from GDPR Article 58. Pursuant to
Article 58 (1)-(3) the DPA, as a "supervisory authority", has three main powers. Most
important for the judicial review, is the investigation powers that follow from Article 58(1).
With that, the organ has the capacity of reviewing the ongoing case. For instance, it follows
from Article 58(e) that the organ can “obtain access to any premises of the controller and
the processor, including to any data processing equipment and means, in accordance with
Union or Member State procedural law”. Consequently, the DPA has the power to examine

the case.

If the data subject disagrees with the DPA’s administrative decision, the subject has the
right to complain.**® The case will then be sent to the DPA for another review. If the DPA
maintains their decision, the case will be sent to PAB.*” Unless the DPA’s decision is made
in accordance with GDPR Article 56, or Chapter VII, the right to complain is maintained.
The appeal process in PAB is the last level in the public administration, and the subject will
at this point no longer hold the right to complain. If the subject disagrees with PAB’s

decision, the person can bring civil action against the opponent.

5.3. Does the review provide effective remedies to the data protection breaches?

If PDA-regulations are violated, the DPA has several measures available. These rules are
found in the PDA Chapter 7 and GDPR Chapter VIII.

According to GDPR Article 58(2), DPA can, among other things, give warnings, make
reprimands, make orders and impose an administrative fine pursuant to Article 83. If the

decision from DPA is not followed, they can give a coercive fine.**®

Regarding administrative fines, Article 83(2) lists several factors to take into account when
considering whether to impose an administrative fine and deciding on the amount.
Depending on the case and the circumstances, DPA can give an administrative fine of up
to € 20 000 000.** DPA is also given the authority to impose administrative fines to public
authorities.”” In all cases involving an administrative fine, the fine shall be effective,

proportionate and dissuasive.””!

65 ibid.

26 PAA s, 28(1).

27 PDA 5. 20(2).

28 PDA 5. 29.

%9 GDPR art. 8(5) and (6).

70 PDA 5. 26(2) and GDPR art. 83(7).
“' GDPR art. 83(1).
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In 2019, the DPA imposed only three administrative fines pursuant to GDPR.*” In
addition, the supervisory authority imposed seven administrative fines pursuant to the
previous PDA.*” The administrative fines imposed pursuant to GDPR all regarded
breaches in personal data security, and none of these were appealed to the PAB.*"* This is a
decrease in the number of sanctions imposed compared to previous years, which is notable
as the number of cases registered that year were at a record high of 3,118 new cases.”” The
reason is likely related to the introduction of GDPR in the Norwegian legislation. On the
other hand, the number of administrative decisions imposed by DPA has more than halved

compared to 2017.7°

The above mentioned numbers show that data privacy has received increased attention,
likely due to the incorporation of GDPR. As a result of this incorporation the number of
administrative decisions has decreased, while the number of registered cases has increased.
Meanwhile, there are fewer sanctions imposed, and no complaints on these sanctions to
PAB. This indicates that the decisions from DPA are effective. As the GDPR was first
incorporated to Norwegian law in 2018, it is uncertain to conclude whether the remedies
are effective. The short trend taken into account indicates that GDPR has made the review

more effective.
6. What is the process of judicial review of anti-discrimination cases?

In the last couple of years, the risks and possibilities of Artificial Intelligence (AI) have
attracted profound attention in the media and in the academic sphere. New machine
learning techniques pose new threats in terms of privacy breaches and discrimination. This
creates an increased demand for regulatory guidelines and procedures, in order to secure an
ethical implementation of Al This segment discusses (1) Al implementation and
discrimination risks, (2) Norwegian regulatory bodies conducting review on Al, and (3)

potential impediments from effective protection against discrimination.
0.1. Artificial Intelligence — potential problems and discrimination risks

There are especially three problems that typically occur when using Al in decision making
processes. First, supervised machine learning models might reproduce biased outcomes by
learning from human practice.””” Secondly, Advanced Al techniques are often based on

unsupervised machine learning, which entails that the algorithm finds its own patterns and

22 Datanlsy net. ‘Kontroll og saksbehandling - drsmelding for 2019’
datatilsy il 1di

o/> accessed 23 February 2021

7 ibid.

24 ibid.

73 ibid.

776 ibid.

7T Teknologiradet. Rapport om kunstig intelligens — muligheter, utfordringer og en plan for Norge (2018), p.
9.
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relations in a dataset. Since the computer cannot explain the causal mechanisms behind its
conclusions, it is difficult to assess whether a decision based on the model will be
discriminatory or unjust in some other way.””® Third, machines do not act ethically without
being programmed to do so. Contrary to humans, these machines need to be explicitly

programmed to take ethical considerations into account.””

0.2 Where does the Norwegian government stand in relation to Artificial Intelligence

today?

The Norwegian government has expressed clear plans to implement a digitalisation
program especially directed at health, justice, consumer protection and bureaucratic
institutions, in alignment with EU guidelines.”® It is thus reasonable to believe that AT will
be increasingly utilised in the Norwegian public sector throughout the following years.”
According to the National Strategy for Artificial Intelligence, the government plans to use
the ethical guidelines proposed by the EU High Level Expert Group on Al as a basis for
2

the forthcoming development.®  Additionally, Norwegian lawmakers and ombudsmen
have to follow the GDPR provisions, see the PDA Article 1.

0.3. Reviewing Al: The Equality and Anti-Discrimination Ombud

The Equality and Anti-Discrimination Ombud is the main regulatory authority when it
comes to anti-discrimination cases in Norway. According to The Anti-Discrimination
Ombud Act (AOA) section 5, see section 1, the Ombud is to provide guidance to citizens
regarding discrimination and ensure that public and private actors act according to the
provisions in The Equality and Anti-discrimination Act (EADA) and corresponding special

provisions.

The Ombud is in the early stages of assessing the effects of Al. Nevertheless, the Ombud
has expressed concern regarding Al and the potential for discrimination. ** For one, the
Ombud has expressed concern regarding the proposal to further develop automated case
procedures in the public administration, see NOU 2019: 5 ch. 18. Secondly, ombudsman
Hanne Bjurstrem has criticised the Norwegian government for not providing sufficient

guidelines on how to thoroughly follow up on the issue of algorithmic bias.**

78 Frederik Zuiderveen Borgesius, “Discrimination, artificial intelligence and algorithmic decision-making”,
Directorate General of Democracy, Council of Europe (2018), p. 10.
7 Teknologiradet. Rapport om kunstig intelligens — muligheter, utfordringer og en plan for Norge (2018), p.

53-54; World Economic Forum ‘The Global Risk Report’ (2017), p. 49.

0 Kommunal- og moderniseringsdepartementet, Nasjonal strategi for kunstig intelligens (2020).

#1 Ragna Aarli and Arne Krokan, “Den digitale dommer” (2020) Lov og rett, 59 (3), p. 155.

2 Kommunal- og moderniseringsdepartementet. Nasjonal strategi for kunstig intelligens (2020), p. 58.
8 Likestillings- og diskrimineringsombudet, “Kunstig Intelligens” (2021); Likestillings- og
diskrimineringsombudet, “Arsrapport 2019, p. 35.

** Hanne Bjurstrom, "Vesentlig for likestilling" Dagbladet (27 October 2020).
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0.4. Reviewing Al: The Norwegian Data Protection Authority

The Norwegian Data Protection Authority (IDPA) has the authority to conduct inspections
and check whether companies have a legal basis for using Al, whether they have
satisfactory self-monitoring procedures and whether they have implemented technical and
organisational measures for risk-evaluation and data protection, see GDPR Article 51 and
PDA Article 20. Companies have to be able to explain and demonstrate that they are using
data in accordance with privacy policies, and the DPA has the authority to fine companies

that do not.?®

DPA conducts relatively few technical reviews of IT systems, mainly because GDPR
emphasises responsibility and self-monitoring more than external review from
authorities.”® On the other hand, DPA has established a so-called “regulatory toolbox”,
which offers free guidance for selected Al developers, with the objective to help develop
solutions and models that do not violate the existing personal data regulations. This project
is supposed to gather rule makers and companies in a discussion about privacy
considerations and other Al issues and contribute to the development of privacy friendly

regulations and guidelines. *’

0.5. Does the current Norwegian review constitute effective protection against

discrimination?

There are two main bodies in Norway with authority to review Al developers when it
comes to privacy and discrimination. DPA employs GDPR and corresponding PDA
guidelines as its legal framework, while EADA mainly operates with the Equality and
Anti-discrimination Act. It should be noted that these frameworks are not specifically
designed to regulate Al-systems. It is therefore questionable whether they can, in a
consistent and satisfying manner, provide the regulatory authorities with sufficient premise

on how to review and control for discrimination risks.
0.5.1 The Personal Data Act and European guidelines

The GDPR data protection principles and the EU Expert Group’s seven principles on Al
provide DPA with guidelines on how Norwegian personal data should be handled in
relation to Al Nevertheless, these principles have been criticised for being quite limited

and vague.

According to Dag Wiese Schartum, former leader of the Legal Informatics Center at the
University of Oslo, the GDPR was mainly developed to regulate rule-based Al systems.”®

% Datatilsynet, Kunstig intelligens og personvern (2018).
% ibid, p. 23.
7 Datatilsynet, “Sandkasse for ansvarlig kunstig intelligens” (2021)

<www.datatilsynet.no/regelverk-og-verktoy/sandkasse-for-kunstig-intelligens> accessed 2 March 2021.
% Likestillings- og diskriminetingsombudet, “Arskonferansen 20207

<https:/ /www.youtube.com/watch?v=GLrLpu_cTJM&ab_channel=likestillingsombud> accessed 28
January 2021.
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Today, advanced Al techniques are often based on unsupervised or enhanced machine
learning. Since new machine learning techniques poses new threats in terms of privacy
breach and discrimination, it is questionable whether the regulatory points derived from

the data protection principles are sufficiently protective of fundamental rights.

Schartum emphasizes that GDPR (and the corresponding PDA) lack regulation regarding
documentation and discrimination-risk evaluation. Schartum acknowledges that some
documentation guidance can be found in GDPR Article 13(2)(f) which states that the data
subject shall be provided with “meaningful information about the logic involved”. On the
other hand, this provision does not encompass a requirement regarding the explanation of
Al decisions and results.*® This does not harmonise with the right to explanation, which is
included in both EU and GDPR principles of transparency. In Norway, however, there
have been several proposals to add documentation requirements regarding Al in the
forthcoming PAA and Archives Act, see NOU 2019: 5 and NOU 2019: 9.

When it comes to discrimination-risk evaluation, Schartum mentions that the second part
of Article 13(2)(f) “the significance and the envisaged consequences of such processing for
the data subject” entails a connection to Article 35 which requires a Data Protection
Impact Assessment (DPIA). Article 35(1) requires an "assessment of the impact" when the
processing "is likely to result in a high risk to the rights and freedoms of natural persons".
Since machine learning often constitutes such "high risks", this provision might be
interpreted to include a protection against Al discrimination. However, this connection is

not particularly visible, which intuitively calls for a legal clarification.*”

According to Professors Kristine Bzree and Torbjern Gundersen, the Norwegian
government should specify how lawmakers and enforcers ought to balance the principles
presented by the EU Expert Group. Firstly, these principles are quite general, and should
be specified to different sectors by examining their respective institutions, conditions and
challenges. Secondly, since these principles are mainly ethical, they need to be continuously
weighed and considered. Additionally, the professors call for more thorough risk
evaluations and implementation plans regarding Al, in line with Bjurstroms critique, see

section 6.3. >
0.5.2. The Equality and Anti-discrimination Act

Regulation provided by the EADA appears to face a similar problem. This can be
illustrated by the prohibition of “indirect discrimination” in EADA Article 8. As shown,
decisions made with the help of Al-systems can lead to indirect discrimination, see section

0.1. The prohibition in Article 8 is applicable when the discrimination is based on a specific

29 ibid.

20 ibid.

21 Kristine Baroe and Torbjorn Gundersen. “Regjeringens strategi for kunstig intelligens svikter pa vesentlige
punkter” Aftenposten (16 February 2020)

<www.aftenposten.no/meninger/kronikk/i/pL.5]pG /regeringens-strategi-for-kunstig-intelligens-svikter-paa-

vesentilge-pu> accessed 22 February 2020.
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set of characteristics that are protected in EADA Article 6(1), such as race or gender, see
Human Rights Act Article 14. Because of the inherent obscurity of advanced Al systems, it
is often difficult to locate the specific variables that determine the final computer decision.
Since the system finds its own patterns in a large dataset, the data developer and reviewers
cannot always know whether the computer has categorised based on characteristics
protected in Article 6(1). Thus, discriminatory Al systems will not necessarily be regulated
by non-discrimination prohibitions such as EEA Articles 8 and 6. As a result, the review of
discriminatory Al systems can end up lacking a legal basis and thus be difficult to

perform.
6.6. Conclusion

In conclusion, it is clear that Norway is experiencing an increased awareness of Al and its
discriminatory implications. Even so, public review of complex Al-systems appears
difficult to practice thoroughly because of the lack of a consistent and comprehensive legal
framework. As a consequence, Norwegian regulatory authorities seem to be struggling with

how to uphold their responsibility of securing an ethical implementation of Al

7. Does your country have any specific regulations on Advanced Digital
Technologies, such as big data, artificial intelligence (AI), Internet of

Things (IoT) and/or encryption?
7.1 Introduction

This segment will look at (1) whether Norway has specific regulations on Advanced Digital
Technologies, (2) whether there exists initiatives for such regulations, and (3) how EU
regulations influence Norwegian legislation on Advanced Digital Technologies. First, key

terms will be defined.

Big data means sets that are so large and complex that they are difficult to handle with

conventional tools.?”?

Aprtificial Intelligence (Al) refers to the simulation of human intelligence in machines that are

programmed to think like humans and mimic their actions. 293

Internet of things (1oT) is the network of identifiable objects equipped with electronics,
software, sensors, actuators and networks that make the objects able to connect with each

other and to exchange data.*”*

#2 Det kongelige kommunal- og digitalisetingsdepartementet, Meld. St. 23 (2013-2014).
% Jake Frankfield, “Artificial Intelligence (AI)” (2021)

www.investopedia.com/terms/a/artificial-intelligence-ai.asp> accessed 26 May 2021.

4 Wikipedia, “Tingenes internett” (2020) <https://no.wikipedia.org/wiki/Tingenes internett> accessed 27
May 2021.
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Eneryption is a process that encodes a message or file so that it only can be read by certain
295

people.
7.2 Does Norway have any legislation in place?

Norway does not have any existing legislation that explicitly regulates the technologies
mentioned above. However, there exists legislation regarding technology in other areas

which protects the population.

For example, the Personal Data Act Article 2 states that the Act and the Privacy Ordinance
apply to fully or partially automated processing of personal data and to non-automated
processing of personal data that is included in or is to be included in a register. This law
contributes to the protection of privacy rights as it constitutes the most important privacy

protection legislation.

Another example is the Intelligence Service Act. This Act shall contribute to secure
Norway’'s sovereignty, and it has several provisions about electric technology for
intelligence purposes. This law contributes to the protection of the population by
providing rules which shall contribute to testing Norway's sovereignty, territorial integrity,
democratic governance and other national security interests, including preventing,
detecting and counteracting foreign threats to Norway and Norwegian interests. It helps to
test the trust and secure the basis for control of the Intelligence Service's activities, ensure
that the Intelligence Service's activities ate carried out in accordance with human rights, see

Article 1 of the Intelligence Service Act.
7.3 Does Norway have any initiatives to regulations?

On the 14th of January 2020, the Norwegian government presented a national strategy for
Al It states that Al enables greater efficiency in, for example, case and customer
processing. The government wants Norway to be at the front of the development and use

of Al with respect to the rights and freedoms of the individual. *°

The development and use of Al also presents challenges to human rights. However, it is of
central importance for the government that the Al that is developed and used in Norway
builds on ethical principles, and respect for human rights and democracy. For this purpose,
the government is clear that supervisory authorities shall control that systems based on Al
in its area of supervision operate within the principles for reliable and responsible use of
AL

Data is an important starting point for the development and use of Al Today, large
amounts of information are generated from a number of different sources. Al can use this

to give us important insight.

% Cambridge Dictionary, “Encryption” <https://dictionary.cambridge.org/dictionary/english/encryption>
accessed 21 February 2021.

# Kommunal- og moderniseringsdepartementet, Nasjonal strategi for kunstig intelligens (2020).
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To exploit the potential that lies within Al, access to datasets of good quality is paramount.
The government will facilitate sharing of data, both in the private and public sector, and
between the sectors. The government will do so through education and by developing

methods to share data in a practical way.

In January 2019, the Norwegian government launched a national strategy for digital
security. On the basis of this strategy, the government developed a strategy for a new
crypto policy in November 2019. The crypto policy has several purposes. It shall
contribute to building a secure society by maintaining necessary national crypto
competence, stimulate innovation and product development, stimulate the use of crypto
technology and maintain Norway’s position as crypto supplier to the North Atlantic Treaty
Organisation (NATO).*”

The strategy for a new crypto policy will nevertheless have consequences. Financial and
administrative consequences of the policy will include expenditure related to the
implementation in the administration and in the private sector. According to the
government, however, the purposes of the crypto policy weighs heavier than the financial

and administrative consequences.

7.4 Does the EU have any regulation on this, and to which extent does this influence the
Norwegian legislation?

The EU commission has set up an expert group that has developed ethical guidelines for
the reliable use of AL, based on international human rights.””® The commission has adopted
a number of legal acts that will strengthen the rights of consumers in the digital area, such
as the proposal package “A New Deal for Consumers”.”’ The Norwegian government has
been following EUs work in terms of modernising the rights of consumers, and will

continue to do so.

The EU has no regulations in connection with Al at the moment, but is expected to
suggest a proposal to the regulation of Al in the first quarter 2021. Norway is, however,
not part of the EU. EUs regulations will therefore not have a direct effect for Norwegian

legislation, except if the regulation is relevant in connection with the EEA cooperation.

*7 Forsvarsdepartementet, Justis- og beredskapsdepartementet, Norsk kryptopolitikk (2019).

#8 Buropean Commission, “A European approach to Artificial intelligence”
://ec.europa.cu/digital-single-market/en /artificial-intelligence™ accessed 08 January 2021.

# Huropean Parliament, “Modernisation of EU consumer protection rules: A new deal for consumers”

(2020).
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8. Does your country’s legislation require encrypted personal messages

to be decrypted and accessible for criminal investigations?
8.1 Introduction

According to the Criminal Procedure Act Article 216 o, the prosecution can in some cases
decrypt encrypted personal messages for criminal investigations. The question that arises is
to what degree this provision provides the prosecution with this ability, and how this

affects human rights.

A relatively new case in Norway where the prosecution gathered information from a digital
platform, was the case against the wife of the former Minister of justice, lLaila
Bertehussen, at the end of 2020.”" Laila Bertehussen was charged with violation of the
Criminal Code Articles 115, 263, 225 and 190. The total penalty frame of the mentioned
provisions was 16 years. The prosecution used evidence gathered from digital platforms.
The case provoked reactions from the society when people became aware of how much

information the prosecuting authorities were able to obtain from personal messages.

8.2 Scope
According to the Criminal Procedure Act Article 216 o, the court can decide that the

police can “read non-publicly available information in a computer system (data reading)”.

A natural linguistic understanding of the wording “non-publicly data reading” assumes
personal digital messages. Furthermore, the preparatory work states that computers, tablets
and smartphones are included.” In addition, it emerges from the preparatory work that
the included means mentioned above, and therefore the Criminal Procedure Act Article
216 o, gives the police access to surveillance of the data system, and to gather information
that is saved or generated in the system.’” Subsequently, it follows that Article 216 o gives

the police and prosecutors legal basis for decryption of encrypted personal messages.
8.3 Circumstances in which such decryption may be conducted

According to the Criminal Procedure Act Article 216 o, information can only be gathered
when “someone with good reason is suspected of an action or attempted action that a)
which by law may result in imprisonment for 10 years or more, or b) which is affected by
the Penal Code”, see articles 7127, 123, 125, 126 ...””.

The wording “which by law may result in imprisonment for 10 years or more” means that
gathering evidence is legal if the accused person is accused of a violation that has a penal

frame of 10 years or more.

% Oslo Tingrett, Staten versus Laila Anita Bertheussen, Saksnummer: 20-020518MED-OTIR/04.
1 Prop. 68 L (2015-2016), p. 283.
302 ihid .

102



Additionally, the interpretation conclusion that emerges from the wording is strengthened
by the fact that the legislators deliberately chose to include two terms to be fulfilled in
order to allow gathering of evidence from encrypted personal messages. Firstly, there must
be a situation where data reading, including decryption will be of “significant importance in
resolving the matter”. Secondly, it must be a situation where resolving the matter without
such access will “significantly complicate” the investigation. In view of the threshold that
follows from the first paragraph of Article 216 o, the fulfilment of these two terms
assumes a significantly high threshold for when the police can decrypt data in criminal

investigations.
8.4 Does Article 216 o give the police too much power?

The next issue we will raise is whether Article 216 o gives the police too much power. To

be able to answer this question, we first need to place the discussion in a context.
8.4.1 What does too much power mean?

There are several ways to look at whether Article 216 ¢ provides the police with too much
power. One viewpoint is a political one. However, this is a problematic approach, due to
varying opinions in society. Another approach is a legal viewpoint. This viewpoint is,
however, also challenging, due to the fact that the statutory provision is legal, since they

have been able to add it to the penal code.

Our approach to the questions is therefore whether the statutory provision could be
abused by the police and therefore undermine the human rights that they are bound to

follow.
8.4.2 Does the police have too much power?

In the Penal code, it is only the most serious actions that have a penalty frame that could
lead to more than 10 years in prison. These actions, and the actions that are specifically
mentioned in The Criminal Procedure Article Article 216 letter b, are actions that are in the
society's best interest to minimise as much as possible. When the police are allowed to
decrypt data, in compliance with the terms of Article 216 o, it will decrease the number of

these actions.

As mentioned earlier, Norway has human rights obligations. These obligations are included
in the Constitution and the ECHR. Article 100 of the Constitution states that “there shall
be freedom of expression”. The same right follows from Article 10 of the ECHR. This is
one of the most fundamental rights in the Norwegian society. When the police are allowed
to decrypt all personal messages of an individual, this can lead to the individual being
cautious when exercising his right to freedom of speech, because the police could possibly
use the messages to justify decryption of the data. However, the situations in Article 216 o,
where the police are allowed to decrypt data, is quite limited and aimed at serious

situations. Therefore, a lot of expressions about these actions would presumably not be
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protected by the right to freedom of speech according to the Constitution or the ECHR.
This does mean that Article 216 o does not, at least not to a significant degree, undermine

the right to free speech.

Norway also has an obligation to ensure and respect the right to privacy. This is not an
absolute right, meaning the government could intervene if the following terms are
tulfilled: the interference is “accordance with the law”, it pursues a legitimate consideration

and is "necessary in a democratic society".

The ability of the policy to decrypt data could be problematic in regards to the right to
privacy. For example, a situation could arise where the penalty frame for the crime
committed is over 10 years, but the police know that the crime in question will result in no
more than, for example, 5 years. Regardless of this information, they are able to decrypt
the person’s data. Subsequently, the police are allowed to intervene more in the person's
private life than what the purpose of Article 216 o suggests. Therefore, Article 216 o opens
for potential violation of the right to privacy according to the Constitution and ECHR
Article 8.

In light of the above mentioned considerations, the question could arise as to whether
Norway is moving in the direction of a surveillance state. Article 216 o sets relatively clear
boundaries for when decryption is allowed in letter a and b. It does allow the police to
obtain more data. One way to look at it is that the consequence of this increased
digitalisation is that the inhabitants have begun to exchange information in new ways. In
order for the police to be able to get the same amount of information, they must be able to
decrypt data. However, due to the increased use of the Internet, information is easier
accessible. As the police are able to access all the data within the framework of Article 216,
they will have access to more information about the citizens than they did before. We have
therefore arrived at the conclusion that Article 216 could lead Norway in the direction of a

surveillance state.

8.5 Conclusion

The conclusion we have arrived at is that Article 216 o of the Criminal Procedure Act is
not giving the police too much power. This is because it benefits society greatly that the
police should be able to decrypt the data for criminal investigation purposes. As stated
above, this may contribute to greater encroachment on some human rights, but as we see

it, this is offset by society's benefit of Article 216 of the Criminal Procedure Act.

9. Has your country reached an adequate balance between allowing

digital advancements and protecting human rights online?

The balance between allowing digital advancements and protecting human rights is based
on their interfusion. The further analysis will focus on proactive interactions between such

values as democracy, human rights, innovation and digitalisation. Since the implementation
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of GDPR by The Personal Data Act (2018), the government has been developing holistic
ICT and AI strategies for a transparent, trustworthy, ethical and accessible digital public
sector, nurtured by Norwegian excelling democracy, respect for rule of law and

world-leading digital infrastructure institutions.*”

9.1 Step one: National Cyber Security

The Norwegian Minister of Digitalisation was appointed in 2018, and in the following
years the ministry has presented three key strategies for implementation of digital
advancements to the public sector. Since the first National Cyber Security Strategy (2919)
was presented as a work of cooperation between Norwegian ministries, data protection and
data security were specifically pointed out as a joint responsibility deployed between
ministries, local governments and other stakeholders involved in design, development and
use of the digital government. The public authorities now have to obtain “in-house” digital

competence for data protection, security prevention and damage control.”™

The Cyber Security Strategy established a National Cybercrime Centre and Norwegian
National Cyber Security Centre to prevent, detect and combat threats and crime in
cyberspace. The National Security Authority (NSA) initiated an annual Comprehensive
digital risk assessment (En helbetlig digitalt risikobilde). Its latest report for 2020 concluded
with a need for further development of legal and regulatory framework for data centres
regulation and improvement of the state dependence on international vendors, especially

for cloud services.

The subject of advancing the capacity and security of Norwegian data centres was already
introduced in a strategy for Norway as a data centre nation (2018), which put into
perspective a Cloud computing strategy (2016). The strategy seemed to show little effect:
according to the opinion of professionals at ICT Norway the capacity of the existing data
centres is insufficient to cover the needs of the public sector, as well as the industry falling

behind on its developmental potential.””

This opinion resonates with the aforementioned
2020 assessment made by the NSA. However, a certain movement can be noticed: ICT

Norway mentioned that it is awaiting a new data center strategy.’”

The data centre and cloud technologies vendor and chain supply dependence weaken the
level of cyber protection for sensitive and personal data of the residents, digital

independence of the state, and integrity of the data which can be easier obtained for

% ‘Freedom House: Freedom in the World 2021” Norway
<https://freedomhouse.ore/country/norway/freedom-world /2021> accessed 9 March 2021; World
Intellectual Property Organization, ‘Global Innovation Index 2020: Who Will Finance Innovation?’, p. 302.
* Innst. 191 S (2020-2021), p. 27.

% ICT Norway is a trade organisation for the Norwegian ICT industry.

Oyvind Husby, ‘Datasentre i Norge er svart viktig — det er fakta’ Dagsavisen (27 November 2020); Fredrik
Syversen, ‘Digital suverenitet — ny virkelighet for Norge og Europa’ Dagens Perspektiv (26 October 2020);
Fredrik Syversen, ‘Norge trenger datasentre og datasentre trenger Norge’ Stavanger Aftenblad (19 September
2020).

% Fredrik Syversen, ‘Strategien ma ikke havne i en skuff” Finansavisen (15 September 2020).
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influence and processing. The NSA has not indicated the problem as urgent. It is, however,

the most serious shortcoming of the Norwegian online protection of human rights.
9.2 One digital public sector, powered by Al

As opposed to digital independence, Norway excelled with digitalisation of the public
sector.””’ From a Norwegian perspective, a “seamless” digital public sector can contribute
to a fair and more accessible distribution and implementation of rights and obligations,
especially for the most disadvantaged members of society and people living in remote
regions. The digital strategy for the public sector (2019-2025) prioritises, for example,
digitalisation of public services provided to persons who «became parents», persons who
have a seriously ill child, persons who have recently moved to Norway, services connected

to inheritance questions, and services for voluntary organisations. *"

The National Strategy for Artificial Intelligence (2020) complement and nuance the Digital
public sector strategy focusing on explainability of Al processes and cautious testing of Al
solutions. The Al research shall be based on “ethical principles and respect for human
rights and democracy” while safeguarding “the integrity and the privacy of the
individual".”

The strategy facilitates “faster and more coordinated” collaboration between stakeholders
from business, technology, administrative and legal sectors through The Digitalisation
Agency.’"’ The National resource centre for data sharing (est. 2020) was a step further in
the enhancement of Al research, as it promotes reuse of data. The focus area for Al
research is eHealth, where Al tools can open for personalisation and, therefore,
improvement of public health services.’"' The Norwegian Tax Authority is developing a

synthetic, but representative set of personal data.’'?

The data sharing and machine learning initiatives will soon be followed by a Report to the

Storting on data driven economy and innovation (April 2021).
9.3 Promotion of ICT and Al knowledge

Introduction of such comprehensive measures in line with the strategies was possible

because of an already high level of electronic and digital maturity amongst Norwegian

TWIPO: GII 2020 [1], p. 302.

3% Ministry of Local Government and Modernisation: ‘One digital public sector — Digital strategy for the
public sector’ 2019-2025, p. 3, 19.

* Norwegian Ministry of Local Government and Modernisation, "National Strategy for Artificial
Intelligence" (2020), p. 56.

1% Digdir: About the Norwegian Digitalisation Agency. Quoting Nikolai Astrup, then Minister of
Digitalisation. <https: digdir. b li 887>, accessed 9
March 2021.

' Trine Rogg Korsvik, Marie Hulthin and Anne Szbe, “English summary: What do we know about artificial

intelligence and gender equality? A review of Norwegian research”, Kilden genderresearch.no, p. 4.
’2 DigDir: Skatteetaten ‘Nas]onal tllgang til syntetiske persondata for testformal’

e@tformal( 994> accessed 9 March 2021.
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https://www.digdir.no/digitalisering-og-samordning/skatteetaten-nasjonal-tilgang-til-syntetiske-persondata-testformal/994
https://www.digdir.no/om-oss/about-norwegian-digitalisation-agency/887

residents. Nonetheless, the government recognises that further promotion of ICT and Al
knowledge will benefit digitalisation goals, and therefore actively promotes free educational
opportunities for its residents (e.g. an online course Elements of Al, podcasts
Personvernpodden and Innopodden).”” Some public and non-profit organisations offer
their digital competence to small, medium-sized enterprises and startups through different
platforms (e.g. Digital21, DigitalNorway, StartOff, Sandbox for Artificial Intelligence,
FinTech Sandbox).

The industry professionals, business and non-profit organisations generally approve of and
participate in the government-driven digital evolution.”* The initiatives undertaken by the
state seem to be an efficient, balanced and transparent response to the issues and needs

posed by digitalisation of the public sector.
9.4 Has Norway reached an adequate balance?

The key values and principles of the Norwegian society, such as democracy, trust,
transparency and equality represent a solid foundation for a successful implementation of
advanced digital technologies while ensuring protection of basic human rights. The legal
system, which is in itself mostly technologically neutral, provides much needed flexibility

for technological development.

Norwegian authorities actively facilitate supervision of the undertaken measures and
provide for an active political and legislative arena. Furthermore, they encourage residents
of all age groups and backgrounds, professionals, trade and non-profit organisations to
participate in the public debate around the creation of one digital public centre.””

The measures undertaken by Norwegian authorities to reach an adequate balance between
allowing digital advancements whilst ensuring the protection of human rights online can

therefore be described as satisfactory, from both the national and international perspective.

10. Based on your analysis, how do you believe that legislation
regarding the area of protecting human rights online will develop in the
upcoming five years?

Based on the previous analysis, the question arises as to which line the Norwegian
legislation follows; strict or liberal. Where will we be in five years, and can we keep up with

technological developments in the future? To answer these questions, we must look to the

trend in legislation and in the political and judicial authorities.

°1 Kommunal- og moderniseringsdepartementet, ‘Gratis kurs i kunstig intelligens — mange skal kunne litt!”
(2020)

<https: .regjeri .
/>, accessed 9 March 2021.
1 Ayvind Husby, TKT-bransjen leverte som best, nir den trengtes som mest’ INSIDEteleconr (18. des. 2020);
Anam Javid Norwegian Artificial Intelligence Research Consortium. ‘Norway’s first National Strategy for
Artificial Intelligence launched’

<https: nora.ai/n ' i rtificial-in html>
accessed 9 March 2021; Syversen. Finansavisen, 15 September 2020 [93].

Tnnst. 191 S (2020—2021) p. 27; Meld. St. 30 (2019—2020) p. 67-71.
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As noted, there is no doubt that the pace of technological development is increasing. The
Norwegian authorities stated already in 2014 that this development is in many areas faster
than they are able to implement preventive measures for vulnerabilities.”’® This is
particularly visible when it comes to the lack of legislation for securing an ethical
implementation of A, and might make the authorities struggle to keep up with
technological developments in the future as well. In their national strategy for digital
security from 2019, the authorities nevertheless emphasised that private individuals should
be able to trust the individual's welfare and that their democratic values are safeguarded in
the digital society.”’” This corresponds with the revision of the constitution in 2014, where
Norway gave a clear expression that human rights should be in focus with Article 102. In
this way, the Norwegian authorities have for a long time shown that there is a political
goodwill to promote technology in accordance with human rights. This is important as the

Norwegian society is one of the most digitised in the world.

Nevertheless, the adoption of the first infection control app (Smittestopp) in regards to the
COVID-19 pandemic, shows that the authorities did not maintain an equally clear position
on human rights under pressure. They were unable to keep up with the rapid technological
development that has taken place at this time. Politicians emphasised efficiency over
privacy. The Norwegian Minister of Health, Bent Hoie, commented in this regard, that the
function of the app was proportionate due to the COVID-19 situation, and that it was,
after all, voluntary to download.’"® The application was downloaded more than 1.5 million
times, which can illustrate that the Norwegian society has a great deal of confidence in the

authorities.’”

However, the authorities had to succumb to massive criticism, both from home and
abroad.” Finally, the DPA put its foot down, and demanded a temporary ban on the
processing of personal data through the app. The decision was based on the fact that the

monitoring of the population was not a proportionate interference with the freedom of

’16 Utenriksdepartementet, ‘Melding til Stortinget, Muligheter for alle — menneskerettighetene som mal og
middel i utenriks- og utviklingspolitikken’ (2014-2015), p. 43
<https://www.regjeringen.no/no/dokumenter/Meld-St-10-20142015/id2345623 /> accessed 1 June 2021.

*'7 Justis- og beredskapsdepartementet og Forsvarsdepartementet, ‘Nasjonal strategi for digital sikkerhet’,
2019, p. 7

<https://www.regjeringen.no/no/dokumenter/nasjonal-strategi-for-digital-sikkerhet/id2627177 /> accessed
1 June 2021.

’18 Iselin Elise Fijeld, ‘Amnesty: Norges Smittestopp-app blant de verste i verden pa personvern’, NRK (16
June 2020)

<www.nrk.no/norge/noroes-smittestopp-app-blant-de-verste-i-verden-pa-personvern-1.15054311> accessed
5 March 2021.

" Martin S. Folkvord, Oline Birgitte Nave, Martha C. S. Holmes, ‘Smitteapp mangler over 1,3 millioner
brukere for 4 nd FHIs mal’, I’G (7 May 2021)
<www.vg.no/nvheter/innenriks/i/1n]M1M/smitteapp-mangler-over-13-millioner-brukere-for-aa-naa-fhis-m
aal> accessed 24 February 2021.

0 See e.g. ‘Bahrain, Kuwait and Norway contact tracing apps among most dangerous for privacy’, Amnesty
International (16 June 2020),
<www.amnesty.org/en/latest/news/2020/06/bahrain-kuwait-norway-contact-tracing-apps-danger-for-privac
v/> accessed 24 February 2021.
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persons, and thus not compliant with the PDA.**' In other words, the stressful COVID-19
situation was not enough to justify such a serious intervention. Following this criticism,
political and legislative authorities had to adjust to demands for better legal certainty. A
new application that sought to do this, as well as the development being openly available,
was therefore developed to replace the old one. The authorities show in this way that they
are bound by democratic values. Specifically, it points to a development where the
authorities will continue to have a liberal policy in order to maintain trust from the people.
This also actively demonstrates a trend that state and private authorities cannot freely

dispose of information.

Within this liberal policy, in a landscape that contains several general guidelines, there is
also a kind of vacuum when it comes to legislation for advanced technology. As mentioned
above, the Norwegian authorities agree that the technology is moving at a rapid pace. This
may justify the fact that the authorities are increasingly using strategies and codes of
conduct, instead of specific legislation in the area. This tactic seems to be the focus going

forward as well.

The authorities demonstrate this by pointing out that they are not equipped to tackle the
digital challenges alone going forward. Thus, they will focus on increased cooperation
between state and private actors.’”” At the same time, the authorities point out that large
parts of the country's critical digital infrastructures are owned and operated by private
companies. Therefore they will focus largely on good cooperation, to prevent the field
from being managed by private companies alone.”” The previously mentioned “The
Norm?”, is a good example of this strategy. This indicates that Norwegian legislation and

regulations will be on a liberal line in the years ahead.

Nevertheless, as previously discussed, the Criminal Procedure Act Article 216 will raise
challenges regarding the monitoring of the individual citizen. It could be a challenge for the
authorities in the coming years to find a way to process information, without abusing their
power. In other words, how to use their authority without compromising the individual's
right to privacy. Finding a balance between this will be important in order to maintain the

people's trust and the country's fundamental democratic values.

Conclusion

The use of technology in today's society brings with it several benefits and advantages, but
today's society must be aware of the challenges associated with increasing use of

technology. The use of advanced digital technology is a complicated topic, which in

21 Datatilsynet, “Vedtak om midlertidig forbud mot 4 behandle personopplysninger — appen Smittestopp” (6
July 2020), p. 2.

32 Justis- og beredskapsdepartementet og Forsvarsdepartementet, ‘Nasjonal strategi for digital sikkerhet’,
(2019), p. 6

<https://www.regjeringen.no/no/dokumenter/nasjonal-strategi-for-digital-sikkerhet/id2627177 /> accessed
1 June 2021.

% ibid, p. 9.
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Norway can raise several legal issues such as discrimination and algoritms, right to privacy

and information. This causes a need for greater legal regulation.
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Introduction

Our generation has the undoubtful privilege to witness the rapid development of
Advanced Digital Technology. It shall presumably affect our lives in positive as well as
negative ways in following years and decades. Some circumstances and challenges may
look similar to issues that have already been regulated by international and national law.
However, it is also expected that Advanced Digital Technology shall induce new, advanced

legal difficulties.

That being said, the report below presents an overview of personal data protection and the
issues concerning Advanced Digital Technology in the Polish legal system. It also includes
presumptions about its development and possible steps that shall be taken to ensure more

effective protection of human rights.

1. Which human rights issues do Advanced Digital Technologies pose

in your country?
1.1. Advanced Digital Technologies

To begin with, the term ‘Advanced Digital Technologies’ refers to all kinds of programs,
mechanisms, patents and algorithms which aim at processing information or carrying out
an advanced manufacturing process. This definition will vary depending on the context.
Polish legislation lacks legal definitions which define the concept of ADT. This is mainly
due to the extraordinary complexity of this phenomenon and to the fact that technological
progress has increased in recent years. For the purpose of this paper, we will focus only on
digital technologies that are primarily used to obtain various information. That is any type

of technology that is used for the processing of information by computer systems.’**

Over the last decade or so, there has been significant development of new techniques for
information acquisition and processing, Despite many benefits for the information society,
it should be mentioned that it has also created a number of threats to the privacy and
personal life of individuals. This includes the freedom and privacy of communication, the
right to protection of personal information and the freedom from an arbitrary collection of

information about individuals by public authorities.’®

The right to privacy has been recognised as a fundamental guarantee and should be subject
to protection by the state and its organs. The Constitution of the Republic of Poland,
which stands on top of the hierarchy of legislation, refers to it in article 47. It indicates that

everyone has the right to legal protection of his private and family life. Privacy is

2 Gérski Lukasz, Racjonalno$é technologiczna. Technologia jako system kontroli; Opublikowano: PPP
2015/7-8/200-208.
325 Sarnecki Pawel, Prawo konstytucyjne RP, 9. Wydanie; C.H. Beck Warszawa 2014; s. 108.
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understood broadly as a sphere related to private life, family life, honour and good name
326

and the role of the state is not to violate these freedoms.
Noteworthily, article 51 of the Constitution protects everyone from the disclosure of
personal data without a proper legal basis. This provision is a reference to the right to
privacy and defines the grounds under which information concerning a person may be
disclosed. According to this provision, public authorities may collect and make available
only information concerning citizens that is necessary for a democratic state ruled by law.
Furthermore, this procedure cannot take place without the knowledge of the individual
who should always have access to official documents and data files concerning them under
certain conditions and demand the removal of untrue, incomplete information or acquired
by means contrary to the statute. Moreover, every person has the right to so-called
information autonomy, which means that they have the right to decide for themselves
whether to disclose information concerning them to others and to exercise control over

the information held by authorities.

2. How is personal information protected in your national legislation?

2.1 Sources of law in Republic of Poland

It is crucial to start analysing the issue of citizen data protection in the Polish law system by
defining the sources of law in Poland and then researching how a single type of it protects
citizens’ data. Another sector of this section will cover the topic of implementation of
GDPR in the Polish law system.

Sources of law in Poland are divided into two types. The first one is the sources that are
generally applicable provisions of law and the second is these acts of law that are internally
applicable (e.g. regulations internally proclaimed in NGOs). There is a limited catalogue of
acts of law that are generally applicable and the Constitution of Poland lists them in Article
87" They are the Constitution itself, Acts of Parliament, ratified international
conventions, decrees, and in the area of application local law acts (proclaimed e.g. by city

councils or regional parliaments).

Since 2004 Poland is a member of the European Union which means that European laws
are applicable in Poland - both primal (e.g. EU founding conventions) and secondary
(regulations, directives and decisions). Last but not least are judicial decisions of the Court
of Justice of the European Union which can help in the interpretation of hereinbefore

mentioned acts.

2.2 Constitution of Poland, as basis of citizen privacy protection

*26 Tuleja Piotr (red.), Konstytucja Rzeczypospolitej Polskiej. Komentarz; Opublikowano: WKP 2019.
327 1. The Constitution of Poland, Article 8.

123



The rule of protection of privacy and personal data can be derived strictly from the
Constitution of Poland and international treaties. For example, the Republic of Poland has
ratified the European Convention on Human Rights. Poland has also ratified the United
Nations’ conventions that protect human freedom, such as The United Nations
Convention on the Rights of the Child (UNCRC). It is worth mentioning that both
conventions are functioning. But the most significant document is the Constitution of
Poland and in the Constitution the most relevant is Article 51 which in paragraph one
points out that a person can be forced to reveal information about himself only by the Acts
of Parliament, which are the basic and most common method of enacting the law in
Poland. The second paragraph of the mentioned article limits the amount of data which
can be collected by state institutions to those that are essential to a democratic state of law.
Noteworthily, paragraph four guarantees people the right of correcting or removing data
that is°*® False; Not full; Gathered illegally.

The fifth and last paragraph of the Article obliges state institutions to enact regulation

which will define methods of collecting and sharing hereinbefore mentioned data.

2.3 Acts of parliaments preventing privacy and personal information

The main law which protects citizens’ data is regulation on protecting personal data as of
10 May 2018. But firstly, it is worth analysing other laws. E.G. the Polish Civil Code which
in Article 23 makes it possible to protect personal rights in case of unlawful infringement.
It is an open catalogue but Article 23 points out a few examples and one of them is the

right to protect surnames.

The main instrument of protecting personal data in the Polish legislation is The Personal
Data Protection Act of 10 May 2018 and Regulation 2016/679 of The European
Parliament and of the Council of 27 April 2016 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data and
repealing Directive 95/46/EC (General Data Protection Regulation later referred to as
GDPR). That act in the very first article refers to GDPR, which is a way of transposing
European Law into the Polish law system. It is worth mentioning that GDPR is a
regulation which means that it has a direct effect on the law of the Member States of the
EU. That means the Polish Personal Data Protection Act has an auxiliary role to GDPR so
the Polish law regulates some technical aspects of personal data protection like data
protection officers, the structure of the Personal Data Protection Office, the President of it
and procedure in case of data protection breaches. The Personal Data Protection Act does
not provide for a regime of the procedure before the President of Personal Data

Protection and only makes reference in Article 7 to the Code of Administrative Procedure.

Moving to the next type of laws in Poland, domestic regulations, enforced on the basis of

the Personal Data Protection Act, do not have additional methods of protecting personal

328 The Constitution of the Republic of Poland, Article 51.
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data. These regulations have a technical nature and e.g. the model of the ID card of a clerk
of the Office for the Protection of Personal Data.

Acts of local councils do not have extra means of data protection but bodies of territorial
self-government, which processes personal data, are obliged to appoint personal data
officers. Examples of such authorities are officers acting in communes or voivodeship

personal data officers.
2.4 Definition of personal data in the Polish legal system.

As mentioned above, Polish legislation does not contain a definition of personal data,
instead derives a definition of it from GDPR, which means that European regulations are a
good place to find such definition. GDPR in Article 4 states that personal data means any
information relating to an identified or identifiable natural person (‘data subject’); an
identifiable natural person is one who can be identified, directly or indirectly, in particular
by reference to an identifier such as a name, an identification number, location data, an
online identifier or to one or more factors specific to the physical, physiological, genetic,

mental, economic, cultural or social identity of that natural person.

This definition is a bit complicated so there are both domestic and foreign publications
that help in that task. One of the main sources is GDPR itself and especially motives of
them included in the preamble. Motive 30 makes an enumeration of online identifiers
which with natural persons can be associated with internet protocol addresses or cookie
identifiers. Motive 35 clarifies the term of personal data concerning health such as genetic
tests results or information about disability, medical history and clinical treatment. Motive
26 of GDPR determines which data has to be protected and points out that the
information is the one that allows identifying natural persons but only in cases where costs
of identification are responsible and in technical means. That motive also concludes that
anonymous information does not have to be protected in scientific or statistical research

and purposes.

There are also domestic interpretations of GDPR eg Data Protection Officer
Vademecum published in 2020. It is a practical commentary which also points out which
actions a Data Protection Officer can conduct to protect the data legally. Other helpful
information, which can be found in this publication, is related to which cases data needs to

be protected. And these are the data which was:

1) acquired, transmitted and modified in the processes of acquisition, registration,
profile changes and cooperation with the parties;

2) collected in the procedure of importing data from external sources, including the
transfer of personal data provided for in the national legislation

3) processed in the course of the data subjects' use of the services and the fulfilment
of the administrator obligations, including public authorities and obligations, the

exercise of rights or contracts
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4) produced at the initiative of, at the request of, or for the benefit of the data subject
5) produced by the activity of data subject in relationship with the administrator

6) produced by the controller for the data subject or about the data subject

7) inferred or deducted by the controller about the data subject.’”

The following section of the Vademecum discusses these categories and gives practical
leads to data protection officers e.g. in point one there is a term ‘identification test’ which
is a method that can classify data as personal. Moving further to the second point,

vademecum suggests notifying the moment when data has been transferred.
2.5 Implementation of GDPR in the law of the Republic of Poland

Given the examples indicated above, it can be concluded that the Data Protection Act is
compliant with the GDPR. That compliance comes from two sources:

-The indication of GDPR directly in the Act

-The creation of tools which are the implementation of the articles of the GDPR

The first situation occurs not only in the most important fragment of the Act, e.g. the
definition of personal data but also in Article 8 concerning the appointment of a data
protection officer, which states that the officer shall be appointed in the cases and

according to the procedure set out in the GDPR.

Situation no. 2 occurs in case of certification of entities, which is encouraged by the GDPR
in Article 42, while the Act on personal data protection implements this postulate by
creating an appropriate legal framework in Articles 15 - 26. A similar situation occurs in
case of appointment and functioning of the President of the Office for Personal Data
Protection, which is included in Chapter 6 of the Act on personal data protection “The
President of the Office’, which is a supervisory authority in the meaning of Article 51 of
the GDPR. From 2019 the President of the Personal Data Protection Office is Jan Nowak.
It is important to emphasise that the procedure includes acceptance from both Chambers
of the Polish Parliament, which is a guarantee of impartiality and independence from
political parties. Other guarantees are mentioned in Article 34 Paragraph 5 which says that
the President of Office in exercising his duties is subject to the act and only to it. There is
also another guarantee in the mentioned article which states that the dismissal of the

President can be done only in certain situations.

3. To which extent is the data protection self-regulated by the private
sector in your country? How do public and private sectors cooperate in

this regard?

3.1 Importance of self-regulation

* List and later references to it, are from M. Kolodziej (red.), Vademecum Inspektora Ochrony Danych,
Warszawa 2020.
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National regulations are not always a sufficient way to regulate specific areas of social
relations. This is particularly true in the private sector. This allows private entities to
manage risks more effectively and to tailor appropriate policy solutions within their
organisations. Of the many areas of regulation affecting businesses and other organizations
is personal data protection. This field is particularly vulnerable to various complications,
which in European legislation involve high financial penalties, and costly to implement
obligations. The private sector is aware of these consequences and therefore tries to avoid
them by demonstrating to the authorities that it is acting in accordance with the data
protection law. This is where the reference to internal regulations proves to be particularly

effective.

% of which Poland is a member, and the

Both the regulations of the European Union,”
regulations of Poland™' itself allow the private sector to use mechanisms based on the
creation of internal regulations and then obtain approval for them from a competent
authority. Although self-regulation in the field of personal data protection is
complementary to external regulation, it has an important function in the process of

adapting regulations to specific sectors.
3.2 Code of conduct

The principle of accountability introduced in the GDPR indicates controllers as the entities
responsible for complying with the provisions of the Regulation and demonstrating
compliance. The provisions in Articles 40 and 41 of the GDPR refer to codes of conduct
(hereinafter ‘code’) as an effective and applicable way to achieve adequate coherence of
protection in terms of personal data protection rights. As mentioned in EU guidelines:
Codes can act as a mechanism to demonstrate compliance with the GDPR. Notably, they
can help to bridge the harmonisation gaps that may exist between the Member States in

their application of data protection law.”

The regulations also provide an opportunity for
collaboration in the development of sector-specific data protection rules that will meet the

requirements of the GDPR.
3.2.1 Code of conduct in EU regulation

The content of Article 40 of the GDPR defines codes of conduct as documents intended
to assist in the proper application of the Regulation (GDPR). However, they are not

generally applicable law and are therefore referred to as self-regulation i.e. voluntary

0 Regulation (EU) 2016/679 of the European Patliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement of
such data, and repealing Directive 95/46/EC (General Data Protection Regulation),
https://eut-lex.europa.cu/eli/reg/2016/679/ oj.

1 Ustawa z dnia 10 maja 2018 1. o ochronie danych osobowych,
<http://isap.sejm.gov.pl/isap.nsf/DocDetails.xsp?id=WDU20180001000&type=3> accessed 26 March
2021.

2 Guidelines 1/2019 on Codes of Conduct and Monitoring Bodies under Regulation 2016/679, Version 2.0,
4 June 2019
<https://edpb.curopa.eu/our-work-tools/our-documents/linee-guida/guidelines-12019-codes-conduct-and-
monitoring-bodies-under_en.> accessed 26 March 2021.
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commitments by the entities that implement the code. There is widespread agreement that
“Codes can provide a degree of co-regulation and they could decrease the level of reliance
tha controllers and processors may sometimes place upon data protection supervisory
authorities.”” The creation of codes of conduct is carried out by entities that represent a
group of entreprencurs. The most common initiators of codes of conduct include industry
organisations that bring together entrepreneurs from a particular sector. Usually, the legal
form of those organizations are associations, professional and business self-governments.
The indication of the relevant legal provisions does not constitute the exhaustive content
of the code of conduct but may be accessory to the detailed procedures created on the
basis of the characteristics of the given sector. Modifications of the code of conduct can
only be carried out by the entity responsible for its creation. The supervisory authority
does not have this possibility, but it is competent to give its opinion on the draft and to
approve the code. It follows from paragraph 4 of Article 40 of the GDPR that the content
of the code must mandatorily include a mechanism for monitoring compliance with the

code.
3.2.2 Procedure for approving the code of conduct

The essence of cooperation between the public and the private sector can be seen in the
procedure for the opinion on the draft code indicated in paragraph 5 of the above article.
The entity, to which the authorship of the code is attributed, is obliged to present the draft
to the national supervisory authority. On verification, the supervisory authority gives a
positive opinion with approval of the draft if it meets the requirement of adequate security.
In case of an unfavourable opinion, this will require the draft to be reconfigured and then
resubmitted to the authority. This can be considered as an area where the supervisory
authority interferes with the content of the code of conduct at its drafting stage. The
procedure described above also includes amendments to the code of conduct. Detailed
issues concerning the procedure of preparation and approval of the code have been
included in the national regulation on personal data protection. It has found its
externalization in the Act of 10 May 2018 on personal data protection. Article 27
complements the regulation placed in Article 40 of the GDPR. Paragraph 2 of Article 27
of this law contains the obligation to consult the stakeholders (i.e. the persons to whom the
code is to apply) before the code is presented to the supervisory authority. The object of
the consultation is to present a draft and to provide an opportunity to give an opinion on
the provisions included therein. The fact that a consultation has taken place, together with
its results and the draft code of conduct, must be submitted to the supervisory authority.
The President of the office (Polish supervisory authority) may request the entity to consult
again if, in the opinion of the president of the office, the consultation is not sufficient
while specifying its scope. The person applying for the approval of the code of conduct
shall be deemed to be a party to the procedure for approving the code of conduct.

33 Guidelines 1/2019 on Codes of Conduct and Monitoring Bodies under Regulation 2016/679, 4 June 2019.
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Amendments to the code are also subject to mandatory consultation and reporting of the

results to the supervisory authority.
3.2.3 Publication of the code of conduct

It is the responsibility of the authority, among other things, to place the approved code of
conduct in the relevant register and to publish it. The issue of a draft code of conduct
covering processing activities in several Member States is addressed in paragraph 7 of
Article 40 GDPR. The supervisory authority, before approving the draft code, submits it
to the European Data Protection Board, which is competent to give an opinion on the
compliance of the draft code with the regulation. Only a positive opinion of this body
allows the national supervisory authority to approve the code. Paragraph 8 of the Article
indicates that the procedure is continued with regard to the approved draft and that it is
presented to the Commission which may, by means of an implementing act, declare the
code of conduct to be generally applicable in the EU. It is also the responsibility of the
Commission to adequately publicise the codes and to collect already approved codes of
conduct in a register and make them available to the public. As outlined above, the
procedure for setting up and approving a code of conduct requires the sectoral
stakeholders to reach an appropriate agreement on the content of the code with the
authority responsible for its approval. However, it leaves a wide margin for developers to

design solutions that take into account the specificities of a given sector.
3.2.4 Accreditation

For the code to fulfil its function and be effective, an entity responsible for monitoring
compliance with the code is needed. Article 41 of the GDPR indicates the requirements
this entity must meet, namely:

1) have an adequate level of expertise in the field covered by the code

2) has been accredited by the relevant supervisory authority

It is important to mention here that the aforementioned article stipulates that the act of
monitoring compliance with the code of conduct by an accredited entity does not deprive
the supervisory authority of its authority to monitor compliance with the GDPR. Further
requirements for the monitoring entity also appear in relation to obtaining accreditation.
These are, in turn:

1) the need to demonstrate to the relevant supervisory authority independence and
expertise in the field covered by the code;

2) to have procedures in place that allow the monitor to assess the ability of specific
controllers and processors to apply the code, to monitor their compliance with the
code and to review its operation periodically;

3) having procedures and structures in place to address complaints about violations of
the code by a controller or processor or about the way the code is implemented or
enforced by a controller or processor and to ensure that these procedures and

structures are transparent to data subjects and the public;
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4) the need to demonstrate to the competent supervisory authority that its tasks and
responsibilities do not give rise to a conflict of interest.

All of these requirements must be met together to obtain accreditation. The issues related
to the application for accreditation are further clarified in the Polish Data Protection Act in
Articles 29 and 30. The necessary elements of the application are information to identify
the entity applying for accreditation, its address data and confirmation that the
accreditation criteria are met. To process the application efficiently, the national legislator
has introduced a 3-month period from the moment of submitting the application for
accreditation for the assessment of the condition of meeting the accreditation criteria. A
positive assessment results in a notification of granting accreditation to the applicant,
whereas a negative assessment results in a notification of refusal to grant accreditation. In
the situation of formal deficiencies in the application, there are two solutions, depending
on the type of deficiencies. In case of lack of information identifying the applicant or his
address data, the consequence is leaving the application without examination. Failure to
include in the application information confirming meeting the accreditation criteria, failure
to attach documents required by the regulations or failure to meet the requirements related
to the form of the application is less severe in its consequences as the consequence of
these deficiencies is a call for supplementation as well as an instruction on leaving the
application unrecognized in the event of failure to meet the deadline of 7 days from the
date of delivery of the call. The authority refuses accreditation if they find that the applying
entity does not meet the accreditation criteria. The refusal takes the form of an
administrative decision, which can be appealed to the administrative court. Successful
completion of the accreditation process is crowned with the issuance of an accreditation

certificate which is a document confirming the fulfilment of accreditation criteria.

The obligation to propose accreditation requirements for the entity responsible for
monitoring compliance with the code of conduct to the European Data Protection Board
lies with the supervisory authority. This is directly related to the consistency mechanism
whereby supervisory authorities cooperate among themselves and with the European

Commission.
3.2.5 Breaching code of conduct

The code monitor must take appropriate action if there is a breach of the code by a
processor or controller. This takes the form of suspending or excluding that processor. At
the same time, it shall inform the supervisory authority of the incident, which is entitled to
exercise its tasks and powers with respect to the entities responsible for violations of the
code of conduct as well as with respect to the code monitors. Another power of the
supervisory authority in this area is the possibility of a withdrawal of accreditation if the
monitoring entity does not meet or no longer meets the requirements for accreditation or
if its actions do not comply with the provisions of the Regulation. However, monitoring
compliance with the Code does not apply to public authorities and entities carrying out

(data) processing. A breach of the obligation of the monitoring entity to take appropriate
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action in the event of a breach of the Code may result in the imposition of a fine by the

supervisory authority.

3.3 The code of good practices in the scope of processing of personal data by banks and

credit register as example of self-regulation

In Poland, at the moment, draft codes of conduct are being prepared, while none of them
has been officially approved yet. One example of such a project is ““The code of good
practices in the scope of processing of personal data by banks and credit register”
(hereinafter referred to as the Project of Code or Project).” The Project mentioned above
shows the importance of adjusting regulations at the sectoral level. The code of good
practices was an attempt to adapt the GDPR regulations to the banking sector, where the

regulations are highly relevant.
3.3.1 Origins of the code of good practices

The Polish Banks Association was guided by the desire to design an accessible and easy to
read Code of Conduct so that it could serve the largest possible number of entities
connected with the banking sector. The Project of Code constitutes a set of rules of
conduct on personal data protection in the Polish banking sector, being a further
specification of the principles of personal data processing and protection defined in the
GDPR, taking into account the specificity of the banking sector. It contains a direct
statement that it constitutes a Code of Conduct within the meaning of Article 40 of the
GDPR. Its scope of application covers domestic banks and credit registers operating in
the territory of the Republic of Poland, which are also members of the Polish Bank
Association. Interestingly, other entities may also be included in the application of the
Project of Code with the reservation that only to the extent of providing such services to
banks and credit registers. The subject matter of the Project relates to the processing of
personal data of clients, including persons whose data is processed by credit registers, in
connection with the implementation by these registers of the duties and powers indicated
in the relevant provisions of law. At the same time, it is necessary to mention that the
Project does not apply to the processing of personal data of employees, co-workers and

candidates for work in banks and credit registers.
3.3.2 Contents of the Project of Code of good practices

The Project of Code is structured in eight thematic parts which are divided into chapters.
The first of these acts as a collection of information and abbreviations used in its content.
Covered in the glossary are definitions such as ‘controller’, ‘personal data’, ‘profiling’,
‘pseudonymization’, ‘consent’, ‘supervisory authority’, ‘credit registry’, ‘customer’, and
‘eroup’. The next part of the Project is a descriptive account of the three most relevant
issues to which specific chapters are devoted. These are, in turn, principles concerning the

processing of personal data; legal grounds for the processing of personal data; conditions

34 <https://uodo.cov.pl/pl/file/2362> accessed 26 March 2021.
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for obtaining consent to the processing of personal data. In the next part of the Project,
the principles are presented together with the way banks and credit registers realise the
rights of persons to whom the data are attributed. The rules are divided into general ones,
L.e. referring to each right indicated in the Project, and detailed provisions related to the
realisation of specific rights. The Project of Code also includes precise regulations related
to storing and deleting personal data. Implementing the general principle that personal data
of actual or potential clients must not be stored in a form that allows its identification for
longer than it is necessary for the purposes for which the data is processed. The Project
provides that once the intended purposes have been achieved, the data should be deleted
unless there is a legal justification for doing so. The set of principles on the process of
profiling and automated processing of personal data placed in the Project explains that
profiling is a method of processing personal data that can be based on various models and
algorithms. It also provides a possibility for banks, which in their role of controllers may
use the exemplary provisions included in one of the appendices of the Project in contracts
concluded with other processors. From the point of view of data protection, the important
provisions are those covering the situation where a personal data breach has occurred that
is subject to notification to the supervisory authority or to the persons to whom the data
relate. In the context of assessing the effects of data processing, the Project of Code sets
out examples of circumstances in which banks and credit registers should carry out such
assessments. The integral elements of the Project also include appendices containing,
among others, a model notification of a personal data breach; a description of an
exemplary scoring model; the scope of information provided to the client; exemplary
provisions of agreements concluded with processors; examples of automated processing of
personal data. It can be concluded that the Project is of great importance in acting as a tool
for the Polish banking sector to properly adapt to the requirements provided by the
GDPR.

3.4 Summary

The Code of Conduct is a unique institution that uses the mechanism of self-regulation
with simultaneous support in its compliance by the authorities. It allows an advanced
adaptation of data protection procedures to the specifics of a particular sector.
Cooperation between the private and the public sector is regulated by the provisions

explained above which allow achieving the intended effects.

4. What is the process of judicial review of cases of data protection

breaches?
4.1 Legislation on the process of judicial review of cases of data protection breach

In order to provide an answer to the question on the process of judicial review of cases of
the data protection breach in the Polish legal system, provisions of multiple different acts

need to be taken into account. First and foremost, the legal basis for judicial review in such
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cases is regulated by the provisions of Regulation (EU) 2016/679 of the European
Parliament and of the Council of 27 April 2016 (hereinafter: GDPR). Chapter 8, Art. 77 to
Art. 84 deal with remedies, liability and penalties under GDPR. Art. 79 GDPR provides
that data subject is entitled to an effective judicial remedy against a controller or processor,
without prejudice to any available administrative or non-judicial remedy, in cases of
infringement of rights resulting from non-compliance with GDPR. Furthermore, Art. 82
GDPR sets forth that any person who has suffered either material or non-material damage
resulting from non-compliance with GDPR is entitled to receive compensation from the
controller or processor for the damage. The action aimed to exercise this right can also be

brought before the court.

With the general framework of regulation found in GDPR, the detailed nature of the
proceeding is determined by national legislation. In the Polish legal system provision on

judicial review of cases of data protection breach is found in numerous acts.

One of them is the Act on Personal Data Protection of 10 May 2018 (hereinafter: PDP
Act). The purpose of the PDP Act is to ensure the application of GDPR in Poland. Within
its regulatory scope, it also implements Directive (EU) 2016/680 of the European
Parliament and of the Council of 27 April 2016. The subject matter of proceedings before
the court is regulated by provisions of chapter 10, Art. 92 to Art. 100 of the PDP Act.
Regulations of this chapter forejudge the civil character of such proceedings and determine
that claims are to be pursued in accordance with the procedural civil law.>> Furthermore, as
stated in the substantiation to the project of the PDP Act, provisions of this act are

order-related.**

However, the PDP Act does not provide exhaustive regulation on the process of judicial
review. As provided by Art. 100 PDP Act, the provisions of the Code of Civil Procedure
Act of 17 November 1964 (hereinafter PCCP Act) are to be applied to proceedings
concerning the claims arising from a breach of personal data protection provisions referred
to in Art. 79 and Art. 82 GDPR. PCCP Act contains the core of Polish procedural civil
law, governing court proceedings in civil, family and custodial law and labour law cases, as
well as in social insurance cases and other cases to which the provisions of the PCCP Act

apply by virtue of special provisions of different acts.”’

Furthermore, by virtue of Art. 92 of the PDP Act, to the extent not regulated by GDPR,
the claims arising from a breach of personal data protection provisions referred to in Art.
79 and Art. 82 GDPR, the provisions of the Civil Code Act of 23 April 1964 (hereinafter:
Civil Code) are applicable. With that in mind, it could be said that the role of the Civil

Code’s regulations is to supplement the provisions of GDPR on civil claims of the data

%5 B. Gubernat/S. Szczepaniak /in:] Ustawa o ochronie danych osobowych. Komentarz, red. M. Czerniawsk,
M. Kawecki, Warszawa 2019, Art. 92.

6 Substantiation to the project of the Act on Personal Data Protection, p. 41; found on:
<https://www.sejm.gov.pl/sejm8.nsf/druk.xsp?nr=2410> accessed 25 February 2021.

37 Code of Civil Procedure Act of 17 November 1964, Art. 1.
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subject.”® Considering the nature of proceedings in cases of data protection breach, it can
be expected that in particular provisions on the infringement and protection of personal
interests (Art. 23 and Art. 24 Civil Code) and the provisions on delicts (Art. 415 et seq.
Civil Code) will be applied.””*

4.2 Jurisdiction of the court
4.2.1 State of the court and territorial jurisdiction of the court

Article 79.2 GDPR sets forth two important rules. Firstly, it indicates the Member State
whose court will have the power to issue a judgment. Secondly, it determines the territorial
jurisdiction of the courts of that particular Member State. The territorial jurisdiction of the
courts is alternative, meaning that the data subject can choose before which court the
action will be brought. The data subject can bring action against a controller or a processor
either before the court of the Member State, where the controller or processor has an
establishment or before the court of the Member State, where the data subject has their
habitual residence. In cases in which the controller or processor is a public authority of a
Member State acting in the exercise of its public powers, alternative jurisdiction of the
courts is excluded. In such cases, action should be brought before the court of the Member
State where the controller or processor has an establishment.”' In cases of exercising the
right to receive compensation under Art. 82 GDPR, jurisdiction of the court is to be

determined with the same principles as under Art. 79 section 2 GDPR.
4.2.2 Subject-matter jurisdiction of the court

When the provisions of the GDPR indicate the Polish court as the court competent to
decide on the claim, the subject-matter jurisdiction of the court is to be determined
following provisions of the PDP Act. As provided by Art. 93 of the PDP Act, the claims
arising from a breach of personal data protection provisions referred to in Art. 79 and Art.
82 GDPR lie within the subject-matter jurisdiction of the district courts. It should be noted
that with the adoption of the PDP Act the PCCP Act was amended. In accordance with
newly added Art. 17.4°, all claims resulting from the violation of rights under the
provisions on the protection of personal data are included in the scope of jurisdiction of

district courts.

As indicated by the legislator in the substantiation to the PDP Act, the decision to grant
jurisdiction to the district courts in those matters was dictated by the principle of
procedural economy. It has been argued that it would prevent unnecessary prolongation of

proceedings since the number of cases heard by district courts is lesser than that of

38 P Fajgielski [in:] Komentar do nstawy o ochronie danych osobowych [in:] Ogélne roxporzadsenie o ochronie danych.
Ustawa o ochronie danych osobowych. Komentarg, Warszawa 2018, Art. 92.

¥ ibidem

0 B. Gubernat/S. Szczepaniak /in:] Ustawa o ochronie danych osobowych. Komentarz, red. M. Czerniawski,
M. Kawecki, Warszawa 2019, Art. 92.

*1 P, Barta [in:] Ustawa o ochronie danych osobowych. Komentarz, red. P. Litwiriski, Warszawa 2018, Art. 93
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regional courts.”” This, however, seems not to be the only factor. As a general rule, district
courts rule on cases in which specific knowledge and expertise are required, such as cases
on industrial property rights*” or intellectual property rights.’* Furthermore, cases of data
protection breaches are closely bound with cases of protection of personal interests, over
which district courts also have jurisdiction.” Considering the importance of issues related
to the protection of personal data and the highly specialized nature of this matter, placing it
within the subject-matter jurisdiction of the district courts can only be deemed as

reasonable.**®

4.3 Bringing an action before court

Action (lawsuit) is a core institution in civil proceedings. It is a demand of the complainant,
addressed to the court, to issue a judgement based on specific factual circumstances.’’
Action brought must satisfy certain formal requirements established by the PCCP Act.
Among others, the action is to specify the claim, indicate the facts on which the claim is
based on and, if necessary, justify the jurisdiction of the court. Furthermore, information
on whether the parties have attempted either mediation or other forms of alternative
dispute resolution, and if such attempts have not been made, an explanation of the reasons
for not taking them should be included.” Filed action has to also meet the general
requirements for any other procedural document and include, inter alia, a designation of
the court to which it is addressed, forenames and surnames or names of the parties, their
statutory representatives and plenipotentiaries, a signature of the party or its statutory

tepresentative or plenipotentiary and listing of the attachments.”’

As discussed before, following Art. 79 GDPR, each data subject, whose rights have been
infringed upon as a result of non-compliance with GDPR, is entitled to bring such an
action before the court against a controller or a processor. Similarly, as provided by Art. 82
GDPR, action before the court can be brought by any data subject who has suffered either
material or non-material damage resulting from non-compliance with GDPR and has the

right to pursue compensation from the controller or processor for the damage.
4.4 Composition of the court and appellate proceeding

In the Court first instance, the case is to be heard by a single judge, unless specific

350

provisions provide otherwise.”™ However, the president of the court may order for a case

*# Substantiation to the project of the Act on Personal Data Protection, p. 41; found on:
https://www.sejm.gov.pl/sejm8.nsf/druk.xspPnr=2410 [Accessed on the 25th of February 2021].

3 Industrial Property Law Act of 30 June 2000, Art. 294.

3 Code of Civil Procedure Act of 17 November 1964, Art. 479°°

5 ibid art. 17.1.

6 N. Zawadzka [in:] Ustawa o ochronie danych osobowych. Komentarg, red. D. Lubasz, Warszawa 2019, Art. 93; O.
Legat [in:] Ustawa o ochronie danych osobowych. Komentarz, red. B. Marcinkowski, Warszawa 2018, Art. 93.
7 A. Matciniak [in:] Postepowanie cywilne w zarysie, 13 edition, red. T. Pietrzak, Warszawa 2020.

¥ Code of Civil Procedure Act of 17 November 1964, Art. 187 § 1.

> ibid art. 126 § 1.

0 ibid, art. 47 § 1.
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to be heard by three judges if they deem it advisable due to the particular complexity or
precedential nature of the case.”"

The principle of two-instance proceedings of the courts is guaranteed by virtue of Art. 176
of the Constitution. This, together with the constitutional right to appeal against judgments

2 serves to fulfil the fair trial

and decisions made in the first instance proceeding,”
principle.’”” Accordingly, Art. 367 § 2 PCCP Act sets forth that appeals from the ruling of
district courts given in the first instance are to be heard by the appellate court. PCCP Act
adopted a system of full appeal (cum beneficio bonorum).”** The Court of second
instance is the second substantive instance in civil proceedings, and as such appellate
proceeding retains the nature of the examination procedure. The court of second instance
therefore has full jurisdictional freedom, limited only by the limits of the appeal.”™® At the
same time, although the appellate proceeding is substantive in its nature, it also is of a
control character.”” This serves not only to control any errors of the court of first instance
but also allows to remedy the errors of the parties by allowing the parties to invoke new

facts and evidence.”®

Before the court of second instance, the case is heard by three judges.” In this case, the
collegiality serves to guarantee both the independence and impartiality of the judges and

the pluralization of the judgment.’®

4.5 Role of the President of the Office for Personal Data Protection in the process of

judicial review of cases of data protection breach

GDPR imposes an obligation on each Member State to establish at least one independent
public authority (supervisory authority) responsible for monitoring the application of the
GDPR. Polish regulations on supervisory authority are subject to the PDP Act. The Polish
national supervisory authority is President of the Office for Personal Data Protection
(hereinafter: President of the Office).

4.5.1 General provisions

By virtue of Art. 94 PDP Act, the court is to notify the President of the Office of a lawsuit

concerning claims arising from a breach of personal data protection provisions referred to
in Art. 79 and Art. 82 GDPR. The court is also obliged to notify the President of the

! ibid art. 47 § 4.

2 The Constitution of the Republic of Poland of 2 April 1997, Art. 78.

3 AL Lazarska/K. Gorski [in:] Kodeks postepowania cywilnego. Komentarz. Komentarz. Art. 1-505”. Tom
1, T. Szancito (red.), Warszawa 2019, Art. 367.

34 K. Flaga-Gierusgyiiska, A. Zieliniski, Kodeks postepowania cywilnego. Komentarz. Wyd. 10, Warszawa 2019,
Art. 367.

3% Fazarska (n 353).

3% Judgment of Supreme Court of 15 February 2006, case number IV CK 384/05.

»7 Judgment of Supreme Court of 16 May 2006, case number I PK 210/05.

8 Flaga-Gieruszyfiska (n 354).

*? Code of Civil Procedure Act of 17 November 1964, Art. 367 § 3.

30 Fazarska (n 353), Art. 47.
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Office of final and non-appealable rulings given in such proceedings.”®' Furthermore, after
being notified of a pending proceeding, the President of the Office is to inform the court
of any case concerning the same breach of personal data protection provisions that is
either pending or has already been concluded before the supervisory authority or before

362

the administrative court.” This provision aims to ensure swift communication between

courts and the President of the Office.’®

PDP Act also provides regulations on the mutual relation between pending civil court
proceedings and proceedings pending before the President of the Office or before
administrative court.”® Art. 95 PDP Act sets forth that the court is to suspend the
proceedings if the case concerning the same infringement of the provisions on the
protection of personal data has been initiated before the President of the Office. The
suspension is not facultative but obligatory. After the decision is issued by the President of
the Office (or a judgment of administrative court issued in lieu of a decision in the event of
inactivity of the supervisory authority) the court is to resume proceedings ex officio, in

accordance with provisions of The PCCP Act.**>*

Furthermore, Art. 96 PDP Act provides that the court is to discontinue the proceedings to
the extent to which a final and non-appealable decision of the President of the Office or a
final and non-appealable judgement of the administrative court (issued in lieu of a decision
in the event of inactivity of the supervisory authority) declaring a breach of personal data
protection provisions covers the claim pursued before the court. This is due to the fact that
issuing a judgment by a civil court becomes redundant to the extent that the decision of
the President of the Office or a judgment of an administrative court fulfils the request of

the complainant.’’

Instances, when controller or processor are imposed with an
administrative fine by the decision the President of the Office or a judgment of an
administrative court, do not provide grounds for discontinuation of the civil proceeding in
which damages for breach of the provisions on the protection of personal data are
pursued, since both are different types of liability (administrative liability and civil

liability). 25

Those provisions aim to prevent situations in which disparate rulings on the subject of the
same facts would be issued by the court and the supervisory body.”” This is due to the fact

that by virtue of Art. 97 PDP Act findings of the final and non-appealable decisions of the

! Act on Personal Data Protection of 10 May 2018, Art. 94.1.

%2 ibid, Art. 94.2.

*% Substantiation to the project of the Act on Personal Data Protection, p. 41; found on:
www.sejm.gov.pl/sejm8.nsf/druk.xspPnr=2410> [Accessed on 25 February 2021].
4 ibidem, p. 41-42.

365 Zawadzka (n 346), Art. 95.

3% Legat (n 346), Art. 95.

367 ibidem, Art. 96.

% Fajgielski (n 338), Art. 96.

% B. Gubernat/S. Szczepaniak /in:] Ustawa o ochronie danych osobowych. Komentarz, red. M. Czerniawski,
M. Kawecki, Warszawa 2019, Art. 96.

70 ibid art. 94.
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President of the Office and findings of final and non-appealable judgements of the
administrative court issued in lieu of a decision in the event of inactivity of the supervisory
authority declaring a breach of personal data protection provisions bind the court in the
civil proceedings for damages resulting from said breaches. Such regulation is a result of
the highly specialised nature and role of the President of the Office.””" As such, provisions
of Art. 94, Art. 95 and Art. 96 PDP Act were adopted with the consideration of prejudicial

character of above discussed rulings.”
4.5.2 Powers of the President of the Office in the proceeding

By virtue of the PDP Act, the President of the Office is given substantial powers in the
process of judicial review. First and foremost it should be noted that, as provided by Art.
98 PDP Act, in cases concerning claims arising from the violation of the provisions on the
protection of personal data, that may be pursued only in proceedings before the court, the
President of the Office may bring an action on behalf of the data subject, with the consent
of the data subject. Furthermore, with the consent of the complainant (in this case-data
subject who brought an action before the court on its behalf), may join the proceedings at
any stage.”” This serves to fulfil the obligation imposed by Art. 58.5 GDPR, which
provides that each Member State shall provide supervisory authority with the power to
initiate proceedings before judicial authorities, or engage in such proceedings otherwise, in
cases related to the violation of the provisions of GDPR.”*” Furthermore, in other cases
concerning claims arising from the violation of the provisions on the protection of
personal data, the President of the Office may, with the consent of the complainant, join
proceedings before the court at any stage. However, in such cases, joinder is not possible
when any proceeding concerning the same violation of the provisions on the protection of

personal data is pending before the President of the Office.’®

The provisions of the PCCP Act on public prosecutors are to be applied accordingly to the
participation of the President of the Office in such proceedings before the court.””” In
particular, it should be noted that it grants the President of the Office power to appeal
against any court decision against which an appeal is permitted.” This, however, is limited

only to actions taken for the benefit of the complainant.’”

Moreovert, as provided by Art. 99 PDP Act, if the President of the Office deems that it is
in the public interest, they present to the court a view relevant to the case concerning

claims arising from the violation of the provisions on the protection of personal data. It is

7! Fajgielski (n 368), Art. 97.

72 O. Legat [in:] Ustawa o ochronie danych osobowych. Komentarg, red. B. Marcinkowski, Warszawa 2018, Art. 94.
7 Act on Personal Data Protection of 10 May 2018, Art. 98 § 1

374 Zawadzka(n 346), Art. 98.

75 O. Legat [in:] Ustawa o ochronie danych osobowych. Komentarg, red. B. Marcinkowski, Warszawa 2018, Art. 98.
76 Act on Personal Data Protection of 10 May 2018, Art. 98 § 2.

77 Act on Personal Data Protection of 10 May 2018, Art. 98 § 3.

™ Art. 60 PCCP Act applied accordingly by virtue of Art. 98 PDP Act.

7 Fajgielski (n 338), Art. 98.
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understood that ‘public interest’ should be perceived through the scope of nature of the
case or the impact that future judgement might have on public order or the rights of the
data subjects.” As such, this power should not be exercised in cases where it would only

be justified by the private interest of the complainant.”™

Exercising this power is possible
before courts of both instances and also in the cassation appeal proceeding.’® Presenting
such a view does not amount to the joinder of the President of the Office to the pending
proceeding.’® While the court is not bound by the presented view, it should address it in

the justification of the judgement.”

5. Does the review constitute effective protection of data privacy?

As was mentioned above, the Polish supervisory authority is the President of the Office.”®
He replaced the General Inspector of Personal Data Protection, who did not hold strong
enough competencies to supervise compliance with GDPR.* However, it has to be taken
into account that an effective review of data protection requires cooperation between

various entities and diversified measures.
5.1. Institutional safeguards of supervisory authority

The independence of the President of the Office as the supervisory authority is guaranteed
through not being bound to any instructions, term of office, immunity. They shall not
belong to a political party as well. Their position is assessed in legal literature as similar to
other bodies responsible for the protection of rights and control of the state. However,
they are not mentioned in the Constitution.”” The President of the Office may request to

change national provisions in order to ensure more effective data protection.”®
5.2. Measures given to supervisory authority to conduct a review

According to both GDPR and the PDP Act provisions, the President of the Office
monitors enforcement of data protection regulation through investigations, receiving

complaints from affected persons and reports about breach threads from controllers.

Controllers shall complete a form with necessary information about incidents and define a
thread of data protection and personal rights violation as well as whether they have
informed the data subject about possible consequences. In 2019 the President of the
Oftice received 6039 reports - whilst 2446 in 2018 from 25 May - which may indicate an

%0 B. Gubernat/S. Szczepaniak /in:] Ustawa o ochronie danych osobowych. Komentarz, red. M. Czerniawski,
M. Kawecki, Warszawa 2019, Art. 99.

1 Fajgielski (n 338), Art. 99.

2 Zawadzka (n 346), Art. 99.

8 Legat (n 346), Art. 99.

3 Zawadzka (n 346), Art. 99.

3 Article 34 of the Act of 10 May 2018 on personal data protection.

% Anna Dmochowska, Marcin Zadrozny, Unijna reforma ochrony danych osobowych. RODO w praktyce 3
wwzglednienienm wytyeznych GR art. 29, ustawy o ochronie danych osobowych 3 2018 rokn, CH Beck 2018.

%7 Pawel Litwiriski, Ustawa o ochronie danych osobowych. Komentarz, CH Beck 2018.

8 Article 52 of the Act of 18 May 2018 on the protection of personal data.
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increase of awareness in matters of data protection among controllers. In 2019 growth of
reports related to breaches caused by malware, phishing etc. has led the President of the
Office to cooperate with the National Research Institute NASK in order to share

information about data protection breaches in civilian cyberspace.”®” **

Articles 78 and 84 of the PDP Act regulate the conditions and safeguards of an
investigation. In case of provided data protection breaches, the President of the Office
initiates a proceeding based on article 60 of the PDP Act. It is conducted in accordance
with the Polish Code of Administrative Procedure (further as the CoAP).” The
single-instance nature of the proceeding is an exception of the constitutional principle of
two-instance proceedings, which are recognised as a better guarantee of access to a court
(or a public authority) and procedural control of the proceedings.””” The punished subject
cannot appeal the decision to the higher instance on the administrative path. Despite that,
the President’s decisions still can be appealed to the administrative court. The action in
administrative court may be, however, time- and cost-consuming, In 2019, 89 of 1329
decisions of the President of the Office have been appealed to the administrative court.’”
Thus decisions were appropriate and their recipients admitted to violating regulations. In
2019 more than 9000 complaints have been submitted to the President of the Office by the
data subject or its authorised person.”” However, before submission, a complainant is
obliged to request the controller to prevent or stop unlawful actions. In case of no answer
or success, a complaint to the President of the Office is available. Legal protection by the
supervisory authority also requires some additional steps and takes time, which, in case of
data breaches, plays a relevant role. If there has been a violation, the President of the
Office orders, as a result of an administrative proceeding, to restore the legal status or a
financial penalty. The latter is a discretionary decision of the President of the Office and

shall not be required by a complainant.

Even the most appropriate imposes do not ensure data protection if they cannot be
effectively executed. In proceedings conducted by the President of the Office applies the
Act of 17 June 1966 on enforcement proceedings in administration.”” In 2019 all decisions

were enforced with 92% sufficiency, which is positively assumed.*

5.3. Support in data protection provided by Data Protection Officers

% Sprawozdanie z dziatalnosci Prezesa Urzedu Ochrony Danych Osobowych z 2019 roku, site 122,
<https://uodo.gov.pl/437>, access 25 February 2021.

0 NASK is a national research institute subordinated by the Chancellery of the Polish Prime Minister. Its
task is to ensure and develop cybersecurity in Poland.

¥ Official Journal of Laws Dz. U. 2020, position 256.

2 Bogustaw Banaszak, Konstytucja Rzeczypospolitej Polskiej. Komentarz, CH Beck 2012.

% Sprawozdanie z dzialalno$ci Prezesa Urzedu Ochrony Danych Osobowych z 2019 roku, site 25,
<https://uodo.gov.pl /437>, access 25 February 2021.

% ibid.

% Official Journal of Laws Dz.U. 2020, position 1427.

% Sprawozdanie z dziatalnosci Prezesa Urzedu Ochrony Danych Osobowych z 2019 roku, site 85-88,
<https://uodo.gov.pl/437>, access 25 February 2021.

140


https://uodo.gov.pl/437
https://uodo.gov.pl/437
https://uodo.gov.pl/437

In some cases, controllers who are liable to comply with data protection law shall receive
professional support from data protection officers (hereinafter: DPO) to ensure effective
data protection. The DPO monitors compliance with data protection regulations, advises
in matters of data processing, as well as cooperates with the President of the Office.
Controllers are obliged to designate DPO in three kinds of cases. Two of them refer to a
large scale of data processing and special categories of data. The last circumstance is
processing by a public authority, except for courts acting in their judicial capacity.”’
Referring to art. 9 of the Act, in matters of data protection law, public authorities are
entities of the public finance sector, research institutes and the National Bank of Poland.
However the provisions do not oblige every controller to appoint DPQO, it is recommended
because of its positive influence on data protection.””® However, the DPO’ advising (or
even not advising, when DPO is not considered in the matter of data protection) does not
release the administrator from liability of data protection. It shall be questioned, how to
raise awareness among administrators about how the DPOs’ support plays a significant
role in ensuring data protection and their advice shall be taken into account in each case. In
addition to that, DPOs shall be more sufficiently funded and informed by the organisation
to fulfil the compliance effectively.

5.4 Features of judicial review which are relevant for effective data protection

Besides remedies available in administrative proceedings, legal actions to protect personal
data may be taken by the court. The matter of data protection breaches is a case for one of
45 district courts.” Article 79 sec. 2 of GDPR provides alternative local jurisdiction, which
is more favourable for the complainant. Namely, competent is a court where the controller
has an establishment or a court where the data subject has its habitual residence. A lawsuit
in the matter of data protection breach shall comply with formal requirements, including a
court fee in the amount of 600,00 PLN (133 EUR).*" Compared to other court fees, that
one is considerably low. Referring to the doctrine and jurisprudence, the high of court fees
might be a significant obstacle in exercising the rights to a fair trial granted in article 45 of

the Constitution and article 6 section 1 of the European Convention on Human Rights.*"!

The court is bound by the former decision of the President of the Office. Thus evidence
hearing will be shorter if the decision stated data protection breach. Moreover, if the
President of the Office did not constitute a breach, in a matter of damage caused by
(possible) data protection infringement, the court is entitled to state otherwise. To

conclude, only breach-constituting decisions are binding. Due to the principle of

*7 Articles 37 and 39 of General Data Protection Regulation; Article 8 of the Act of 10 May 2018 on
personal data protection.

% Article 29 Working Party Guidance on data protection officers issued on December 2016 and revised
April 2017.

* Announcement of the Minister of Justice of 15 February 2016 on list of entities subordinated or
supervised by the Minister of Justice.

0 Article 26 of the Act of 28 July 2005 on Court Fees in Civil Cases.

#! Wesotek v. Poland, ECHR Judgement 13 June 2019, application no. 65860/12, Pawel Grzegorczyk, Karol
Weitz [in:] Leszek Bosek, Marek Safjan, Konstytucja RP. Tom I. Komentarz do art. 1-86, CH Beck 2016.
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two-instance proceeding, each of the parties is allowed to file an application to the higher

instance (appeals court), eventually in the Supreme Court.*”

5.5. Remedies in administrative proceeding

GDPR in recital 129 recommends that “legally binding measure of the supervisory
authority should be in writing, be clear and unambiguous(...)give the reasons for the
measure, and refer to the right of an effective remedy.” The purpose of the proceeding
conducted by the supervisory authority is to restore legal status. The President of the
Oftice shall choose the remedy which intrusiveness is the most proportional to the breach
and the abovementioned purpose. The most common are the ‘soft’ ones such as a
reminder, a warning, an order to notify the subject of a breach of his personal data or an
order to limit data processing, Undoubtedly, the most intrusive remedy is an administrative

financial penalty, which may be imposed separately or cumulative with other measures.*”

It is to emphasize that, among remedies which are available for the supervisory authority, it
lacks the compensation for the suffered subject from the administrator or processor,
pursuant to Art. 82 GDPR. The right to compensation and the liability of the
administrator or processor are the matter of the court proceeding, which will be specified

below.

The amount of a financial penalty differs in the public and private sector. The first one,
regulated on the national level, amounts to 100.000,00 PLN (22.181 Euros).*”* Thus public
authorities are also strongly supported in the protection of data. The Polish private sector
applies GDPR provisions.*” The amount of the maximal penalty as well as the short
payment deadline (14 days) undoubtedly fulfil a deterrent effect and compel indirectly to
comply with data protection regulations. In some cases, it is questioned if the penalty was
appropriate and proportional to the breach. An example of that may be the decision of the
President of the Office from 18 February 2020,*° which stated that processing of
biometric data (by such ADT as fingerprints reader) of 680 pupils to distribute lunches on
primary school’s mensa was against the data protection law. Although the school violated
the ban of processing special categories of data as well the fact that affected persons were
children and those pupils, whose parents did not allow to process biometric data, were
discriminated against, the President of the Office decided to order a penalty in the low
amount of 20.000 PLN (4.430 EUR). In this case, the administrator has received the

financial penalty because of the unlawful processing of personal, sensitive data. It is also an

102 Articles 367 § 1 and 431 § 1 of the Polish Code of Civil Procedure.

43 Article 83 5.2 of the General Data Protection Regulation; Article 101 of the Act of 10 May 2018 on
personal data protection.

404 Pawet Litwiniski, Ustawa o ochronie danych osobowych. Komentarz, CH Beck 2018.

5 Article 83 of General Data Protection Regulation

6 Decision of the President of the Office of Personal Data Protection of 18 February 2020, no.
78775.440.768.2018.
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example of an administrator who did not succeed in ensuring data protection despite

having the DPO as a public entity.

The largest financial penalty so far imposed by the President of the Office has been
2.830.410 PLN (660.000 EUR), which has been addressed to a hosting platform. The data
protection breach was caused by a phishing attack resulting from a lack of appropriate

7

security measures.”” The President of the Office addressed the penalty to the
administrator, although the purpose of data processing was legal, as well as the breach of

data protection was caused by someone else.

Besides measures specified in the decision, the President of the Office may order during
the proceeding to limit temporary data processing if otherwise, it would cause a severe and
difficult to remove effect.*” This measure shall be assumed as positive as it ensures more

efficient data protection even if a decision in that matter has not been taken yet.
5.6. Remedies in civil proceedings

Measures provided in administrative proceedings may be effective in the matters of data
protection but do not guarantee protection for affected persons. In case of material or
non-material damage caused by data protection breach, they may require legal protection
through judicial procedure. The appropriate measures are compensation and reparation. In
case of compensation, the complainant chooses either to restore to the legal status or
monetary compensation. If restoration is not possible or would cause severe difficulties for
the defendant, only monetary compensation is possible.” Estimates of non-material
damage due to personal data breaches (e.g. data leakage) may meet difficulties. It is to
highlight that non-material damage is not defined in the GDPR. However, the Court of
Justice of the European Union has recently been asked to rule on when non-material
damage is severe enough to justify a claim under Art.82 GDPR. In the Polish legal system,
non-material damage is called ‘harm’ and means mental suffering caused by the actions of
another person. Reparation aims to alleviate this pain*'’ and belongs to measures provided

in matters of personal rights mentioned in Question no.2.
5.7. Complementary remedies in criminal procedure

There are also specific remedies in criminal procedure, according to data protection
breaches. According to Article 84 section 1 and recital 149 of GDPR, Poland also provides
criminal sanctions in articles 107 and 108 of the Act. Unlawful processing or ones without
authorisation, as well as sabotage of investigation, may face such punishments as fines,

restriction of freedom or imprisonment to two years. Punishments are provided only to

“7 Decision of the President of the Office of Personal Data Protection of 10 September 2019, no.
Z/.SPR.421.2.2019.

8 Article 7 s.1 of the Act of 10 May 2018 on personal data protection.

49 Zbigniew Radwanski, Adam Olejniczak, Zobowiqzania-czes¢ ogélna, CH Beck 2018, sites 101-109; Article 415
of the Polish Civil Code.

410 ibid, Article 415.
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natural persons, which means that employees of the controller or processor might be
sentenced.”' To the proceeding apply the Polish Ctiminal Code and the Code of Criminal
Procedure.** According to GDPR recitals, one of the sanctions might be the deprivation
of the profits obtained through infringement. Polish criminal law provides such measures
in article 44 and following of the Criminal Code. Compared to the polish provisions in
force before 25 May 2018, the range of criminalisation of data protection has been
reduced.”” The abovementioned crimes are prosecuted ex officio, which shall be assessed
positively. They belong to intentional crimes, which at the first sight may weaken the
effectiveness of data protection, because unwilling data breaches may cause negative
consequences as well.*'* Nevertheless, the necessity of extended criminalisation in matters
is questioned, as it does not achieve purposes of data protection. Criminal remedies shall
be provided only for the most severe breaches and play complementary roles to

administrative and civil measures.*'

To conclude, provisions in the Polish legal system indeed provide institutional safeguards
(however, the support of DPOs is not considered completely) and various remedies to
ensure effective data protection. The question is, which result is more preferable for a data
subject. The financial penalty (especially the largest amounts) has a deterrent function and
the temporary order of limiting data processing ensures data protection. If more expected
is to impose a financial penalty or restore the legal status than satisfy the affected data
subjects, then an administrative procedure shall be more appropriate. However, the amount
of complaints and investigations conducted by the President of the Office per year slows
down its activity. Additionally, the procedure does not include the affected person and its
damage. Compensation and reparation from a particular controller may be ordered only in
case of judicial review, which leads to more than one proceeding in the matter of data
protection breach. Criminal sanctions are complementary to administrative and civil

measures.

It is worth to mention that each decision taken by the President of the Office, as well as its
informative and educational activities, lead to increased awareness of the importance of
data protection among administrators, controllers and data subjects. The review mentioned

in the Question is on the right track to the effective protection of personal data.
6. What is the process of judicial review of anti-discrimination cases?

6.1 Admission

" Arkadiusz Lach, Problem kryminalizagi naruszenia preepiséw rozxporzadzenta ogdinego w sprawie ochrony danych
osobowych, MOP 2017, no. 22, site 1191.

#12 Official Journal of Laws Dz.U.2020, position 1444; Official Journal of Laws Dz.U. 2020, position 30.

3 Matgorzata Zimna Odpowiedzialnosé karna 3a narnsgenie ochrony danych osobowych, Prokuratura i Prawo 2020/
no.1/site 57.

14 ibid

3 ibid
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In Poland, anti-discrimination cases are frequently resolved within the scope workplace,
unit in which they occur, and each unit has its forms of dispute resolution, i.c.
anti-discrimination regulations, good codes practices, special offices for anti-discrimination
matters. In case of inability to resolve the dispute within the entity, we turn to the court.
There are several ways to choose from, including civil action for compensation for
discrimination on the basis of the so-called regulation on anti-discrimination, mediation
proceedings, conciliation, civil action for infringement of personal rights, criminal
proceedings. Particularly noteworthy is the attitude of the academic community associated
with innovations. There is a trend among universities in Poland on the popularization of
this issue. There have recently arisen special regulations proceeding sin cases of
anti-discrimination at the University of Warsaw.*'® At many universities, there are rectors'
plenipotentiaries for discrimination. This practice has also been developing among
technical universities implementing projects in the field of artificial intelligence, robotics

and widely understood new technologies.*” #!% #

In Poland, there are many acts concerning the legal rights of anti-discrimination, in which

legal norms of this nature appeat.

- the Act of 3 December 2010 on the implementation of certain provisions of the
European Union in terms of equal treatment, the so-called anti-discrimination act

- the Act of 26 June 1974 - Labour Code

- the Act of 20 April 2004 on promotion of employment and on labour market institutions
- the Act of 23 April 1964 - Civil Code

- the Act of 6 June 1997 - Penal Code

- the Act of 20 May 1971 - Code of Petty Offenses

- the Act of 19 August 2011 on sign language and other measures of communicating

- the Act of 24 April 2003 on public benefit activity and

volunteering

- the Act of 23 May 1991 on Trade Unions

In terms of court procedures, the law procedural in specific areas is worth familiarizing
with. In the context of the development of this branch of law in Poland, the Polish law

soclety is very active in anti-discrimination.
6.2 What is the process of judicial review of anti-discrimination cases?

In Poland, the anti-discrimination procedure is not specified on the judicial level.

Everything is settled in terms of civil proceedings or criminal cases. Some cases are

16 Zarzadzenie Rektora UW w sprawie Procedury antydyskryminacyjnej na Uniwersytecie Warszawskim z
dnia 31 sierpnia 2020 roku.

#7 Zarzadzenie nr 176/2020 Rektora Politechniki Warszawskiej z dnia 22 grudnia 2020 . w sprawie
przeciwdziatania mobbingowi i dyskryminaciji w Politechnice Warszawskiej.

#18 Zarzadzenie nr 50/2019 Rektora Politechniki ¥.6dzkiej z dnia 23 wrzesnia 2019 w sprawie wprowadzenia
regulaminu praktyk antydyskryminacyjnych w Politechnice f.6dzkie;j.

#9 Zarzadzenia nr 4 Rektora Uniwersytetu w Bialymstoku z dnia 9 kwietnia 2014 r. w sprawie wewnetrznej
polityki antymobbingowe;.
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brought to administrative courts or Local Government Boards of Appeal when, for
example, an administrative decision causes unequal treatment. However, in the so-called
anti-discrimination act, there are two detailed bodies dealing with this subject. That is the
Ombudsman and Government Plenipotentiary for Equal Treatment. However, only and
exclusively. The Ombudsman is an independent body in the performance of its tasks from
the so-called anti-discrimination law. Ombudsman, in the context of the political system, is
defined as the supreme body, at the highest level of the state organization, functioning as
an independent body. It is independent of the executive and judiciary over which it is not

entitled to any means to direct its activities.”

Within the framework of the previously mentioned procedures, it is possible to appeal to a
higher court or a cassation appeal to the Supreme Court. These non-governmental

organizations may participate in the proceedings.

6.3 Which bodies conduct such review?

As a rule, higher courts, i.e. the Court of Appeal or the Supreme Court for criminal or civil
discrimination cases. Whereas in the case of discrimination in administration it is the
Provincial Administrative Court and Supreme Administrative Court. These are adjudicative
bodies. In exceptional circumstances, it is the Constitutional Court which upon request
made by The Ombudsman for Citizens' Rights interprets the law provided that the
provisions introduced by the legislator are discriminatory and inconsistent with Art. 32
Constitution of the Republic of Poland.*' In ordinary cases of a civil nature, inspections
are carried out by the court of second instance as above, and as the last resort by the
Supreme Court, which can cancel previously issued sentences and order a new

consideration of the case.

6.4 What are the elements that are taken into consideration when such review is

conducted?

The Polish system adopted a full appeal system with certain limitations. The appeal
procedure is of a verification and control nature, but it also retains an examination nature -
the court of second instance has full jurisdictional freedom limited only by the limits of the
appeal. The appeal court is not only entitled but obliged to reconsider all the collected
material and make a proper legal assessment of it and in case of noticing errors to repair
the violations found. The court of second instance may omit new facts and evidence if the
party could invoke them in court proceedings first instance unless the need arose
afterwards. Court of the second instance adjudicates on the basis of the material collected
in the proceedings in first instance and on the appeal. The main elements that are taken

into account by the court are violations of substantive law in the course of trial or

#0 A. Gajda, Directions of development of the institution of the Human Rights Defender in Poland, Warsaw
2013, p. 86.
*#! Tuleja Piotr (red.), Konstytucja Rzeczypospolitej Polskiej. Komentarz.
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procedural errors. Importantly, errors and violations must have a significant impact on the

edition decision so that the decision can be changed.*
0.5 Does the review constitute effective protection against discrimination?

As a rule, yes,” although the awareness of Polish people has assessed citizens very low as
to situations in which they are legally protected against discrimination. The situation is
slightly better when they understand when they are dealing with discrimination, although it
is very difficult for the majority of Polish citizens to indicate a specific legal situation in
which they have the possibility of legal protection and asserting their rights. On the other
hand, as a result of misunderstanding and too low level of education in this matter there
are cases in which a natural person claims to be discriminated against while under the law

and objective assessment of the court in a given case there has been no discrimination.

0.6 What is a considered role of the technical aspects that result in discrimination (such as

algorithmic bias)?

This is a relatively new topic in Poland. One of the latest topics that concern the issue of
discrimination in state pensions was raised by a certain group of citizens. Although the
current jurisprudence suggests that algorithms included in legal acts created by the
legislator are usually equal and meet the constitutional norms resulting from Art. 32

constitutions as of EU legislation.**
0.7 How are these problems tackled?

Cases in this area are usually settled in favour of the employee. One of the most
well-known cases of last year was a trial between a former employee and Amazon - using a
special motivational algorithm. Finally, to the employee's advantage, the Court found the

algorithm unlawful.**

7. Does your country have any specific regulations on Advanced Digital
Technologies, such as big data, artificial intelligence (AI), Internet of

Things (IoT) and/or encryption?

Currently, in Poland, there exists an area of law dedicated to the new technologies, called
the new technologies law, which can be defined as “a set of legal norms that relate to the

areas of necessary adjustment, in the sphere of relations of both public and private nature,

22 Manowska Malgorzata (red.), Kodeks postepowania cywilnego. Komentarz. Tom 1. Art. 1-477(16), wyd.
I\Y
3 "right anti-discriminatory in practice of Polish common courts " Monitoring report edited by Monika
Wieczorek and Katarzyna Bogatko, 2013, Polish Anti-Discrimination Society p. 20

#4 (11T AUa 870/18 - judgment of the Court of Appeal in Warsaw with

30 July 2020).

#3" Amazon przegral w sadzie z bylym pracownikiem. Chodzi o system oceniania" M.Adamski,
Rzeczpospolita dostep 26 February 2020.
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directly influenced by new technologies.”*** The law of new technologies comprises of,
inter alia, personal data protection law, copyright and related rights law, industrial property
law, e-commerce law, consumer law, competition law, data and cyber law. This field includes
a wide range of other fields of law in which regulations can affect the protection of certain
rights in connection to the newly emerging technologies. Thus, there are no specific acts
that cover the new technologies, including advanced digital technologies, such as big data,
artificial intelligence, Internet of Things and encryption by the means of regulations
distinctly and directly targeting them. Notwithstanding, Polish law tackles given subjects
through vertical regulations in several legal acts.*” The following short analysis aims to
provide a few examples of such vertical regulations in relation to big data, artificial
intelligence, the Internet of Things and encryption as mentioned in the question in the

subject.

What is necessary to be mentioned is that Poland is a part of the European Union and
consequently falls under the EU law directly. Hence, in some parts of the below analysis
this fact is more or less underlined. However, this section focuses on answering the
question of whether Poland has its own specific regulations regarding Advanced Digital

Technologies.
7.1. Big data

In the Polish legal system, there is no legal definition of big data and special regulation
dedicated to such.

7.1.1. Big data as an infringer of rights.

Poland, as a member of the European Union, implemented General Data Protection
Regulation (GDPR).** Regarding GDPR in relation to big data, we can talk about Article 6
(1) GDPR and the processing of the data under certain circumstances. If it concerns big
data, we may take into consideration only 4 out of 6 subpoints:*’

“(a) the data subject has given consent to the processing of his or her personal data for one
or more specific purposes;

(b) processing is necessary for the performance of a contract to which the data subject is
party or in order to take steps at the request of the data subject prior to entering into a
contract;

(c) processing is necessary for compliance with a legal obligation to which the controller is

subject;

#6 Chalubifiska-Jentkiewicz K., Karpiuk M. “Prawo nowych technologii. Zagadnienia Wybrane.”, Wolters
Kluwer, 2015, p.21.

427<https: / /www2.deloitte.com/pl/pl/pages/doradztwo-prawne/articles /Internet-Rzeczy-ochrona-prywatn
osci-a-bezpieczenstwo-danych.html> accessed 21 February 2021.

8 REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of
27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the
free movement of such data, and repealing Directive 95/46/EC.

429<https: / /www.twobitds.com/pl/news/articles/2019/poland/190611-przetwarzanie-danych-osobowych-w
-kontekscie-big-data> accessed 25 February 2021.
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(f) processing is necessary for the purposes of the legitimate interests pursued by the
controller or by a third party, except where such interests are overridden by the interests or
fundamental rights and freedoms of the data subject which require protection of personal
data, in particular where the data subject is a child.”*"

In accordance with GDPR's data protection impact assessment, big data could also be
subject to Article 35 (1) GDPR, which mentions direct new technologies, as well as

Articles 35 (3), 35 (4) and 35 (5).%!

We can also talk about big data in the context of telecommunication law. Poland has its
Telecommunication law Act from 16 July 2004, implementing a number of European
Union directives. It is worth taking a look at Article 173" which says that “storing
information or accessing information already stored in the telecommunication final devices
of the subscriber or end-user is allowed, inter alia, only if person is directly informed in an
imbigenous and understandable manner about the purpose of storing and accessing this
information, as well as about the possibility of defining the conditions of storing accessing
the information through the settings of software installed in the telecommunication device

ot service configuration.”*’

7.1.2. Big data as the subject of protection.

When talking about big data as the subject of protection, what could be taken into
consideration is the protection under the copyright law or in the context of sui generis as
the data sets or databases.* The database created as a result of using big data technology
could be recognised as the ‘work’ on the basis of Polish copyright law.**** In Poland, there

1437

also exists the Protection of Databases Act from 27 July 2001™" and big data could be

attached under the protection of the databases, which gives them special protection under

the copyright law, however, it is not common practice.”®

7.2. Artificial Intelligence

430 GDPR, Article 6 (1).

i <https:/ /www.twobirds.com/pl/news/articles/2019/poland/190611-przetwarzanie-danych-osobowych-w
-kontekscie-big-data> accessed 25 February 2021.

432<https: //interaktywnie.com/biznes/newsy/biznes/wykotrzystanie-big-data-a-prawo-o-tym-trzeba-pamieta
c-255981> accessed 25 February 2021.

#3 Ustawa z dnia 16 lipca 2004 . Prawo telekomunikacyjne (Dz.U. 2004 nr 171 poz. 1800) (Act of 16 July
2004 on telecommunication law).

Bi<https:/ /bartakalinski.pl/artykuly/big-data-cz-i-big-data-a-prawo-autorskie-i-ochrona-sui-generis-baz-dany
ch/> accessed 25 February 2021.

435 See Ustawa z dnia 4 lutego 1994 r. o prawie autorskim i prawach pokrewnych (Dz.U. 1994 nr 24 poz. 83)
(Polish Copyright and Related Rights Act).

HB6<https:/ /itwiz.pl/analizy-big-data-wlasnosc-intelektualna/> accessed 25 February 2021.

#7 Ustawa z dnia 27 lipca 2001 t. o ochronie baz danych (Dz. U. z 2019 . poz. 2134). (Polish Protection of
databases Act).

H8<https:/ /www.twobirds.com/pl/news/articles/2019/poland/190611-przetwarzanie-danych-osobowych-w
-kontekscie-big-data> accessed 25 February 2021.
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In the Polish legal system, the legal definition of Artificial Intelligence (AI) does not
exist.”” Thus, Poland has not developed its own regulation tackling the topic of Al directly.
However, we could talk about Artificial Intelligence in the context of intellectual property
law. Al itself could be protected as ‘work’ in the light of the Polish Copyright and Related
Rights Act. Besides that, the relevance of the GDPR (as the act implemented into the
Polish legal system) in relation to Al in the light of intellectual property could be
mentioned. For example, Article 25 GDPR. The relation of Article 25 GDPR and Al, is
that “the essence of the privacy by design is the obligation of the controller to include the
protection of the personal data already in the design phase of the specific solution, service

or system based on the AL”*

7.2.1. For the future of Al in Poland.

Polish Ministry of Digitalization in 2018 created a document called ‘Assumption for the Al
strategy in Poland. Action plan of Ministry of Digitalization’. The document sets goals that
should be achieved by the governmental administration, which are: ensuring effective
protection of fundamental rights, effective acquisition of knowledge about the social
effects of Al setting ethical standards for Al, supporting high-quality legislation to regulate
the areas where Al could be used.*! The document undetlines the conclusion of the expert
group which analysed selected legal issues. The conclusion states that the country should
focus on such aspects as: “ensuring the protection of human rights, ensuring wide access to
data in full compliance with the data protection rules, as well as protection of consumers
rights in connection to use of Al, defining the rules and conditions for the use of Al in
process of concluding contracts, considering introducing the support system for the people

who will lose their job due to implementation of AL

The governmental administration decided to create another document entitled ‘Policy of
Development of Artificial Intelligence in Poland for the year 2019-2027" which was
introduced as a project for public consultations. In the document, it is underlined that the
creation of legal definition is at the most important, especially to be able to set the rules for
liability of the damages caused by Al and in the context of intellectual property of the
works created by the AL

Poland is in favour of the technical definition. Moreover, the country stands on the
position that Al shall not have a legal personality, as well as the meaning of Al in the field
of intellectual property law should be divided on the Al in narrow meaning (as softwares,
hardwares) and Al in large meaning (as works created using this programmes), when the IP

rights are in question.*” In the text, it is also mentioned that in the issue concerning

P <https://fintek.pl/aspekty-prawne-w-polskiej-polityce-rozwoju-sztucznej-inteligencji/> accessed 25
February 2021.

#0 Lubasz, D., Chomiczewski, W., “Privacy by design a sztuczna inteligencja”, Monitor Prawniczy 20/2020, 9.
#1 «“Zalozenia do strategii Al w Polsce. Plan dzialania Ministerstwa Cyfryzacji.”’, Warsaw, 9 November 2018,
120.

2 ihid, 120-121,

3 «Polityka Rozwoju Sztucznej Inteligencji w Polsce na lata 2019-2027”,Warsaw, 20 August 2019, p.42-43.

150


https://fintek.pl/aspekty-prawne-w-polskiej-polityce-rozwoju-sztucznej-inteligencji/

liability for damages caused by the Al there should be introduced a compromise which
could be “introducing an adequate liability for product liability or introducing a separate
liability regime for damages caused as a result of activities of artificial intelligence.”*** The
government also proposes rules for public administration in regards to financing the
development of Al by grants, help for start-ups, or any other public/governmental
programmes, as well as setting some standards in regards to norms, certification and data

administration.*?

7.3. Internet of Things

In the Polish legal system, there is no legal act that covers Internet of Things technology in
any specific regulation on that matter. Notwithstanding, the Polish law tackles the Internet
of Things subject (it is not mentioned directly) through vertical regulations in multiple legal

446

acts.”” Those legal acts concern the legislation in the fields of cybersecurity, data protection

and privacy, civil law and liability for damages, and intellectual property law.*’
7.3.1. Cybersecurity legislation

Main legal acts:

- Act of 5 July 2018 on the national cyber security system (ustawa z dnia 5 lipca 2018
r. o krajowym systemie cyberbezpieczenstwa)

- Regulation (EU) 2019/881 of the Eutopean Patliament and of the Council of 17
April 2019 on ENISA (the European Union Agency for Cybersecurity) and on
information and communications technology cybersecurity certification and
repealing Regulation (EU) No 526/2013 (Cybersecurity Act)

7.3.2. Data protection and privacy

- Regulation (EU) 2016/679 of the Eutopean Patliament and of the Council of 27
April 2016 on the protection of natural persons with regard to the processing of

personal data and on the free movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation)

7.3.3. Civil law and liability for damages

- Polish Civil Code (Ustawy z dnia 23 kwietnia 1964 r. Kodeks cywilny), Article 449"
(the liability caused by the product)

7.3.4. Intellectual property law

- Polish Copyright and Related Rights Act (Ustawa z dnia 4 lutego 1994 r. o prawie

autorskim 1 prawach pokrewnych) - the question from the perspective of the buyer

4 ibid, 44.

5 ibid, 45.

Ho<https:/ /www2.deloitte.com/pl/pl/pages/doradztwo-prawne/articles /Internet-Rzeczy-ochrona-prywatn
osci-a-bezpieczenstwo-danych.html> accessed 25 February 2021.

M7 <https: digitalandmore.pl/iot-regulacjeprawne/> accessed 25 February 2021.
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of IoT device, especially computer programs installed in these devices and the right
to use those programs as well as the possibility to dispose of such device, but also

the issue of making it available for use by third parties.**®

7.4 Encryption

In Poland, there is no special regulation dedicated to encryption.

Poland as a part of the European Union was obliged to incorporate the GDPR into its
legal system. The encryption requirement is based on the GDPR. According to article 30
GDPR “the record of processing activities shall contain where possible, a general
description of the technical and organisational security measures referred to in Article
32(1).* Following that, according to Article 32 GDPR, encryption is one of the good

ways to achieve an appropriate level of security of protection of certain data.*”’

Another legal act of the EU, which Poland was obliged to incorporate into its national
legislation, is the Directive (EU) 2016/1148 of the European Patliament and of the
Council of 6 July 2016 concerning measures for a high common level of security of
network and information systems across the Union (NIS Directive). As the NIS Directive
is an example of the act, which ensures the minimum harmonisation within the EU, Poland

transposed it through several acts:

- Act of 5 July 2018 on the national cybersecurity system,

- Regulation of the Council of Ministers of 11 September 2018 on the list of essential
services and thresholds for the materiality of incident’s disruptive effect for the provision
of key services (Rozporzadzenie Rady Ministrow z dnia 11 wrzesnia 2018 r. w sprawie
wykazu uslug kluczowych oraz progéw istotnosci skutku zakldcajacego incydentu dla
$wiadczenia ustug kluczowych),

- Regulation of the Council of Ministers of 31 October 2018 on the thresholds for
considering an incident as serious (Rozporzadzenie Rady Ministrow z dnia 31 pazdziernika
2018 1. w sprawie progdw uznania incydentu za powazny),

- Resolution No. 125 of the Council of Ministers of 22 October 2019 on the Cybersecurity
Strategy of the Republic of Poland 2019-2024 (Uchwata nr 125 Rady Ministrow z dnia 22
pazdziernika 2019 r. w sprawie Strategii Cyberbezpieczenstwa Rzeczypospolitej Polskiej na
lata 2019-2024).

Article 14 (1) of the NIS Directive states the security requirements for the operators of
essential services. In this regard, the Polish legislator in the Act of 5 July 2018 on the
national cybersecurity system sets the obligations on the operators of essential services
(OES) in its Article 8 “to implement safety management system in the information system,

29451

which has to provide inter alia: “implementation of technical and organizational

8<https://digitalandmore.pl/iot-regulacjeprawne/> accessed 25 February 2021.
“ GDPR, art.30 (1)(g).

0 ibid art.31 (1)(a).

#1 Act of 5 July 2018 on the national cybersecurity system, Article 8.
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measures appropriate and proportional to the assessed risk”,** “use of mechanisms
ensuring confidentiality, integrity, availability and authenticity of the data processed in the
information system.”*> The legislation does not mention the exact security systems leaving

the margin of interpretation to the OES.

The Polish legislator is not able to approach the development of new advanced digital
technologies on their own.” The Polish legal system is not modernized enough to
accommodate the digital transformation of technology. Taking small steps toward
modernization (e.g. documents discussing the Al issue), it can be noticed that the country
prefers and relies mainly on the development of European legislation in regards to

regulation of new technologies.

8. Does your country’s legislation require encrypted personal messages

to be decrypted and accessible for criminal investigations?

8.1. Access to personal messages.

As mentioned earlier, there are no regulations in Polish law relating to the ‘encryption’ of
data. However, there are provisions in the Polish legal order that regulate the admissibility
of inspection and recording of conversations by services for the purposes of criminal
proceedings. According to Article 237 of the Code of Criminal Procedure, the court after
the initiation of proceedings may, at the request of the prosecutor, order the inspection and
recording of the contents of telephone conversations to detect and obtain evidence for the
ongoing proceedings or to prevent the commission of a new crime. The inspection is only
permissible for strictly defined offences in the law, which include inter alia murder,

exposure to general danger or bringing about a catastrophe, abduction of a person etc.

Control of correspondence and telephone conversations shall be admissible with respect to
the suspect, the accused and the victim or any other person with whom the accused may
have contact or who may have a connection with the perpetrator or the threatening crime.
Evidence obtained as a result of such control shall be subject to use in proceedings upon
the decision of a prosecutor. Article 237a, however, leaves no doubt that evidence obtained

in violation of the law will not be admissible in the proceedings and shall be destroyed.*”

Article 240 of the Code of Criminal Procedure also allows the person subject to the
inspection to file a complaint against the court's decision in which they may demand that
the legality and legitimacy of the inspection are investigated. Importantly, they can also

demand the destruction and deletion of records of correspondence and other evidence at

2 ibid, art 8 (2).

43 ibid, art 8 (5)(a).

#4 prof. ALK dr hab. Przemystaw Polaniski, “Inwigilacja, dostepnosé, blockchain i sztuczna inteligencja:
pytania o kierunki rozwoju prawa nowych technologii w erze rewolucji internetowej”’, Monitor Prawniczy
MOP 2019, Nr 2, s.110.

#5 Kala Dariusz (red.), Zgoliaski Igor (red.), Postepowanie przed sadem 1 instancji w znowelizowanym
procesie karnym; Opublikowano: WKP 2018.
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the end of pre-trial proceedings if the inspection of the conversations did not provide any

evidence of a crime at all.**

In conclusion, while in certain cases the law allows for inspection and access to Internet
correspondence for the purposes of an investigation, there are no detailed regulations
concerning the obligation of services to decrypt and allow access to messages and
correspondence. In particular, there are no legal regulations that would impose such

obligation on telecommunication providers or other entities such as the police, etc.

Regarding these issues, it is also worth mentioning the so-called Surveillance Act which,
although it does not contain regulations relating to downloading or decrypting
telecommunication data, gives the services broad powers to remotely search devices and
media with the consent of the court. In the regulations on the police or the Internal
Security Agency and the Intelligence Agency, there are no provisions that would oblige the
services to inform a person about activities related to inspection or to submit requests to

service providers for access to electronic correspondence.

There is no doubt that operational control is used by secret services around the world. In
particular, the possibility of the services gaining access to increasingly sophisticated
surveillance tools, which combined with the vague provisions on operational control pose
the risk of too far-reaching surveillance, raises concerns. At risk are also freedom of
speech, the right to privacy, and even freedom of assembly - values which protection is

fundamental in a democratic society.

9. Has your country reached an adequate balance between allowing

digital advancements and protecting human rights online?

9.1 Protection of human rights online

There is no exception to validating human rights in cyberspace. According to the
statements presented in the Recommendation CM/Rec(2014)6 of the Committee of
Ministers to member States on a Guide to human rights for Internet users,”’ every
Internet user has “a legitimate expectation that its services are accessible, provided without
discrimination, affordable, secure, reliable and ongoing. Furthermore, no one should be
subjected to unlawful, unnecessary or disproportionate interference with the exercise of

their human rights and fundamental freedoms when using the Internet.”

Thus, Poland as a member of the Council of Europe is obliged to ensure human rights
protection in the context of Internet use. Furthermore, human rights guarantees are

included in the abovementioned acts such as the Constitution or GDPR.

#6 Kardas Piotr (red.), Sroka Tomasz (red.), Wrébel Wlodzimierz (red.), Pasistwo prawa i prawo karne. Ksiega

jubileuszowa Profesora Andrzeja Zolla, tom II; Opublikowano: WKP 2012.

#7 Recommendation CM/Rec(2014)6 of the Committee of Ministers to member States on a Guide to human
rights for Internet users (Adopted by the Committee of Ministers on 16 April 2014 at the 1197th meeting of
the Ministers’ Deputies.
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This part of the report presents selected cases concerning human rights applicable online
in Poland, which may be an interesting illustration of the condition of human rights

protection in times of new technologies development.

It should be borne in mind that new technologies affect human rights in the offline sphere
both positively and negatively. An example of various threads caused by the use of
advanced technology may be audio-video monitoring, omnipresent in public (but also in
private) space, although an average citizen is clueless about how and by whom their data is

processed.”®
9.2. The right to access to the Internet and the right to the public information

Undoubtedly, one of the human rights strongly bound to cyberspace is the right to
participate in it. More than 86% of households in Poland had Internet access in 2019.*” It
may seem obvious that there is access to the network, especially among younger people.
However, the legal system still lacks regulation on that right, that is why it shall be derived
from the Constitution and other acts. Article 61 of the Constitution sets out the right to be
informed about activities of public authorities, which is broadened in Act of 6 September
2001 on access to public information (Act of access).*® Pursuant to Art. 8 of the Act of
access, public information is published in the ICT system of the Public Information
Bulletin (BIP). To public information belong information about the functioning of data

authorities, competencies of the officers, bills and acts, public property.

To ensure access to public information, connection to the global network shall be
guaranteed. However, it does not indicate free access to any citizens’ claim against the state
to connect them to the Internet in every household. Nevertheless, public authorities shall
take steps to develop appropriate technical infrastructure to allow uninterrupted and

instant connection to public information.

9.3. The right to privacy online

Pursuant to many international provisions as well as to Art. 47 of the Constitution, every
person has the right to privacy. Despite such detailed regulation of that matter, it remains
one of the biggest threats to human rights violations online. It needs to be noted that
advanced technology to efficiently achieve purposes may require lower privacy protection.
A significant example is the worldwide use of cross-tracking applications to observe the
spread of the SarsCoV-2 virus among society. The Polish government has provided an
application regarding the cross-tracking of citizens and collecting their data - ProteGO
Safe. After heavy criticism regarding the first version, it is now recognized as safe in the

matter of processing data; it does not collect data on geolocalisation, provides encryption

#8<https:/ /panoptykon.org/monitoring-wizyjny>, access 15/03/2021, Wskazéwki Prezesa Urzedu Ochrony
Danych Osobowych dotyczace wykorzystywania monitoringu wizyjnego, Czerwiec 2018.

9 Spoleczeristwo informacyjne w Polsce w 2019 r., Gtéwny Urzad Statystyczny 2020

0 Journal of Laws 2001 No. 112 item 1198 as amended.
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of transmitting data and processes it only on the device of the user.*' Despite the large and
expensive information campaign, as well as consultations with experts to improve privacy
protection, ProteGO has not met expectations and does not ensure effective monitoring of
social contacts during the pandemic. The reason for that is the growing distrust of the
citizens to share data with the Polish government. What shall be noted is the worldwide
suspicion concerning tracking systems used by governments to monitor virus spread — and
in the opinion of many people — to surveillance society during and after the pandemic.
Polish people are no exception in that case. The situation is aggravated by the fact that not
just states provide official tracing technology but also private global firms such as Apple or
Google. For some reason, that makes people even more worried about their privacy.
According to MIT’s Covid Tracking Tracker, governments’ applications vary with the level
of transparency, data minimalisation and obligation of use. The Polish ProteGO Safe’s

latest version is described as ‘more secure’ than the first strongly criticised version.*”

It should be noted that the right to privacy may also be limited by operational and
investigative activities of the secret service and police, which use various new technologies
to receive information and evidence. Such unexpected surveillance meets the objections of
society. On the other hand, new technologies allowing wiretapping, correspondence
control and tracking are necessary to fight crime and terrorism and need to be justified as a
key to ensuring state and public security. Nevertheless, the main threat and doubt regarding
that matter is the scope of surveillance. It should be highlighted that not just the ‘object of
observation’ is under surveillance but every person around it. The problem of surveillance
is generally conducted by the Polish secret services and policy is examined by the
European Court of Human Rights. Non-government organisations and the Polish
Ombudsman have signalised through the years that the Act of 10 June 2016 on

5 and the Act of 6 April 1990 on the Police*** provide extensive

anti-terrorist activities*
surveillance measures without appropriate control. Another controversial issue is —
officially unconfirmed by the government - Pegasus, an advanced spy system that
supposedly has been bought by one of the secret services in order to fight terrorism. The
purchase of Pegasus has been noticed by a Canadian research group yet only a few Polish
politicians informed about it. What is interesting about this spy system is it is almost
undetectable. It can be installed wirelessly on any electronic device and gets free access to
the camera, microphone, files, contacts, and activity on the Internet. Eventually, it removes
itself from the device, leaving no trace behind. Despite politicians’ statements that Pegasus
is in fact no mass surveillance system, information about such control measures has

electrised society because there is no evidence of the fact that one has been under such

“l<https:/ /panoptykon.org/ czy-instalowac-protego-safe> accessed 25 February 2021,

<https:/ /www.gov.pl/web/protegosafe> accessed 25 February 2021.

#2 MIT Technology Review,

<https://www.technologyreview.com/2020/05/07/1000961 /launching-mittr-covid-tracing-tracker/>,
accessed accessed 5 February 2021.

* Journal of Law Dz.U. 2016 poz. 904.

** Journal of Law Dz.U.2020.360 t.j.
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detailed surveillance. The issue has been examined by the Polish Ombudsman with a group

of experts.*®

The necessity of using efficient measures, including advanced technology, by secret services
in order to fight crimes and terrorism and improve the protection of the state and its
citizens, should be emphasised. Nevertheless, the security conditions shall not lessen the
importance of the right to privacy and other human rights ensured in the Constitution and

international provisions. It always has to be a compromise between these principles.
9.4. The omnipresence of new technologies and question of equal access

Polish public authorities see the necessity of applying new technologies into daily life.
Undoubtedly, such tools as digitisation of justice and administrative matters, electronic
evidence in proceedings positively influence ensuring the effective relationship between the
state and its citizens. On the other hand, in some cases, the desire to develop diminishes
the human right to equal treatment. Once again, it occurs clearly during the struggle with
the Covid-19 pandemic, which demands effective, transparent and affordable tools to
provide information and collect data on patients, infected, cured, convalescents and willing
to vaccine.* However, not every citizen, especially the elderly, has digital skills to fulfil the
online form and use an e-mail box or at least someone on their side who could help them
in that matter. Notwithstanding, the Polish government has assumed that in the era of new
technologies every citizen has the appropriate electronic devices, digital knowledge of using
them, the abovementioned access to the Internet. Because of the same assumptions, the
tracking system for smartphones has been provided as well as the model of remote school
education through internet platforms. International organisations such as UNICEF in
Poland highlight that states shall provide infrastructure for organizing remote education
and counteracting the phenomenon of digital exclusion of children and teachers.*” The
shortage of equipment and Internet access is felt by the poorest families, more often in the
countryside than in the city.*® It should be noted that many duties and activities are
required from people that in many cases cannot afford them because of increasing digital
inequality or even of digital discrimination in the matter of access to education, health

services, information.
9.5. Conclusion

That said, Poland has not reached an appropriate balance between using new technologies
and ensuring human rights protection online yet. Uncontrolled activities of the special

services in order to secure the state and its citizens raise doubts about the bounds of mass

%5 How to saddle Pegasus, Commissioner for Human Rights’s Bureau, 2019,

<https:/ /www.rpo.gov.pl/sites/default/ files/ HOW%20TO%20SADDLE%20PEGASUS%:20%280SI0OD
%C5%81A%C4%86%20PEGAZAY29.pdf> accessed 25 February 2021.

#6< https:/ /www.gov.pl/web/szczepimysie/ zgloszenia> accessed 25 February 2021.

467<https: / /unicef.pl/co-robimy/aktualnosci/dla-mediow/edukacja-zdalna-w-czasie-pandemii> accessed 25
February 2021.

8 M. Zaporska, Sukces czy porazka zdalnego nauczania? Forum Idei Fundacja Batorego, 2020
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surveillance. The Covid-19 pandemic challenges Poland, like every other country with the

issue of compromising sufficiency, transparency and equality of taken activities.

At the same time, Polish law does not succeed in following the rapid development of new
technology.*” Significantly, general matters of human rights protection in cyberspace, mass
surveillance, specific advanced digital technologies, data protection are regulated (or at least
planned to be) at the EU level and Poland as a Member State takes steps only to implement
them.It is to strongly emphasize the specific nature and broad scope of GDPR, which is
applicable in every matter related to personal data, including advanced digital technology
issues. Additionally, the abovementioned new technologies injustice and administrative
proceedings, as well as other sectors, still require appropriate legal amendments and human

rights safeguards to meet the efficiency.

10. Based on your analysis, how do you believe that legislation
regarding the area of protecting human rights online will develop in the

upcoming five years?
10.1. The importance of regulation

What is law and why do we need it? That is one of the most substantial questions of
society and certainly one of the most difficult ones. Humans did not manage to agree upon
a certain, common, clear definition of the law. However, we can describe the system of
legal norms at least by specifying what it does and what it provides to society.

To loosely translate the description of the legal norms system provided by one of the
greatest Polish lawyers Zygmunt Ziembinski “The system of legal norms is characterized as
an ordetly set of general norms ordering or prohibiting a certain behaviour either directly

or by granting certain entities legislative powers.”470

The main task of law is to regulate - to tell certain individuals what one can and what one
cannot do and to connect such regulations with the authority of The State in order to
assure citizens that they will always be provided, alongside other things, with justice as said
in the preamble of The Constitution of the Republic of Poland established “as the basic

law for the State, based on respect for freedom and justice.”*”!

The task of providing individuals with justice lies in the hands of separate power,
independent of other branches of power - the Supreme Court, the common courts,

administrative courts and military courts.*”

10.1.1. The fight of judicature against the lack of comprehensive regulation

#9 prof. ALK dr hab. Przemystaw Polatiski, Monitor Prawniczy MOP 2019, Nr 2, 5.110

10 TWORZENIE A STANOWIENIE I STOSOWANIE PRAWA”?, ZYGMUNT ZIEMBINSKI, in
RUCH PRAWNICZY, EKONOMICZNY I SOCJOLOGICZNY Rok LV — zeszyt 4, (1993 r.).

7! Konstytucja Rzeczypospolitej Polskiej z dnia 2 kwietnia 1997 . (Dz. U. Nr 78, poz. 483 z p6zn. zm.).
72 ibid, art. 175
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Ensuring justice is no easy task. Every filed case has to be ended with a final judgment and

that judgment has to be based on applicable provisions of law.

The process of application of the law is a complex task. One of the most important steps
everyone that applies the law has to start with is finding the right norms that regulate the
considered singular legal situation of a certain legal entity. That is why good, well-versed,
thoughtfully established legal norms can vastly improve the process of applying the law

and in consequence, ensure that every entity is treated in the same way.

Every field of life is regulated by the law and every norm in the legal system is derived
from a norm established in the Constitution since, as it is written in the Constitution itself

“The Constitution shall be the supreme law of the Republic of Poland.”*”

Some fields of human activity are regulated by more specific norms usually collected in acts
dedicated to regulating the specific field. The purpose of all the norms in any act of law is
to ensure that constitutional values are applied. For instance, Article 38 of The
Constitution of the Republic of Poland states that “The Republic of Poland shall ensure
the legal protection of the life of every human being.” but there are numerous regulations

in The Penal Code that articulate that law in-depth.

Unfortunately, not every field of human activity is comprehensively regulated by the
legislator. That is when the search for norms that can be applied in a certain legal problem

is much more difficult but not impossible.

As mentioned above, every norm has its roots in fundamental values expressed in other
norms. That is why it is allowed, assuming that the system of norms is always based on
certain consistent axiological values, to conclude that a certain norm is applicable and

binding even if it is not directly expressed in a form of a written provision of law.

The way of solving the problem that the lack of norms directly regulating certain
behaviours is - is to conclude that based on existing norms (or their axiological
justification), it is explainable that a different norm also exists. There are many ways of
coming to such a conclusion, based on inferential reasonings, shaped by the legal

doctrine.*’
10.1.2. The threat of facing the lack of comprehensive regulation

It is possible to solve a legal problem without a written provision of law but to do so is no
easy task and more importantly, not every conclusion is going to be the same. That poses a
threat to the everyday life of the citizen living in a country governed by the legal system of
civil law. How? In the civil law system, the legal doctrine fills the ‘small’ holes in the legal
system created by the legislator. It is not and never will be the task for the legal doctrine to

make law in the sense of legislation.

473 ibid, art 8.
% M. Zielifiski, Wyktadnia prawa, Warszawa 2017.
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As mentioned before, the legal doctrine is equipped with some tools allowing it to answer
some important questions in the process of applying the law. However, these tools are not
suitable to answer the questions that should be answered by the legislator. There are issues
that are said to be “of a grounded position in the doctrine” as well as the ones that are said
to be “in the dispute of the doctrine.” The role of the legislator is to provide the legal
system with clear, definitive answers - norms. Some issues cannot be left for the doctrine
to dispute and need to be answered by The Sovereign (The People, represented by the
legislator expressing the will of The Nation).

Leaving the questions unanswered creates a dangerous situation for everyone - a situation
where one's fate can be decided not by the norms expressed in a form of a written
provision of law, that is to be decided by the court, but by the doctrine, that can be in
dispute. That poses a threat to the legal system itself as that is how it can become unstable,

unreliable and no longer trusted.
10.2. What needs to be regulated?

There are areas of human rights that are quite well-regulated when it comes to the aspect
of comprehensiveness, such as, mentioned in the second main question of this paper, area
of protecting personal information, regulating the right to access, modify and remove
specific kinds of personal information - a form of protecting the right to privacy. There
are, however, fields in the Polish legal system, as in any legal system, that need
improvement. Some more than others - here are the fields of law that need improvement

in order to effectively protect human rights online.
10.2.1. The field of Artificial Intelligence - big questions unanswered.

It is important to state at the very beginning that Artificial Intelligence (Al) is a new area of
research not only for law studies but for any studies - from philosophy to robotics.
However, the fact that something is new does not mean it does not need to be explicitly

regulated by law. It often means exactly the opposite.

The legal problems of Al are, however, far more fundamental than the lack of complex,
comprehensive regulations. The most important question that is still unanswered by the
legislator (not only in Poland but in the vast majority of other countries) is the legal
definition of Artificial Intelligence and whether it is to be seen as a subject of the law or an

object of the law.

We have already started to see the importance of defining the ideas of ‘artificial

intelligence’, ‘intelligence’ in the forms of legal definitions.

It is best shown in the context of intellectual property - if the property is supposed to be
connected directly to its creator, the question of whether we can call Al a subject of law
(able to be the carrier of entitlements and responsibilities) or an object of law (not much

more than a tool in the perspective of the legal system). Are the creations of Al the
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property of the creator of an algorithm - a human? Who is the creator of “The Day a
Computer Writes a Novel” - a human, the creator of Al, or Al itself? Who almost won the

Nobel prize - the human, the algorithm, both?

According to the Polish Law on Copyright and Related Rights*” “Unless the law provides
otherwise, author’s moral rights protect the author’s bond with the work which is indefinite
in duration and which may not be waived or transferred.”*”® That means only the subject of
law, the carrier of entitlements and responsibilities, can be the carrier of the rights to own

anything - no matter who or what brought the creation into existence.

Law has always struggled to keep up with reality. Now, in times of rapid development in
almost all areas of human activity, it is visible more than ever. The area of Al needs to be
regulated soon because there are far too many opinions regarding Al to ensure stability in

the system of law if it is left without comprehensive, clear regulations.

The matter that needs to be regulated is complex, first of it’s kind to ever exist but we need
someone to pioneer the way to regulating the field of AI now when the existing questions

pertain to the areas of civil law and not criminal law - yet.

10.2.2. Certain tasks require certain tools to be done well - how to defend our rights

effectively.

There is a basic dichotomous division of legal norms. Every norm can be classified as a
norm regarding the rights and duties of the subjects of law, the people (substantive law) or
the ones that lay down the ways and means by which substantive law can be enforced

(procedural law).

The norms regarding procedural law are unfortunately dated because they mostly were
created to suit a world without cyberspace, cybercrime and the ‘cyberworld’ in general.
Over time, the ways of infringing the norms of substantive law have changed. There are
new spaces in which our rights can be violated. With time, new ways of breaking human
rights such as freedom of expression, the right to privacy, the prohibition of discrimination
etc. have appeared and the legal system needs to react to them with new laws regarding the

procedure of defending them.

Every legal system needs the tools to enforce the law effectively and, whenever possible,
easily which has always been a challenging task. Unfortunately, with new ways of breaking
the law, it has become even more difficult. That is why there is a visible need to modernise

the law, the process of applying the law itself in order to effectively enforce the substantive

7 Ustawa z dnia 4 lutego 1994 r. o prawie autorskim i prawach pokrewnych (t.j. Dz. U. z 2019 r. poz. 1231 z
pozn. zm.).

76 Ewa Kucharska, Michele Le Mauviel, “Ustawa o prawie autorskim i prawach pokrewnych Law on
Copyright and Related Rights”, Wydawnictwo C.H.Beck, 2017, ISBN: 9788325595562.
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law that expresses our rights and freedoms. It can be done both by modernising procedural

law and equipping state authorities with the right competencies.

Here are some examples of aspects that need to be modernised when it comes to this area
of law:

- regulations on digital evidence,

- electronic communication with the court,

- popularisation of digital signatures,

- acquiring tools and legitimising the use of tools that allow for digital search (based on

a valid warrant in certain situations).
Conclusion

As stated above in this report, GDPR, as well as polish provisions in principle, ensure
effective protection of personal data. Nevertheless, each breach case has to be considered
individually. It is also to highlight that effectiveness of law requires not only precise, clear
provisions but also appropriate knowledge of those who apply them. That said, the
personal data shall reach the maximum of protection under the condition of the awareness
of its importance among administrators, controllers, DPOs and subjects whose rights may
be violated. Concerning the matter of antidiscrimination, the necessity of complex
regulation shall be noted. The currently applying act does not respond to the expectations.
Legal measures available for subjects to pursue claims in the matter of rights violation are
appropriate. However, Polish procedures of receiving electronic evidence do not meet
expectations and shall lead to closer cross border cooperation in matters of rights violation

caused by new technology.

One of the most significant issues with legislators struggling around the globe is the legal
status of Artificial Intelligence. The presumably incredible influence of Al in the following
decades on every aspect of human life — including human rights — implicates the
importance of proper regulations on both international and domestic fields. Until the legal
status of Advanced Digital Technologies is stated, the protection of human rights shall be

ensured by teleological interpretation of existing provisions.
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Table of legislation

Provision in Polish

Corresponding translation in English

Konstytucja Rzeczypospolitej Polskiej, artykul
32

1. Wszyscy sa wobec prawa rowni. Wszyscy
maja prawo do réwnego traktowania przez
wtladze publiczne.

2. Nikt nie moze by¢ dyskryminowany w
zyciu  politycznym,  spolecznym  lub
gospodarczym z jakiejkolwiek przyczyny.

The Constitution of the Republic of Poland,
Article 32

1. All persons shall be equal before the law. All
persons shall have the right to equal treatment
by public authorities.

2. No one shall be discriminated against in
political, social or economic life for any reason
whatsoever

Konstytucja Rzeczypospolitej Polskiej, artykul
51

1. Nikt nie moze by¢ obowiazany inaczej niz
na podstawie ustawy do ujawniania informacji
dotyczacych jego osoby.

2. Wladze publiczne nie moga pozyskiwac,
gromadzi¢ i udostepnia¢ innych informacji o
obywatelach niz niezbedne w
demokratycznym panstwie prawnym.

3. Kazdy ma prawo dostepu do dotyczacych
go urzegdowych dokumentéw 1 zbioréw
danych. Ograniczenie tego prawa moze
okresli¢ ustawa.

4. Kazdy ma prawo do zadania sprostowania
oraz usuni¢cia informacji nieprawdziwych,
niepelnych lub zebranych w sposéb sprzeczny
Z ustawa.

5. Zasady 1 tryb gromadzenia

udostepniania informacji okresla ustawa.

oraz

The Constitution of the Republic of Poland,
Article 51

1. No one may be obliged, except on the
basis of statute, to disclose information
concerning his person.

2. Public authorities shall not acquire,

collect nor make accessible information on
citizens other than that which is necessary in a
democratic state ruled by law.

3. Everyone shall have a right of access to
official documents and data collections
concerning himself. Limitations upon such
rights may be established by statute.

4. Everyone shall have the right to
demand the correction or deletion of untrue
or incomplete information, or information
acquired by means contrary to statute.

5. Principles and  procedures  for
collection of and access to information shall
be specified by statute.

Konstytucja Rzeczypospolitej Polskiej, artykut
87

1. Zrodlami powszechnie obowiazujacego
prawa  Rzeczypospolitej  Polskiej sa:
Konstytucja, ustawy, ratyfikowane umowy
miedzynarodowe oraz rozporzadzenia.

2. Zrédlami powszechnie obowiazujacego
prawa Rzeczypospolitej Polskiej sa na
obszarze dzialania organdw, ktore je
ustanowily, akty prawa miejscowego.

The Constitution of the Republic of Poland,
Article 87

1. The sources of universally binding law
of the Republic of Poland shall be: the
Constitution, statutes, ratified international
agreements, and regulations.

2. Enactments of local law issued by the
operation of organs shall be a source of
universally binding law of the Republic of
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Poland in the territory of the organ issuing
such enactments.

Konstytucja Rzeczypospolitej Polskiej, artykut
176

1. Postgpowanie sadowe jest co najmniej
dwuinstancyjne.

2. Ustrdéj i sadow  oraz
postepowanie przed sadami okreslaja ustawy.

wlasctwosé

The Constitution of the Republic of Poland,
Article 176

1. Court proceedings shall have at least two
stages.

2. The organizational structure and
jurisdiction as well as procedure of the courts
shall be specified by statute.

Kodeks cywilny, artykul 23

Dobra  osobiste  czlowieka, jak —w
szczegblnosci  zdrowie, wolnosé,  czesé,
swoboda sumienia, nazwisko lub pseudonim,
wizerunek, tajemnica korespondencji,
nietykalno§¢ mieszkania, tworczo$¢ naukowa,
artystyczna, wynalazcza 1 racjonalizatorska,
pozostaja pod ochrong prawa cywilnego
niezaleznie od ochrony przewidzianej w
innych przepisach.

Polish Civil Code, Article 23

The personal interests of a human being, in
particular health, freedom, dignity, freedom of
conscience, name or pseudonym, image,
privacy of correspondence, inviolability of
home, and scientific, artistic, inventive or
improvement achievements are protected by
civil law, independently of protection under
other regulations

Kodeks cywilny, artykut 24

§ 1. Ten, czyje dobro osobiste zostaje
zagrozone cudzym dzialaniem, moze zadaé
zaniechania tego dzialania, chyba ze nie jest
ono bezprawne. W razie dokonanego
naruszenia moze on takze zadac, azeby osoba,
ktéra dopuscita si¢ naruszenia, dopelnila
czynno$ci potrzebnych do wusunigcia jego
szczegblnosci  azeby zlozyla
o$wiadczenie odpowiedniej treSci 1w
odpowiedniej formie.  Na  zasadach
przewidzianych w kodeksie moze on réwniez
zada¢  zado$Cuczynienia pieni¢znego lub
zaplaty odpowiedniej sumy pieni¢znej na
wskazany cel spoteczny.

§ 2. Jezeli wskutek naruszenia dobra
osobistego  zostala wyrzadzona szkoda
majatkowa, poszkodowany moze zadac jej
naprawienia na zasadach ogdlnych.

skutkow, w

§ 3. Przepisy powyzsze nie uchybiaja
uprawnieniom  przewidzianym w innych
przepisach, w  szczegdlnosci w  prawie

autorskim oraz w prawie wynalazczym

Polish Civil Code, Article 24

§ 1. Any person whose personal interests are
threatened by another person's actions may
demand that the actions be ceased unless they
are not unlawful. In the case of infringement
he may also demand that the person
committing the infringement perform the
actions necessary to remove its effects, in
particular that the person make a declaration
of the appropriate form and substance. On
the terms provided for in this Code, he may
also demand monetary recompense or that an
appropriate amount of money be paid to a
specific public cause.

§ 2. If, as a result of infringement of a
personal interest, financial damage is caused,
the aggrieved party may demand that the
damage be remedied in accordance with
general principles.

§ 3. The above provisions do not prejudice
any rights provided by other regulations, in
particular by copyright law and the law on
inventions.

Kodeks cywilny, artykul 415
Kto z winy swej wyrzadzil drugiemu szkodeg,
obowiazany jest do jej naprawienia.

Polish Civil Code, Article 415

Fault. Anyone who by a fault on his part
causes damage to another person is obliged to
remedy it.

Ustawa z dnia 30 czerwca 2000 r. Prawo
wlasnosci przemystowej, artykut 294

Industrial Property Law Act of 30 June 2000,
Article 294
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Art. 294, 1. Tworca wynalazku moze
dochodzic roszczenia o wynagrodzenie za
korzystanie z jego wynalazku przed sadem
okregowym.

2. W postepowaniu, o ktc;rym mowa w ust. 1,
stosuje sie, odpowiednio przepisy ustawy z
dnia 17 listopada 1964 r. — Kodeks
postepowania cywilnego, dotyczace
postepowania w sprawach o roszczenia
pracownikow.

1. An inventor may enforce his claims for
remuneration for the exploitation of his
invention before a district court. He shall not
be obliged to pay court costs.

2. In the case referred to in paragraph (1), the
provisions of the Code of Civil Procedure
governing legal actions involving claims
arising  out of employment shall apply
accordingly.

Ustawa z dnia 10 maja 2018 r. o ochronie
danych osobowych, artykul 8

Administrator i podmiot przetwarzajacy sa

obowigzani do wyznaczenia inspektora
ochrony danych, ZWanego dalej
»inspektorem”, w przypadkach i na zasadach
okreslonych w art. 37 rozporzadzenia

2016/679.

Act on Personal Data Protection of 10 May
2018, Article 8

The controller and the processor shall be
obliged to designate a data protection officer,
hereinafter referred to as “officer”, in the
cases and in accordance with the principles set
out in Article 37 of the Regulation 2016/679.

Ustawa z dnia 10 maja 2018 r. o ochronie
danych osobowych, artykut 9

Przez organy 1 podmioty publiczne
obowiazane do wyznaczenia inspektora, o
ktérych mowa w art. 37 wust. 1 lit. a
rozporzadzenia 2016/679, rozumie sig:

1) jednostki sektora finanséw publicznych;

2) instytuty badawcze;

3) Narodowy Bank Polski.

Act on Personal Data Protection of 10 May
2018, Article 9

The public authorities and bodies obliged to
designate the officer referred to in Article 37
para. 1(a) of the Regulation 2016/679 shall
mean:

1) entities of the public finance sector;

2) research institutes;

3) the National Bank of Poland.

Ustawa z dnia 10 maja 2018 r. o ochronie
danych osobowych, artykul 27, paragraf 2

Kodeks postgpowania przed przekazaniem do
zatwierdzenia Prezesowi Urzedu podlega
konsultacjom z zalnteresowanymi
podmiotami.

Act on Personal Data Protection of 10 May
2018, Article 27 paragraph 2

Prior to being forwarded to the President of
the Office for approval, the code of conduct
shall be consulted with interested entities.

Ustawa z dnia 10 maja 2018 r. o ochronie
danych osobowych, artykut 29

1. Akredytacja podmiotu, o ktérym mowa w
art. 28, jest udzielana na wniosek, ktory
zawiera co najmniej:

1) nazwe podmiotu ubiegajacego si¢ o
akredytacje oraz adres jego siedziby;
2) informacje potwierdzajace spelnianie

kryteriéw, o ktérych mowa w art. 41 ust. 112
rozporzadzenia 2016/679.

2. Do wniosku dolacza
potwierdzajace  spetnianie

si¢ dokumenty
kryteriow, o

Act on Personal Data Protection of 10 May
2018, Article 29

1. Accreditation of the body referred to in
Article 28 shall be granted upon request
containing at least:

1) the name of the body applying for
accreditation and the address of its registered
office;

2) information confirming the fulfilment of
the criteria referred to in Article 41 para. 1
and 2 of the Regulation 2016/679.
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ktérych mowa w art. 41 ust. 1 1 2
rozporzadzenia 2016/679, albo ich kopie.

3. Whiosek sklada si¢ pisemnie w postaci
papierowej opatrzonej wlasnorecznym
podpisem albo w postaci elektronicznej
opatrzonej kwalifikowanym podpisem
elektronicznym albo podpisem

potwierdzonym profilem zaufanym ePUAP.

2. Documents confirming the fulfilment of
the criteria referred to in Article 41 para. 1
and 2 of the Regulation 2016/679 or copies
thereof shall be attached to the application.

3. The application shall be submitted in
written form on paper or in electronic format,
signed with, respectively, a handwritten
signature or a qualified electronic signature or
a signature confirmed by a trusted ePUAP
profile

Ustawa z dnia 10 maja 2018 r. o ochronie
danych osobowych, artykul 30

1. Prezes Urzedu rozpatruje wniosek, o
ktérym mowa w art. 29 ust. 1, i w terminie nie
dltuzszym niz 3 miesiace od dnia zlozenia
wniosku zgodnego z art. 29, po zbadaniu
spetniania kryteriéw, o ktérych mowa w art.
41 ust. 1 i 2 rozporzadzenia 2016/679,
zawiadamia ~ podmiot ubiegajacy si¢ o
akredytacje¢ o wudzieleniu lub odmowie
udzielenia akredytaciji.

2. Whniosek zlozony do Prezesa Urzedu
niezawierajacy informacji, o ktérych mowa w
art. 29 ust. 1 pkt 1, pozostawia si¢ bez
rozpoznania. Jezeli wniosek nie zawiera
informacji, o ktérych mowa w art. 29 ust. 1
pkt 2, lub nie spelnia wymagan, o ktérych
mowa w ust. 2 lub 3, Prezes Urzedu wzywa
wnioskodawce do ich uzupelnienia wraz z
pouczeniem, ze ich nieuzupelnienie w
terminie 7 dni od dnia doreczenia wezwania
spowoduje  pozostawienie bez
rozpoznania.

3. W przypadku stwierdzenia, ze podmiot
ubiegajacy si¢ o akredytacje nie spelnia
kryteriéw, o ktérych mowa w art. 41 ust. 112
rozporzadzenia 2016/679, Prezes Utrzedu
odmawia udzielenia akredytacji. Odmowa
udzielenia akredytacji nastepuje w drodze

decyzji

wniosku

Act on Personal Data Protection of 10 May
2018, Article 30

1. The President of the Office shall consider
the application referred to in Article 29 para. 1
and, within a time not exceeding 3 months of
the day the application compliant with Article
29 is submitted, after checking whether the
criteria referred to in Article 41 para. 1 and 2
of the Regulation 2016/679 have been
tulfilled, shall notify the body applying for
accreditation either a
accreditation or its refusal.

2. An application submitted to the President
of the Office, not containing the information
referred to in Article 29 para. 1(1), shall not be
considered. Should the application lack the
information referred to in Article 29 para.
1(2), or should it not fulfil the requirements
referred to in para. 2 or 3, the President of the
Office shall call upon the applicant to
supplement it, together with an instruction
that failure to supplement it within 7 days of
the day of delivery of the summons shall cause
the application to be left unconsidered.

3. Should it be determined that the body
applying for accreditation does not fulfil the
criteria referred to in Article 41 para. 1 and 2
of the Regulation 2016/679, the President of
the Office shall refuse accreditation. The
refusal to grant an accreditation shall be made
by way of a decision.

about successful

Ustawa z dnia 10 maja 2018 r. o ochronie
danych osobowych, artykul 60

Postepowanie W sprawie naruszenia
przepisow o ochronie danych osobowych,
zwane  dalej ,postgpowaniem”,  jest
prowadzone przez Prezesa Urzedu.

Act on Personal Data Protection of 10 May
2018, Article 60

The procedure in case of infringement of the
personal  data  protection  provisions,
hereinafter referred to as “procedure”, shall
be conducted by the President of the Office.

Ustawa z dnia 10 maja 2018 r. o ochronie
danych osobowych, artykut 78

Act on Personal Data Protection of 10 May
2018, Article 78
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1. Prezes Urzedu przeprowadza kontrole
przestrzegania przepiséw o ochronie danych
osobowych.

2. Kontrole prowadzi si¢ zgodnie z
zatwierdzonym przez Prezesa Urzedu planem
kontroli lub na podstawie uzyskanych przez
Prezesa Urzedu informacji lub w ramach
monitorowania  przestrzegania

rozporzadzenia 2016/679.

stosowania

1. The President of the Office shall inspect
the compliance with the personal data
protection provisions.

2. The inspection shall be conducted in
accordance with the inspection plan approved
by the President of the Office or on the basis
of information obtained by the President of
the Office or as part of the process of

monitoring of compliance with the Regulation
2016/679.

Ustawa z dnia 10 maja 2018 r. o ochronie
danych osobowych, artykul 84

1. Kontrolujacy ma prawo:

1) wstepu w godzinach od 600 do 2200 na
grunt oraz do budynkéw, lokali lub innych
pomieszczen;

2) wgladu do dokumentéw 1 informacji
majacych bezposredni zwiazek z zakresem
przedmiotowym kontroli;

3)  przeprowadzania  ogledzin = miejsc,
przedmiotéw, urzadzen, nosnikéw oraz
systemow informatycznych lub
teleinformatycznych stuzacych do

przetwarzania danych;

4) zada¢ zlozenia pisemnych lub ustnych
wyjasnien oraz przestuchiwa¢ w charakterze
swiadka osoby w zakresie niezbednym do
ustalenia stanu faktycznego;

5) zleca¢ sporzadzanie ekspertyz i opinii.

2. Kontrolowany zapewnia kontrolujacemu
oraz osobom upowaznionym do udzialu w
kontroli warunki i $rodki niezbedne do
sprawnego przeprowadzenia kontroli, a w
szczegblnosci sporzadza we wlasnym zakresie
kopie lub  wydruki dokumentéw oraz
informacji zgromadzonych na nosnikach, w
urzadzeniach lub systemach, o ktérych mowa
w ust. 1 pkt 3.

3. Kontrolowany dokonuje potwierdzenia za
zgodnos¢ z oryginatem sporzadzonych kopii
lub wydrukéw, o ktérych mowa w ust.

2. W przypadku odmowy potwierdzenia za
zgodnos¢ z oryginalem kontrolujacy czyni o
tym wzmianke w protokole kontroli.

4. W uzasadnionych przypadkach przebieg
kontroli lub poszczegélne czynnosci w jej
toku, po  uprzednim  poinformowaniu
kontrolowanego, moga by¢ utrwalane przy
pomocy urzadzen rejestrujacych obraz lub

Act on Personal Data Protection of 10 May
2018, Article 84

1. The inspector shall have the right to:

1) enter any land, buildings, premises, or other
spaces between the hours of 6 a.m. and 10
p.m.;

2) inspect documents and information directly
related to the scope of the inspection;

3) inspect places, items, devices, media, I'T and
ICT systems used in data processing;

4) ask for written or oral clarifications and to
question, as witnesses, other persons to the
extent necessary to determine the current
state of affairs;

5) order that appraisals and opinions be
prepared.

2. The inspected party shall provide the
inspector and persons authorized to
participate in the inspection with conditions
and measures necessary to efficiently conduct
the inspection, in particular, it shall prepare,
on its own, copies or printouts of documents
and information contained on data carriers,
devices, or systems referred to in para. 1 (3).

3. The inspected party shall confirm that the
copies or printouts referred to in para. 2 are
true copies of the original. In case of a refusal
to make such confirmation, the inspector shall
make note of this fact in the inspection
protocol.

4. In justified cases the course of the
inspection or specific activities performed as
part of the inspection, after informing the
inspected party, can be recorded using image
or audio recording devices. Electronic data
carriers within the meaning of the Act of 17
February 2005 on the Computerization of the
Business Entities Pursuing Public Tasks
(Journal of Laws of 2017, item 570 and of
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dzwigk. Informatyczne no$niki danych w
rozumieniu ustawy z dnia 17 lutego 2005 r. o
informatyzacji ~ dzialalno$ci  podmiotow
realizujacych zadania publiczne (Dz. U. z 2019
r. poz. 700, 730, 848 i 1590), na ktorych
zarejestrowano  przebieg  kontroli  lub
poszczegdlne czynnosci w jej toku, stanowia
zatacznik do protokolu kontroli.

2018, item 1000), on which the course of the
inspection or specific activities performed as
part of the inspection have been recorded,
shall constitute an attachment to the
inspection protocol.

Ustawa z dnia 10 maja 2018 r. o ochronie
danych osobowych, artykul 92

W zakresie nieuregulowanym
rozporzadzeniem 2016/679, do roszczen z
tytulu naruszenia przepisbw o ochronie
danych osobowych, o ktérych mowa w art. 79
i art. 82 tego rozporzadzenia, stosuje si¢
przepisy ustawy z dnia 23 kwietnia 1964 r. —
Kodeks cywilny.

Act on Personal Data Protection of 10 May
2018, Article 92

In matters not regulated in the Regulation
2016/679, the provisions of the Act of 23
April 1964 - Civil Code - shall apply to claims
related to the infringement of the personal
data protection provisions referred to in
Article 79 and Article 82 of that Regulation.

Ustawa z dnia 10 maja 2018 r. o ochronie
danych osobowych, artykut 93

W sprawach o roszczenia z tytulu naruszenia
przepisow o ochronie danych osobowych, o
ktérych mowa w art. 79 i art. 82
rozporzadzenia 2016/679, wlasciwy jest sad

okregowy.

Act on Personal Data Protection of 10 May
2018, Article 93

In matters concerning claims related to the
infringement of the personal data protection
provisions referred to in Article 79 and Article
82 of the Regulation 2016/679, the competent
court shall be the regional court.

Ustawa z dnia 10 maja 2018 r. o ochronie
danych osobowych, artykut 94

1. O wniesieniu pozwu oraz prawomocnym
orzeczeniu koficzacym  postepowanie = w
sprawie o roszczenie z tytulu naruszenia
przepisow o ochronie danych osobowych, o
ktorym mowa w art. 79 lub art. 82
rozporzadzenia 2016/679, sad zawiadamia
niezwlocznie Prezesa Urzedu.

2. Prezes Urzedu zawiadomiony o toczacym
si¢ postepowaniu niezwlocznie informuje sad
o kazdej sprawie dotyczacej tego samego
naruszenia przepisow o ochronie danych
osobowych, ktora toczy si¢ przed Prezesem
Urzedu lub sadem administracyjnym albo
zostala zakofczona. Prezes Urzedu
niezwlocznie informuje sad réwniez o
wszczeciu kazdego postgpowania w sprawie
dotyczacej tego samego naruszenia.

Act on Personal Data Protection of 10 May
2018, Article 94

1. The court shall immediately notify the
President of the Office about the fact of a
statement of claim being lodged and about the
final ruling ending the proceedings concerning
claims related to the infringement of the
personal data protection provisions referred
to in Article 79 or Article 82 of the Regulation
2016/679.

2. The President of the Office, notified of the
pending  proceedings, shall immediately
inform the court about every case concerning
this same infringement of the personal data
protection provisions that is pending before
the President of the Office or administrative
court or that has ended. The President of the
Office shall also immediately inform the court
about commencement of any proceedings
concerning the same infringement.
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Ustawa z dnia 10 maja 2018 r. o ochronie
danych osobowych, artykut 95

Sad zawiesza postgpowanie, jezeli sprawa
dotyczaca tego samego naruszenia przepiséw
o ochronie danych osobowych zostala
wszczeta przed Prezesem Urzedu.

Act on Personal Data Protection of 10 May
2018, Article 95

The court shall stay the proceedings if the
action concerning the same infringement of
the personal data protection provisions was
brought before the President of the Office.

Ustawa z dnia 10 maja 2018 r. o ochronie
danych osobowych, artykut 96

Sad umarza postgpowanie w zakresie, w jakim
prawomocna decyzja Prezesa Urzedu o
stwierdzeniu naruszenia przepisow o ochronie
danych osobowych lub prawomocny wyrok
wydany w wyniku wniesienia skargi, o ktorej
mowa w art. 145a § 3 ustawy z dnia 30
sierpnia 2002 r. — Prawo o postgpowaniu
przed sadami administracyjnymi, uwzglednia
roszczenie dochodzone przed sadem.

Act on Personal Data Protection of 10 May
2018, Article 96

The court shall discontinue the proceedings
within the scope in which the legally binding
decision of the President of the Office
ascertaining an infringement of the personal
data protection provisions or a legally binding
sentence passed as a result of lodging the
complaint referred to in Article 145a § 3 of
the Act of 30 August 2002 - Law on
Procedures before Administrative Courts -
includes the claim being pursued in court.

Ustawa z dnia 10 maja 2018 r. o ochronie
danych osobowych, artykut 98

1. W sprawach o roszczenia z tytulu
naruszenia przepisow o ochronie danych
osobowych, ktére moga byé dochodzone
wylacznie w postgpowaniu  przed sadem,
Prezes Urzedu moze wytacza¢ powddztwa na
rzecz osoby, ktorej dane dotycza, za jej zgoda,
a takze wstgpowal, za zgoda powoda, do
postepowania w kazdym jego stadium.

2. W pozostalych sprawach o roszczenia z
tytulu naruszenia przepiséw o ochronie
danych osobowych Prezes Urzedu moze
wstegpowad, za  zgoda  powoda, do
postepowania przed sadem w kazdym jego
stadium, chyba ze toczy si¢ przed nim
postepowanie  dotyczace  tego  samego
naruszenia przepisow o ochronie danych
osobowych.

3. W przypadkach, o ktérych mowa w ust. 11
2, do Prezesa Urzedu stosuje si¢ odpowiednio
przepisy ustawy z dnia 17 listopada 1964 r. —
Kodeks postepowania cywilnego (Dz. U. z
2019 r. poz. 1460, 1469 1 1495) o
prokuratorze.

Act on Personal Data Protection of 10 May
2018, Article 98

1. In matters concerning claims related to the
infringement of the personal data protection
provisions which can be pursued solely in
proceedings before the court, the President of
the Office may bring legal proceedings for the
benefit of the data subject, upon its consent,
and participate in all stages of the proceedings,
also upon the plaintiff’s consent.

2. In other matters concerning claims related
to the infringement of the personal data
protection provisions, the President of the
Office may participate, upon the plaintiff’s
consent, in all stages of the proceedings
before the court, wunless proceedings
concerning the same infringement of the
personal data protection provisions are
pending before this court.

3. In the cases referred to in para. 1 and 2, the
President of the Office shall accordingly apply
the provisions of the Act of 17 November
1964 - Code of Civil Procedure (Journal of
Laws of 2018, item 155, as amended6) )
referring to the prosecutor.
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Ustawa z dnia 10 maja 2018 r. o ochronie
danych osobowych, artykut 99

Prezes Urzedu, jezeli uzna, ze przemawia za
tym interes publiczny, przedstawia sadowi
istotny dla sprawy poglad w sprawie o
roszczenie z tytulu naruszenia przepiséw o
ochronie danych osobowych

Act on Personal Data Protection of 10 May
2018, Article 99

If the President of the Office considers it
favourable to the public interest, he shall
present to court a view significant for the case
in matters relating to the claim for the
infringement of the personal data protection
provisions.

Ustawa z dnia 10 maja 2018 r. o ochronie
danych osobowych, artykut 100

Do postepowania w sprawie o roszczenie z
tytulu naruszenia przepiséw o ochronie
danych osobowych, o ktérych mowa w art. 79
i art. 82 rozporzadzenia 2016/679, w zakresie
nieuregulowanym niniejsza ustawsa stosuje si¢
przepisy ustawy z dnia 17 listopada 1964 r. —
Kodeks postepowania cywilnego.

Act on Personal Data Protection of 10 May
2018, Article 100

In matters not regulated herein, the provisions
of the Act of 17 November 1964 - Code of
Civil Procedure - shall apply to proceedings in
the case of claims related to the infringement
of the personal data protection provisions
referred to in Article 79 and Article 82 of the
Regulation 2016/679.

Ustawa z dnia 10 maja 2018 r. o ochronie
danych osobowych, artykul 101

Prezes Urzedu moze natozy¢ na podmiot
obowiazany do przestrzegania przepisow
rozporzadzenia 2016/679, inny niz:

1) jednostka sektora finanséw publicznych,

2) instytut badawczy,

3) Narodowy Bank Polski — w drodze decyzji,
administracyjna kare pieni¢zng na podstawie i
na warunkach okredlonych w art. 83
rozporzadzenia 2016/679

Act on Personal Data Protection of 10 May
2018, Article 101

The President of the Office may impose on
the entity obliged to comply with the
provisions of the Regulation 2016/679, other
than:

1) entity of the public finance sector,

2) research institute,

3) the National Bank of Poland - by way of a
decision, an administrative fine on the basis of
and on terms and conditions stipulated in
Article 83 of the Regulation 2016/679.

Ustawa z dnia 10 maja 2018 r. o ochronie
danych osobowych, artykut 107

1.Kto przetwarza dane osobowe, cho¢ ich
przetwarzanie nie jest dopuszczalne albo do
ich przetwarzania nie jest uprawniony,
podlega  grzywnie, karze ograniczenia
wolnoséci albo pozbawienia wolnosci do lat
dwoch.

2. Jezeli czyn okreslony w ust. 1 dotyczy
danych ujawniajacych pochodzenie rasowe lub
etniczne, poglady polityczne, przekonania
religijne lub $§wiatopogladowe, przynaleznosé

Act on Personal Data Protection of 10 May
2018, Article 107

1. Any person who processes personal data,
although processing thereof is not permitted,
or is not authorized to process them, shall be
subject to a fine, restriction of personal liberty
or imprisonment for up two years.

2. If the act referred to in para. 1 pertains to
data revealing racial or ethnic origin, political
opinions, religious or philosophical beliefs, or
trade union membership, genetic data,
biometric data for the purpose of uniquely

do zwigzkow  zawodowych,  danych | identifying a natural person, data concerning
genetycznych, danych biometrycznych | health or data concerning a natural person's
przetwarzanych w celu jednoznacznego | sex life or sexual orientation, shall be subject
zidentyfikowania osoby fizycznej, danych
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dotyczacych  zdrowia, seksualnosci  lub
orientacji seksualnej, podlega grzywnie, karze
ograniczenia wolnosci albo  pozbawienia

wolnoS$ci do lat trzech.

to restriction of personal
imprisonment for up three years.

liberty or

Ustawa z dnia 10 maja 2018 r. o ochronie
danych osobowych, artykut 108

1. Kto udaremnia  lub  utrudnia
kontrolujacemu prowadzenie kontroli
przestrzegania przepisow o ochronie danych
osobowych,  podlega  grzywnie,  karze
ograniczenia wolnosci albo  pozbawienia
wolnosci do lat dwoch.

2. Tej samej karze podlega kto, w zwiazku z
toczacym sie postgpowaniem w sprawie
nalozenia administracyjnej kary pieni¢znej, nie
dostarcza danych niezbednych do okreslenia
podstawy wymiaru administracyjnej kary
pieni¢znej lub  dostarcza dane, ktore
uniemozliwiaja ustalenie podstawy wymiaru
administracyjnej kary pienigzne;j.

Act on Personal Data Protection of 10 May
2018, Article 108

1. Kto przetwarza dane osobowe, cho¢ ich
przetwarzanie nie jest dopuszczalne albo do
ich przetwarzania nie jest uprawniony, podlega
grzywnie, karze ograniczenia wolnosci albo
pozbawienia wolnosci do lat dwoch.

2. Jezeli czyn okreslony w ust. 1 dotyczy
danych ujawniajacych pochodzenie rasowe lub
etniczne, poglady polityczne, przekonania
religiine lub $wiatopogladowe, przynaleznosé
do zwiazkéw  zawodowych,  danych
genetycznych, danych biometrycznych
przetwarzanych w  celu  jednoznacznego
zidentyfikowania osoby fizycznej, danych
dotyczacych  zdrowia, seksualnosci lub
orientacji seksualnej, podlega grzywnie, karze
ograniczenia wolnoéci albo  pozbawienia
wolnosci do lat trzech.
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Introduction

Technology has rapidly changed and developed in the last few decades and became the
heart of our lives. It is hard to imagine a life without modern technology that makes our
lives undeniably easier. With the development of the Internet, people access knowledge
with ease and share their opinions on everything with everyone; with the development of
emerging technologies such as robotics, people achieved great success in health, education,

finance etc.

While advanced technologies have their fair share in a better quality of life for mankind,
they have potential risks of bringing some severe problems globally. This report at hand

mainly focuses on the advanced technologies' influence on human rights.

It would be wrong to say today's technology does not have any sound effects on the
protection of human rights. For instance, with social media and the Internet, now it is
easier to be informed about the violations of human rights all around the world; it is easier
to make oneself heard in an unjust situation. With the developing technology, it is easier to
monitor people who are facing a breach of their fundamental rights. With all that said,
technology also has a capacity to do the exact opposite, from authorities monitoring
citizens through surveillance technology to fake news and crimes committed on the
Internet such as harassment, unauthored piracy of data and hate speech, and technology

has its own way of undermining efforts made in order to identify and protect human rights.

Personal data is now one of the most valuable things; it is used in advertisement and sales,
studies in technology and health and in more areas. The concern is, the usage of personal
data by companies and government can lead to significant violations of human rights,
especially the people's right to private life. Since legal regulations are parallel to humans'
needs, it is crucial to enact laws regarding technological developments and data privacy

with respect to fundamental human rights.

Since this study primarily establishes its scope by narrowing down the risks in the field of

data protection, the right to privacy and data protection will be the focus of this report.
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1. Which human rights issues do Advanced Digital Technologies pose

in your country?

Advanced digital technologies pose risks both to society as a whole and to persons'
fundamental rights individually. According to an article by Human Rights Watch,"”” The
fundamental disruption caused by the advanced digital technologies ('ADT"), such as
artificial intelligence, robotics and the Internet of things, are exponential risks, affecting
many dimensions of society at once and disabling the policymakers to assess and mitigate
risks. On the other hand, Recommendation 2102 (2017) of the Council of Europe also
emphasizes that the convergence of specific technologies such as 'nanotechnology,
biotechnology, information technology and cognitive sciences' pose risks to the very
concept of being a human.*”® In addition to these, artificial intelligence in judiciary systems
also pose certain risks for persons who are subject to trial.*”

In reality, we have already started seeing the ADT's adverse effects with two dimensions: 1-
The inequality caused in the society depending on the access to the technology, and 2-
Threats to humans' rights due to the misuse of the ADTs.** In the first dimension, we see
that the first and foremost impact of technology is heightening social inequality.*' Thus,
persons who have access to technology and information have an upper advantage in access
to justice over persons who do not have access to technology. On the other hand, misuse
of ADT will cause severe human rights violations varying from data privacy violations to

excessive energy consumption®” and even heightening climate change.

The nature and universality of human rights as a subject makes countries share a common
confrontation against ADTs. In this regard, inspired by the Council of Europe's (CoE')
study's framework," ADTs pose including but not limited to the following risks on human
rights as enacted under the Constitution of the Republic Turkey:

e [Equality before the law (Art.10)

® Right to privacy and protection of private life (Art. 20)

*7 Human Rights Watch, ‘Digital Disruption of Human Rights’ (25 March 2016),

<https:/ /wwwhrwotg/news/2016/03/25/digital-disruption-human-rights,> accessed 4 March 2021.

8 Recommendation 2102 [2017] ‘Technological converge, artificial intelligence and human rights’
<https://assembly.coe.int/nw/xml/XRef/Xref-XML2HTML-en.asprfileid=23726&lang=en> accessed 2
March 2021.

7 Raja Rajput, ‘Can Al be fairer than a human judge in the judicial system?” (ReadWrite, 14 May)
<https://readwrite.com/2020/05/14/ can-ai-be-fairet-than-a-human-judge-in-the-judicial-system/> accessed
3 March 2021.

#0 Stephen PMarks, ‘Science and Engineering Ethics’ (Springer, 2014)
<https://cdnl.sph.harvard.edu/wp-content/uploads/sites/580/2012/08/Matks-2014-Comment-in-Science-
and-Engineering-Ethics.pdf> accessed 4 March 2021.

1 Phil Bloomet, ‘Technology & Human Rights’, (Business & Human Rights Resource Centre) <

https:/ /www.business-humantights.org/en/big-issues/ technology-human-rights /> accessed 3 March 2021.
%2 Mikko Dufva, ‘How can technology be misused?” (Sitra, 9 January 2019)
<https://www.sitra.fi/en/articles / can-technology-misused /> accessed 3 Matrch 2021.

* Council of Europe, ‘A study of the implications of advanced digital technologies (including Al systems) for
the concept of responsibility within a human rights framework’
<https://rm.coe.int/a-study-of-the-implications-of-advanced-digital-technologies-including /168094ad40>.
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Right to freedom of communication (Art. 22)
Freedom of expression and dissemination of thought (Art. 20)
Right to a fair trial (Art. 36)

Right to protection against discrimination in the exercise of rights and freedoms

Protection of fundamental rights and freedoms (Art.40)

As mentioned earlier, there are several rights and freedoms of people affected adversely by
the misuse of ADTs or the non-regulation of the inequality caused by the ADTs. Thus,
states need to take necessary precautions to adapt the human rights mechanisms and take

precautions to mitigate human rights violations' risks caused by ADTs.

1.1. Is there or what is a legal framework that provides for procedure on human rights

impact assessments? What are other instruments used for identifying human rights issues
posed by ADT?

One method to mitigate risks is to identify human rights issues posed by ADTs by carrying
out human rights impact assessments.*™ Under Turkish laws, human rights impact
assessments have not been codified under any laws. Despite this fact, Turkey is familiar
with human rights impact assessments via self-regulatory mechanisms*®, indirectly via

b
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regulations of the Human Rights and Equality Institution of Turkey™ and related and

specific to the right to privacy through the General Data Protection Regulation of the

European Union.*’

1.2. What national and international standards of human rights protection are at risk due to

the ADT development and implementation?

On the international level, Turkey is a signatory to many international human rights
treaties, including the following:

® Universal Declaration of Human Rights (1949)

® Furopean Convention on Human Rights (1954)

® International Covenant on Economic, Social and Cultural Rights (2000)

e Convention on the Elimination on All Forms of Discrimination against Women

(1985)

On the national level, the Constitution of the Republic of Turkey is the primary legislation
under which human rights are enacted, and the Human Rights and Equality Institution of

#* United Nations Human Rights Office of the Commissioner, ‘Guiding principles for human rights impact
assessments for economic reform policies® A/HRC/40/57.

5 International Labour Organisation, “Rapid Self-Assessment’ tool developed to guide companies in human
rights practices in Covid-19 times’ (2 November 2020)
<https://www.ilo.otg/ankatra/areas-of-work/covid-19/WCMS_759934/lang--en/index.htm> accessed 7
March 2021.

#6 Human Rights and Equality Authority of Turkey, Regulations
<https://www.tihek.gov.tt/kategori/yonetmelikler/> accessed 7 March 2021.

*7 Ben Wolford, ‘Data Protection Impact Assessment (DPIA) {(GDPR.eu)
<https://gdpt.cu/data-protection-impact-assessment-template/ > accessed 7 March 2021.
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Turkey is the responsible authority that carries out the mission to protect human rights and

equal treatment of persons.

Since this paper establishes its scope by narrowing down the risks in data protection, the

right to privacy and data protection will be the focus of the rest of the questions.

2. How is personal information protected in your national legislation?

Personal information is secured under the right to privacy, which is essentially a
constitutional right in the Turkish legislative framework. According to the 20(2) of the
Constitution, everyone has the right to demand respect for his/her private life.
Correspondingly, everyone has the right to request the protection of his/her personal data.
Recognizing that technological advancements had paved the way for interventions in the
fundamental rights and liberties, which gave rise to multiple questions of law, a sub-article
was added to the extent of Article 20 as a result of approving the Law Regarding the
Constitutional Amendment No. 5982 in 2010. The right to protection of personal data
thereby includes ‘being informed of, having access to and requesting the correction and
deletion of his/her personal data, and to be informed whether these are used in
consistency with envisaged objectives.” It was decided that personal data can be processed
merely in cases laid down in law or envisaged by the person's explicit consent. The
Constitution expressly states that elaborative regulations regarding the protection of

personal data shall be made in the form of legislation.

The enactment of a local data protection law had been in progress for more than 35 years
in Turkey. The first commission to legislate an exclusive regulation with respect to the
protection of personal data was established in 1989. However, it was dissolved without
further achievements. Another commission was founded in 2000 and ultimately drafted a
law after three years of work. Unfortunately, the draft was not enacted due to several
reasons. In 2008 and 2014, although a new law was drafted under the guidance of the
Ministry of Justice and introduced to the Turkish National Assembly, it had to become
obsolete by virtue of the termination of the legislative year. Until 2016, the regulations
regarding the protection of personal data, except for certain specialized sectors, were
constituted by a sole provision in the Turkish Constitution and few provisions in the
Turkish Penal Code.*®* Particularly, Article 135, 136 and 138 of the Penal Code
criminalize 'recording on personal data', 'illegally obtaining and disseminating data' and
'destructing data' in the respective order. In addition, Article 140 regulates the security

measures that will be applied to the legal persons in the event of committing the

8 Ozan Karaduman, "The New Personal Data Protection Law 2019 in Turkey' (Giin+Partners Insights, 14
February 2019) <https://gun.av.tr/insights/articles/the-new-personal-data-protection-law-2019-in-turkey>
accessed 5 February 2021.

* Initial arrangements for the protection of personal data in Turkey were made with the 5237 Turkish Penal
Code on 1 June 2005. The legislator put the rationale for the provisions of the Turkish Penal Code as
recognising the validity of the Convention for the Protection of Individuals with regard to Automatic
Processing of Personal Data No. 108 of the Council of Europe, which Turkey signed on 28 January 1981.
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above-mentioned crimes. Admittedly, none of those provisions was sufficient for
responding to the needs of developing technology and the amount of personal data
processed and transferred every day. The final step to enact the Law on Protection of
Personal Data No. 6698 (The Personal Data Protection Law as in Kisisel Verileri Koruma
Kanunu-KVKK) was completed on 7 April 2016, which is several weeks before the EU
passed its own General Data Protection Regulation. After the final draft received
Presidential approval and the text was published in the Official Gazette, No. 29677, an
extensive prohibition was implemented in Turkey on ‘processing or storing personal data
without explicit consent from the data subject and subject to certain limited exceptions’
where such consent is not compulsory. All companies that kept personal data before 7
April 2016 received ‘a two-year grace period to ensure the data met the new legislative
requirements.” The Turkish Data Protection Authority (TDPA), which has a status of an
independent supervisory authority in terms of administration and finance, was established
in early 2017.*" It plays a crucial role in enforcing the provisions of KVKK and raising

public awareness about personal data protection.

In this regard, KVKK is the main Turkish national legislation for the protection of
personal data and the right to privacy of natural persons with respect to automated or
non-automated processing of personal data. It applies to any data controllers and
processors that either collect data or process data from Turkey. Not only does its scope
include entities located within Turkey, but it also encompasses any foreign natural or legal
persons that process the personal information of Turkish data subjects. Turkey executed
the Convention for the Protection of Individuals with Regards to Automatic Processing of
Personal Data (‘Convention 108") with the other Member States on 28 January 1981 but
delayed its ratification into national law until 2 May 2016, and it entered into force on 1
September 2016.** Moreover, the recently published National Cyber Security Strategy
Report 2020-2023 underlines the national data strategy in the sense that data deriving from
Turkey shall remain in Turkey. The application made by the data controller, TEB Arval
Vehicle Fleet Leasing Corporation, for the Commitment regarding the transfer of personal
data abroad has been recently evaluated within the scope of Article 9(2) of the Personal
Data Protection Law No 6698. The permission for the respective data transfer was granted
by TDPA on 9 February 2021.*” This approach resembles the European Court of Justice's
ruling in Schrems II Judgement in 2020 and the decision of the French Data Protection

0 Burcu Tuzcu Ersin, "Turkey-Data Protection Overview' (One Trust Data Guidance, April 2020)
<https://www.dataguidance.com/notes/ turkey-data-protection-overview> accessed 7 February 2021.

#! Andrada Coos, 'All You Need to Know About Turkey’s Personal Data Protection Law (KVKK)'
(Endpoint Protector, 30 April 2020)

<https:/ /www.endpointprotector.com/blog/everything-you-need-to-know-about-turkeys-personal-data-prot
ection-law/> accessed 5 February 2021.

2 Burcu Tuzcu Ersin, "Turkey-Data Protection Overview' (One Trust Data Guidance, April 2020)
<https://www.dataguidance.com/notes/ turkey-data-protection-overview> accessed 7 February 2021.

# KVKK, 'Public Announcement on Application for Commitment' (kvkk.gov.tr, 9 February 2021),
<https:/ /kvkk.gov.tr/Icerik/ 6884 /Public-Announcement-on-Application-for-Commitment>  accessed 4

March 2021.
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Authority (CNIL), which concluded that health data of French nationals shall not be stored
in cloud systems that have US-based servers.*”* In spite of its deficiencies, the introduction
of the Data Protection Law is a critical development for Turkey and can be considered as a

plausible beginning for further improvement in the country's data protection laws.

In addition, secondary legislation in the form of regulations and communiqués outline how

Turkey's data protection regime operates in practice.*”

Draft versions of secondary
legislation have been published by TDPA. Under these modifications, data controllers have
to perform multiple obligations when supervising personal data. In fact, the legislation has
a considerable impact on each employee urging the companies operating in Turkey to
comprehend the consequences of compliance failure. In this regard, key regulations include
Regulation on Deletion, Destruction or Anonymization of Personal Data 2017, Regulation
on the Data Controller Registry 2017, Regulation on Working Procedures and Principles of
the Personal Data Protection Board 2017, Regulation on Organisation of the Personal
Data Protection Authority 2018, Regulation on Promoting and Change of Title of the Data
Protection Authority Personnel 2018, Regulation on Personal Data Protection Expertise
2018, Regulation on Disciplinary Supervisors of Personal Data Protection Authority 2019
and Regulation on Personal Health Data 2019. Furthermore, key communiqués include
Communiqué on Principles and Procedures for Application to Data Controller 2018 and
Communiqué on Procedures and Principles Regarding the Data Controllet's Obligation to

Inform Data Subjects 2018.

2.1. How is personal information defined by your national legislation (or by a legal

framework that affects your national legislation, e.g. GDPR)?

According to Article 3(d) of the KVKK, personal data is any information relating to an
identified or identifiable natural person. In this respect, it is evident that there are two
requirements to distinguish between personal and non-personal data. In order for data to
be defined as personal data, the data must be related to a person, and that person must be
identified or identifiable. The person to be protected is a 'natural person', as clearly stated
in the definitions in the Law. If data of a legal person identifies or makes a natural person
identifiable, these data are protected under the Law as well. However, the interest in
question to be protected here belongs to the natural person, not to the legal person, since
the Law does not cover the processing of personal data concerning legal persons.*® Before
KVKK was enacted, there was a discussion on whether information related to legal entities
should be classified as personal data. The new definition of personal data came to the

conclusion that only individuals (natural persons) can have personal data. Therefore, the

4 CNIL, '"The Council of State asks the Health Data Hub for additional guarantees to limit the risk of
transfer to the United States' (cnil.fr, 16 October 2020)
<https://www.cnil.fr/en/council-state-asks-health-data-hub-additional-guarantees-limit-risk-transfer-united-s
tates> accessed 4 March 2021.

# Burcu Tuzcu Ersin, "Turkey-Data Protection Overview' (One Trust Data Guidance, April 2020)

<https:/ /www.dataguidance.com/notes/ tutkey-data-protection-overview> accessed 7 February 2021.

¥ KVKK, "Data Protection in Turkey'.
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term 'data subject' is used in the Law to refer to a natural person whose personal data are
being processed. Article 6 defines ‘personal data relating to race, ethnic origin, political
opinions, philosophical beliefs, religion, sect or other beliefs, clothing, membership of
associations, foundations or trade unions, information related to health, sex life, previous
criminal convictions and security measures, and biometric and genetic data as special
categories of personal data’ KVKK consists of stricter provisions for special types of

personal data that are particularly sensitive as such.

2.2. If your country is a Member State of the European Union, please provide a concise
analysis of the extent to which your country's laws regarding the protection of personal

information are compatible with EU law, particularly the General Data Protection
Regulation (GDPR).

Although the Republic of Turkey is not a Member State of the European Union, as a
candidate country, Turkish Laws must be in compliance with the EU acguis. In fact, the
Data Protection Law is a significant step towards harmonizing Turkish legislation with EU
legislation. Accordingly, KVKK outlines a similar framework to the European data
protection system within the framework of the Data Protection Directive (Directive
95/46/EC), General Data Protection Regulation (Regulation (EU) 2016/679) and Data
Protection Directive with Respect to Law Enforcement (Directive (EU) 2016/680).
Fundamentally, KVKK is very similar to the Data Protection Directive, but it is not a
complete replica and features various additions and revisions. Therefore, an exhaustive
comparison is crucial to elaborate on the intricacies and distinguish between KVKK and
the EU legislation. Only if the data controllers that are used to the EU pay careful attention
to the differences between the EU legislation and KVKK can they avoid the implications
that these differences are most likely to cause in practice. Similarly, data controllers that
reside outside of Turkey but process the personal data of Turkish residents must be aware
that the obligations of KVKK will apply to them as well as to the data controllers within
Turkey.

Even though KVKK constitutes almost all the same fair information practise principles,
KVKK does not permit a ‘compatible purpose’ interpretation, whereas any further
processing is restricted. When the data is collected for a purpose in which the subject’s
consent was taken, the controller may utilize it for another purpose provided that
additional consent is further given, or further processing becomes required for legitimate

interests.*’

Moreover, there are other regarding the cross-border transport of data and
children's data protection, which are not entirely compatible with the EU acguis. Unlike the
GDPR, KVKK does not have a territorial scope. Taking into account the principle of
territoriality applicable under Turkish Law, KVKK applyies to all natural and legal persons

who process data originating from Turkey regardless of whether they are located in Turkey

“T Kigisel Verilerin Korunmasma Lliskin Diizenlemeler Cercevesinde Ulnslararas: Veri Aktarmm Yeni Gelismeler ve
Uygnlamaya iskin Hukuki Degerlendirmeler’, Bilgi University (Istanbul, 2020).
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or abroad. International transfer of personal data is authorized if the data subject explicitly
gives consent and the country’s level of data protection is considered adequate by the
TDPA.*® Otherwise, the data controllers are obliged to ensure by writing that they will
provide an adequate level of protection in a way TDPA approves. In the essence of what
KVKK stipulates through its provision that is ‘In cases where interests of Turkey or the
data subject will be seriously harmed, personal data shall only be transferred abroad upon
the approval of the Authority by obtaining the opinion of relevant public institutions and
organizations.’, data controllers are obliged to make an evaluation about whether a transfer
might result in serious harm. If there appears a possible risk of such harm, they need to
obtain the TDPA's approval. While these provisions are similar to those of the GDPR,
KVKK further authorizes the TDPA to restrict the cross-border transfer of data even if
the explicit consent of the data subject is obtained if the officials conclude that the interests
of Turkey or the data subject will be seriously harmed. Unfortunately, how such interests

are to be determined remains highly uncertain.

Grounds for data processing under KVKK are mostly corresponding to those which apply
for GDPR. On the other hand, KVKK requires explicit consent when sensitive, and
non-sensitive personal data is processed, which is a much more time-consuming exercise.
One could expect that such a demanding obligation ultimately makes KVKK provide a
higher level of data protection than GDPR at first sight. However, a comparison between
the definition of explicit consent in KVKK and GDPR's regular consent reveals that
KVKK's grounds for processing sensitive personal data are more constricted than GDPR.
Both requite 'freely given, specific and informed consent, but GDPR further provides that
there has to be 'unambiguous indication of the data subject's wishes by which he or she, by
a statement or by clear affirmative action, signifies agreement to the processing of personal
data relating to him or her.*”” Consequently, the majority of data considered sensitive can
be processed if it is currently permitted under KVKK, except for any data concerning

public health matters.

GDPR requires data controllers to maintain internal records, although there is no general
requirement to register with the data protection authorities, whereas KVKK provides a
hybrid solution, combining registration and record-keeping requirements.”” In particular,
the most significant difference from the GDPR is the obligation data controllers fulfil
under the KVKK to enrol onto VERBIS, the TDPA's Data Controllers' Registry. To
elaborate, it is a registration system in which data controllers are registered to and record

the data processing activities they engage in. Data controllers must register with the

% Burcu Tuzcu Ersin, "Turkey-Data Protection Overview' (One Trust Data Guidance, April 2020)
<https://www.dataguidance.com/notes/ turkey-data-protection-overview> accessed 7 February 2020
accessed 6 February 2021.

# Duygu Dogan, "Personal Data Protection in Turkey: The Impact on Business' (GRC World Forums, 8
November 2018)

<https:/ /www.gtcwotldforums.com/gdpt/personal-data-protection-in-turkey-the-impact-on-business /28.art
icle> accessed 9 February 2021.

500 1b1d.
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Registry, which is held by the Authority under the supervision of the Board.*”" Obligation
to register with VERBIS has the aim of establishing a safer and more transparent
environment in terms of clarification of personal data processing and acting in compliance
with the legislation for controllers. The procedures and principles related to the Registry
are determined in the Regulation on the Data Controllers' Registry.””” Registration in
VERBIS is mandatory for all data controllers prior to processing data of Turkish residents.
When registered, data controllers are required to inform about the data processing
activities they engage in. Before registering in VERBIS and beginning with processing
personal data, organizations must appoint a data controller representative who needs to be
a Turkish Legal Entity or a Turkish Natural Person.”” During registration, they are
required to submit a Data Processing Inventory that classifies the various categories of
‘data subjects, the types of data they process, their purpose, legal basis, and the technical
and administrative measures that an organization is taking to comply with the KVKI.>"
Additionally, there are several exemptions from registration in VERBIS mentioned in the
second paragraph of Article 28 of KVKK.

2.3.  How do external instruments (such as the above-mentioned GDPR) influence the

data protection in your country (NB can be applicable to non-EU countries as well)?

As a member of the EU Customs Union, Turkey has a long history of commercial
relationships with the EU. The EU's GDPR has ‘extraterritorial applicability’, which
signifies that it encompasses all entities collecting and processing personal data of
individuals residing in the EU. Consequently, GDPR also applies to private companies
based in Turkey. For instance, companies that ‘have offices and employees in the EU, offer
goods and services to individuals in the EU through their website or app, use cookies to
collect the IP address or other personal information from EU citizens and process the
personal data of EU individuals’ will be subject to the GDPR. In further examining the
differences between the Personal Data Protection Law and GDPR, the subtlety is of how
they affect businesses operating in Turkey. Any business that is subject to both KVKK and
GDPR should take notice of establishing a flexible compliance model that satisfies the
demands of regulatory authorities in multiple jurisdictions in order to eliminate duplication

of compliance effort.””

1 ibid.

2 ibid.

> ibid.

** Andrada Coos, 'All You Need to Know About Turkey’s Personal Data Protection Law (KVKK)'
(Endpoint Protector, 30 April 2020)

<https:/ /www.endpointprotector.com/blog/everything-you-need-to-know-about-turkeys-personal-data-prot
ection-law/> accessed 7 February 2021.

*% Duygu Dogan, "Personal Data Protection in Turkey: The Impact on Business' (GRC World Forums ,8
November 2018)

<https:/ /www.gtcwotldforums.com/gdpt/personal-data-protection-in-turkey-the-impact-on-business /28.art
icle> accessed 9 February 2021.
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Furthermore, the fines that are imposed within the framework of the GDPR serves to raise
awareness on data protection in Turkey. It must be mentioned that the Board Decision
(No. 2020/481) on 'the right to be forgotten' deriving from the GDPR was adopted by the
Turkish Data Protection Board on 23.06.2020 within the framework of Article 20(3) of the
Constitution, the regulations in the Articles 4, 7 and 11 of The Personal Data Protection
Law and Article 8 of The Regulation on the Erasure, Destruction or Anonymization of the
Personal Data. Upon the requests of the individuals on the 'Right to be Forgotten', the
above-mentioned Decision requires a balancing test between the fundamental rights and
freedoms of the data subject and the interests that the public will obtain from the
information in question, observing which of the competing interests outweigh. According
to the last paragraph of Article 90 of the Constitution, international treaties on
fundamental rights put into effect pursuant to the regulation in Article 90 of the
Constitution have the force of law. Therefore, the Council of Europe Convention 108, the
Convention for the Protection of Individuals with regard to Automatic Processing of
Personal Data, influences data protection in Turkey. However, Turkey has not yet signed
the Council of Europe Convention 108+, which is for the protection of individuals with

regard to the processing of personal data.

On 8 November 2001, Turkey signed the Additional Protocol No. 181 to the Convention
for the Protection of Individuals with regard to Automatic Processing of Personal Data
regarding supervisory authorities and transborder data flows. Published in the Official
Gazette No. 29703 on 5 Mayis 2016, this protocol entered into effect as a part of the
domestic rule of law ever since. Moreover, Turkey is among the founding members and
signatories of the European Convention on Human Rights, which does not include a direct
provision for processing personal data. In fact, Article 8 of the Convention, which
encompasses the right to respect for private and family life home and correspondence,
essentially addresses the protection of personal data solely under the scope of private and
family life. Nevertheless, the court practices of the European Court of Human Rights
signify that it has been protecting personal data over the years. Last but not least, as a
founding member of the Organisation for Economic Co-operation and Development and
a member of the United Nations, Turkey has paid regard to OECD Guidelines on the
Protection of Privacy and Transborder Flows of Personal Data (23 September 1980) and
United Nations Guideline for the Regulation of Computerized Personal Data Files (14
December 1990).
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3. To what extent is the data protection self-regulated by the private
sector in your country? How do public and private sectors cooperate in

this regard?

Data protection self-regulation by the industry can be simply described as 'a flexible
alternative and complementary to traditional government regulation'.””® Referring to this
self-regulation description herein, Turkey also has a robust government regulation as
explained under the previous question. On the other hand, we also see many reflections of
the right to privacy in different global human rights advocacy mechanisms (i.e. United
Nations Global Compact), which gives businesses the flexibility to enhance data protection

compliance requirements as part of their membership requirements.

With respect to human rights, the Turkish private sector is quite familiar with the
self-regulatory frameworks for business and human rights due to being a strong trade
partner to the European Union.”” In addition to this, there are several self-regulated bodies
operating in Turkey, which fosters compliance to fundamental human rights principles in
the scope of corporate sustainability via memberships, such as UN Global Compact
Network Turkey promoting the UN Sustainable Development Goals.”” Another example
for self-regulation, which could be considered as co-regulation, would be Turkey's Capital
Markets Board Corporate Governance Principles, whereby governs quoted companies to
be more sensitive towards social responsibilities via complying with the regulations and
ethical rules.”” Even though the UN Guiding Principles on Business and Human Rights is
not a primary framework, it is also advised for companies to adopt these principles in order
to show their compliance to human rights when there is a dispute, and a private law liability

is upon the company.”"’

Data privacy is another area in human rights where a lot of self-regulatory actions are
carried out. Data protection became a hot topic in 2016 with KVKK entering into force
and has been an increasingly important agenda item for the private sector since then.

Especially after the establishing of The Turkish Data Protection Authority (TDPA), the
secondary legislation has broadly expanded with secondary regulations and TDPA Board

3% Siona Listokin, ‘Industry Self-Regulation of Consumer Data Privacy and Security’
<ftc.gov/system/files/documents/public_comments/2015/10/00031-97822.pdf> accessed 13 March 2021.
7 Aram Ekin Duran, “Tiirkiye nin ibracatinda AB’nin pay: artsyor’ (DW, 3 February 2020)
<https://www.dw.com/tt/t%C3%BCrkiyenin-ihracat%C4%B1nda-abnin-pay%C4%B1-art%C4%B1yor/a-5
2243850> accessed 13 March 2021.

% Global Compact Network Turkey, <https://www.globalcompactturkiye.org/10-ilke/> accessed 13 March
2021.

> Oreun Cetinkaya, Atakan Giingérdi, ‘Business & Human Rights Series: 01 Why are Human Rights
Relevant to Businesses?’ (Cetinkaya, 16 November 2020) <
https://www.cetinkaya.com/insights/business-human-rights-series-01-why-are-human-rights-relevant-to-busi
ness> accessed 14 March 2021.

19 Altug Ozgiin Cetinkaya, Atakan Giing6rdii, ‘Business & Human Rights Series: 02 An Overview of Turkish
Legal Framewor’ (ICLG, 26 November 2020)
<https://iclg.com/briefing/15144-business-and-human-rights-seties-02-an-overview-of-turkish-legal-framew
ork> accessed 14 March 2021.
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decisions. However, there are still ongoing uncertainties and ambiguities due to secondary
legislation being relatively new. Two very good examples of self-regulatory implementation
in data protection would be the binding corporate rules’"' and commitment letters

regarding cross border data transfers,”* which are quite new to Turkish data processors.

There would be many reflections of self-regulatory practices due to rapid technological
advancements, complex regulations and the importance of trust between the private sector,
public bodies and citizens. In addition to globalization and companies trading more and
more in the international markets, the impact of self-regulatory bodies both at the national
and international level will also increase. In the scope of this, we expect to see more
companies applying human rights due diligence, whereby OECD Due Diligence for
Responsible Business Conduct could be a reference as a great source at the international

level and Ethics and Reputation Society (TEID) at the national level.

4. What is the process of judicial review of cases of data protection

breaches?

4.1. Is the right to data privacy defined in your legal system? If not, is it a part of another
right protected by the national law?

The Constitution of the Republic of Turkey defines the right to data privacy distinctly.’"

The relevant article of the Constitution points out that everyone has the right to request
the protection of his/her personal data, and it explains the scope of the protection of
personal data, which includes being informed of, having access to, and requesting the
correction and deletion personal data, and being informed whether the personal data used
in consistency with envisaged objectives. It also sets out that personal data can be
processed only in cases envisaged by law or by the explicit consent of the individual.
However, the principles and procedures regarding the protection of personal data are laid
down in the Turkish Personal Data Protection Law, numbered 6698. This code provides
the right to data privacy only if the data subject is a natural person and the data is linked
with an identified or identifiable natural person.”™* There are five principles to be complied
whilst processing personal data: Lawfulness and fairness, being accurate and kept up to
date where necessary, being processed for specified, explicit, and legitimate purposes, being
relevant, limited, and proportionate to the purposes for which the personal data is
processed, being stored for the period laid down by relevant legislation or the period

required for the purpose for which the personal data is processed.””

> Kisisel Verileri Koruma Kurumu, ‘Baglayict Sirket Kurallart Hakkinda Duyurw’ (KVKK, 10 April 2020)
<https:/ /kvkk.gov.tr/icerik /6728 /yurt-disina-kisisel-veri-aktariminda-baglayici-sirket-kurallari-hakkinda-duyu
ru”> accessed 14 March 2021.

>12 Kisisel Verileri Koruma Kurumu, ‘Taahhiitname Basvurusu Hakkinda Duyuru® (KVKK, 9 February 2021)
<https://www.kvkk.gov.tr/icetik/ 6867/ taahhutname-basvurusu-hakkinda-duyuru> accessed 14 March 2021.
> The Constitution of the Republic of Turkey, Article 20/3.

51* Turkish Personal Data Protection Law numbered 6698, Article 2.

315 ibid, Article 4.
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4.2. Can the data subject restrict or object to the data processing? What are the

circumstances and exceptions to this option?

Personal data cannot be processed without the explicit consent of the data subject.”® In
addition, it is distinctly set out that the data subject has the right to request the erasure or
destruction of the personal data if the reasons for the processing no longer exist, to object
to the occurrence of a result against himself/herself due to the data processed solely
through automated systems and to request correction of the incomplete or inaccurate
data.”’” Therefore, if the data subject does not give explicit consent before the processing,
personal data cannot be processed. If explicit consent is given before the data processing,
the data subject may request a correction at any time or after the reasons for the processing
disappears; personal data may be erased, destructed, or anonymized by the data subject's
request. The data subject directs the request or objection to the data controller in writing
or by other means determined by the Personal Data Protection Board. Thereafter the data
controller either takes the necessary actions to fulfil the data subject's request or refuses the
request with justified grounds within the shortest time and at the latest within thirty days
and free of charge.’™® If the request is refused or the grounds for the refusal are found
insufficient, the data subject may lodge a complaint with the Personal Data Protection
Board within thirty days after the data controllet's response.””” However, the data subject
cannot restrict or object the data processing if; the personal data is processed by natural
persons solely for personal activities of the data subject or of family members living
together with the data subject provided that it is not to be disclosed to third parties; the
personal data is processed for the official statistics provided that the personal data is
anonymized; the personal data is processed for the artistic, historical, literary or scientific
purposes or within the scope of freedom of expression provided that national defence,
national security, public security, public order, economic security, the right to privacy or
personal rights are not violated or the process does not constitute a crime; the personal
data is processed to maintain national defence, national security, public security, public
order or economic security within the scope of preventive, protective and intelligence
activities carried out by duly authorized public institutions and organizations; the personal
data is processed to prevent a crime or to investigate a crime; for supervision or regulatory
duties and disciplinary investigations and prosecution by the duly authorized public
institutions and organizations; the personal data is processed to protect economic and
financial interests of the state; the processed personal data is made public by the data
subject.”™ In addition, there are certain situations where explicit consent is not required
before data processing. Explicit consent of the data subject is not required if; it is expressly
provided for by the law; the processing is necessary to protect the life or physical integrity

of the data subject or of any other individual who is unable to express consent due to the

516 ibid, Article 5/1.

317 ibid, Article 11.

518 Turkish Personal Data Protection Law numbered 6698, Article 13.
519 ibid, Article 14.

520 ibid, Article 28.

188



physical ability or whose consent is not legally valid; the processed personal data is made
public by the data subject; the data subject is a party to a contract where it is necessary to
process the personal data provided that it is directly related to the establishment of the
performance of the contract; the data controller is a subject to a legal obligation where the
processing deemed necessary by the law, the processing is necessary for the establishment,
exercise or protection of any right; processing is necessary for the legitimate interests of
the data controller provided that the processing does not violate the fundamental rights
and freedoms of the data subject.”” In these situations, the data subject will not be able to
restrict or object to the data processing because explicit consent of the data subject is not

taken before the data processing;

4.3. In case of data protection breaches, what is the process to notify the data subject? Are
there any exceptional grounds not to notify the data subject? If such grounds exist, what

would be the ideal or optimal balance for necessity and proportionality?

In case of the processed personal data is obtained by others by unlawful means, the data
controller is under the obligation to notify the data subject within the shortest time and the
Personal Data Protection Board within 72 hours.’* In this context, the Turkish Data
Protection Law adopts a different approach from the General Data Protection Regulation.
It does not differentiate the situations that are likely to result in a high risk to the rights and
freedoms, and it obliges the data controller to notify the data subject and the Personal Data
Protection Board, both.”® The data subject is notified directly if the communication
address of the data subject is determinable. If not, the notification is made through the

data controllet's website or similar ways.
5. Does the review constitute effective protection of data privacy?

5.1 Which bodies conduct such review?

Turkish Personal Data Protection Authority conducts the review procedure after
exhausting the remedy of the application to the data controller under Article 13 of Law
No. 6698.°%*

The Authority, which is a public legal entity, has administrative and financial autonomy and
is affiliated with the Turkish Ministry of Justice under paragraph 2 of Article 19 of Law No.
0698, notwithstanding being an independent administrative authority.

5.2 What is the process of judicial review for cases of data protection breaches?

521 ibid, Article 5.

522 ibid, Article 12/5; The Board Decision No. 2019/10 of 24.01.2019 about Procedures and Principles of
Personal Data Breach Notification,

<www.kvkk.gov.tr/Icerik /6647 /The-Board-Decision-No-2019-10-0f-24-01-2019-about-Procedutes-and-Prin
ciples-of-Personal-Data-Breach-Notification-> accessed 19 February 2021.

> General Data Protection Regulation [04.05.2016] O] 1.119/52, 53; Turkish Personal Data Protection Law
numbered 6698, Article 12/5.

>** Personal Data Protection Law of the Republic of Turkey No.6698.
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Data protection breaches can be reviewed both judicially and non-judicially. Article 13 of
Law No. 6698 regulates the request to the data controller in case of a breach, while Article
14 regulates lodging a complaint to the Board with the condition of exhausting the remedy
of the request to the data controller and finally, Article 15 regulates the examination to be
made ex officio if the Board finds out about the alleged breach. However, the option of
lodging a complaint to the Board is completely voluntary, and it is also possible for the data
subject concerned to apply directly to the judicial authorities without exhausting the

remedies specified in Articles 13 and 14.

The data controller can be a natural person, a private or public legal entity, as well as a
public administration. Should the data controller fail to comply with their obligations
pursuant to Article 13, the data subject can direct their demands with a request to the data
controller in Turkish and in writing or other means determined by the Board. Application
to the data controller is further elaborated in the Communiqué on Application Procedures
and Principles to the Data Controller,”” by Article 5 of the said Communiqué, the data
subject may direct their demands under Article 11 of Law No.6698 by in writing, registered
electronic mail address or pre-declared electronic address or a special software signed by an
electronic or mobile signature. The data controller shall conclude the demands specified in
the request in the shortest possible time at the very latest by 30 days. According to
paragraph 2 of Article 13, "The data controller shall act on the request or refuse it together
with justified grounds and communicate its response to the data subject in writing or by

electronic means.

Should the data controller also fail to comply with its obligations under Article 13, the data
subject can entertain their right to lodge a complaint to the Authority under Article 14. In
any case, the competent authority for the complaint procedure to the Personal Data
Protection Authority is the Personal Data Protection Board, which is the decision-making
body of the Authority. In cases where the request is rejected, the response is found to be
insufficient, or the response is not given in time after the application made to the data
controller by the data subject, the addressee of the allegations of violation of data privacy

rights will be the Board.

The data subject can lodge a complaint to the Board in 30 days by the time the data subject
learns the data controller's answer of the refusal of the request or the insufficient response
of the data controller or the non-response or in any case, 60 days by the date of request
application. Article 15 further elaborates the procedures and principles of the examination

for both ex officio review and upon complaint.

Paragraph 4 of Article 15 states that, upon complaint, the Board will examine the request
and respond to the parties; however, if no response is given to the person concerned

within 60 days from the date of the complaint, the request will be deemed rejected.

525 Communiqué on Application Procedures and Principles to the Data Controller No.30356.
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Although it is regulated as a constitutional right for the administration to notify the
applicants in writing without delay pursuant to paragraph 2 of Article 74 of the
Constitution of the Republic of Turkey, the non-response within this 60-day period
regulated in Law No. 6698 is an implied refusal. Thus, after the 60-day period and the
administration's silence on the matter, upon parties' desire, the dispute can be transferred

to the judicial bodies as it will initiate the application period of the administrative litigation.

Under paragraph 5 of Article 15 of Law No.6698, as a result of the examination made
upon complaint or ex gfficio, in cases where it is understood that an infringement exists, the
Board shall decide that the identified violations shall be remedied by the relevant data
controller and notify this decision to the relevant parties. If the decision taken by the Board
is not fulfilled, the administrative fine specified in clause ¢ of paragraph 1 of Article 18 of
Law No. 6698 will be applied.

The third non-judicial way is for the Board to examine it ex officio. In the first paragraph
of Article 15 of the Law numbered 6698, which includes provisions on the procedures and
principles of review upon complaint or ex officzo, it is stipulated that the Board will carry out
the necessary investigations upon complaint or ex officio in case it finds out about the
alleged violation. Pursuant to the provision, the Board is obliged to make the necessary
examinations within the limits of its duties. The Board may act upon complaint or, if it
learns about alleged violations, it will also automatically investigate. Consequently, in order
for the Board to initiate an investigation, it is not necessary that a complaint is lodged by
the data subject. Third parties who learn about illegal practices will also be able to notify
the Board. However, since the Board does not have an automatic general authority by the
Law, the examination to be made by the Board will be limited to the subject of the

violation informed by the Board.

If it is determined that the violation is widespread as a result of the ex officio examination,
the Board has the authority to take a principle decision on this issue. Finally, the Board may
decide to stop the processing of data or the transfer of the data abroad. The duration of
the ex officio examination should also be mentioned here. Although the obligation to
respond to the person concerned by examining the complaint requests within 60 days is
stipulated in paragraph 4 of article 15 of Law No. 6698, no period has been stipulated in
terms of the examinations to be carried out by the Board. The sanction for
non-compliance with the decisions is the same as the complaint procedure to the Board.

Board's authority to examine ex officio aims to create a deterrent effect.”

>% Though not a remedy, another important institution within the Authority is the Data Controllers' Registry
Information System (VERBIS), pursuant to Article 16 of Law no. 6698 is open to the public under the
supervision of the Board. ‘Data Protection Authorities should strive not to become machines for laundering
the activities of the public sector or a screen to obscure the activities of large private sector controllers. To
provide a hollow assurance to individuals will destroy what confidence the public might have in them.” Thus
as intended to overcome this, “VERBIS has designed as a system in which the data and responsibility of the

data controllers who are obliged to register in the Registry can be entered into the technical and
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5.3 Does the review provide effective remedies to the data protection breaches? If so,
please specify. For example, what kind of sanctions are imposed as penalties or what

remedies are available?

Turkish practices and procedures can easily be categorized as strong in the enforcement of
data protection law as there are the options of both penalties, administrative fines and
pecuniary and non-pecuniary damages and other sanctions. This partly due to the nature of
the Turkish Data Protection Authority's as it both acts as an independent administrative
institution and as a dispute resolution mechanism for the parties as an alternative; and
partly due to the constitutional safeguards provided by Article 20 and Article 74 of the
Constitution of the Republic of Turkey.””’

Law No. 6698 regulated this situation with Article 14 and stated that in case of a complaint
to the Board that those whose personal rights were violated reserves the right to demand

compensation. '

Similar to the procedure for claiming compensation under general provisions, Articles 135
and 140 of the Turkish Penal Code will be applied if the individuals have been processed

illegally and constitute a crime at the same time.

Finally, within the scope of Law No. 6698, administrative fines to be applied by the Board

in case of breach of obligations by the data controller are determined.

In terms of the application of administrative fines, there is no distinction between real
persons or legal persons as well as private or public legal entities. In the event that the
violation is committed within public institutions and professional organizations,
disciplinary action is taken against officials working in the said organizations are taken, and
the Board is notified accordingly. When compared with the GDPR, said fines are less
deterrent as the maximum fine is 2% of the annual return in the case where an enterprise is
the data controller. Yet as it can be inferred from the popular decisions of the Board such
as Decision on Facebook No. 2019/269°%, Decision No. 2019/144 about Cathay Pasific
Airway529 and Personal Data Protection Board's Decision dated 27/02/2020 numbered

530

2020/173 on the Application Regarding Amazon Turkey™” that the sanctions imposed by

administrative measures they take in order to ensure the protection of the personal data.” This increases the
foreseeability of any potential breach and enables rapid measures to be taken.

27 “Article 24 of Directive 9 5/46/EC states that Member States have to 'lay down the sanctions to be
imposed in case of infringement of the provisions adopted pursuant to this Directive'. However, the
Directive does not clearly and explicitly state that a DPA shall be able to impose fines. This general provision
has left it open for the national legislator to determine who can apply the sanctions, following which national
law as well as the type of sanctions available. As a consequence, the sanctions for infringing data protection
law can be enshrined in criminal or administrative law, they can be applied by courts or national DPAs, and
their nature can be pecuniary or non-pecuniary. This led to major differences in their application throughout
the EU. The obvious consequence is that some Member State DPAs ate stronget' while others are 'weaket' in
the enforcement of data protection law.”.

>2812019] The Board Decision on Facebook, No. 2019/269.

329 [2019] The Board Decision on Cathay Pasific Airway, No. 2019/144.

>3 12020] The Board Decision on the Application Regarding Amazon Turkey, No. 2020/173.
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the Board are fairly determined and secured, there are additional sanctions imposed in the

case of a failure to comply with the Board's decisions.

To ensure the constitutional right of protection of personal data, the intervention of the
criminal law is inevitable. According to the Turkish Penal Code (N0.5237), data protection
breaches may constitute a crime under the Ninth Chapter of the Code:

— violation of privacy (Art. 134)

— recording of personal data (Art.135)

— illegally obtaining or giving data (Art.130)

—failing to destroy data in accordance with the prescribed procedures before the expiry of
the legally prescribed period for destruction (Art. 138)

While Article 134 defines the acts of violating the secrecy of the private life as actus reus,
Articles 135 and 136 of the Turkish Penal Code defines the acts of unlawful recording,
transfer, sharing and seizing of personal data as actus reus and finally, Article 138 defines

failing to destroy the personal data as actus reus.

Any person who violates the secrecy of private life under Article 134 is punished with
imprisonment from six months to two years or imposed a punitive fine. Unlawfully
recording personal data is also constitutes a crime under Article 135(1) and requires
imprisonment from six months to three years. If any of the offences under the Ninth
Chapter is conducted by a public officer or by exploiting the advantages of a performed
profession and art, the punishment is increased by one half (Art. 137). Also, failure to
destroy the data within a defined system despite the expiry of the legally prescribed period

requires imprisonment from six months to one year (Art. 138).

All in all, developments in Turkey, a newcomer to the international data protection arena as

of 2016, looks highly promising in terms of providing effective remedies for data breaches.
6. What is the process of judicial review of anti-discrimination cases?

The breakthrough was the amendment on one of the articles of the Turkish Constitution
with regards to the application of the provisions of the International Conventions into
domestic law. Within the scope of the Law of Harmonization Code of the European
Union, it is accepted that the international agreements duly put into effect after the
aforementioned amendment made in article 90 of the Constitution in 2004 with the law

numbered 5170, have the force of law in Turkey.
6.1. Constitution

Discrimination is regulated in various codes and regulations in the Turkish legal system.
Firstly, article 10 of the Turkish Constitution stresses equality before the law and forbids
any discrimination for any reason, and also has the Turkish Government responsible for

ensuring this equality.
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Article 122 Turkish Criminal Law regulates the discrimination offence along with hate with
the amendment made in 2014. That is, the existence of the discrimination offence was
attributed to the motive of hate. The otherwise imputed offence would not come into
existence unless it is proven that it is committed with the motive of hate. Therefore, the
definition of discrimination that has become a hate crime has been narrowed down.
However, pursuant to the preamble of the article, any action might be considered as
discrimination depending on the context. By doing this, the lawmaker emphasizes that
grounds of discrimination should be interpreted broadly. However, this approach receives
criticism on the grounds that it contradicts the principle of legality in crime and
punishment. Although it is stated in Article 122 that the perpetrator of the crime can be
anyone, Article 20 of the same code states that legal entities cannot be imposed criminal
sanction, so the only way to punish the legal entities would be preventive security measures.
However, pursuant to Article 60 of the TCL, in order to apply a measure against a legal
entity, this measure must be referred to **'98J is that while direct discrimination is regulated
as a crime, indirect one is excluded. When it comes to proof of the offence, while the
burden of proof may change under certain conditions in the codes or regulations where
discrimination is regulated other than the Criminal Code, this situation is not possible in
the field of Criminal Law. Contrary to the presumption of innocence, it cannot be expected
from the suspect or the accused to prove that the crime has not occurred. As a result, it

cannot be said that the intended protection has been achieved with the article.

0.2. Labour Law

Contrary to the previous code, Labour Law No. 857 includes the prohibition of
discrimination in Article 5. The aforementioned article is important because that is the first
regulation in which discrimination in working life is explicitly prohibited, apart from the
provisions in the Constitution. Another factor that makes this law special and important is
that it has included the concepts of direct and indirect discrimination in the code for the
first time. As clearly stated in the justification of the article, the EU legal acquis was taken
into account while drafting the provision. Although this regulation can be seen as progress,
the application of the said article takes effect after the beginning of the mutual business
relationship. However, in its very first sentence, the justification of Article 5 mentions that
employers are obliged to treat workers equally’* in terms of working conditions from the
very beginning. In this sense, it is stated that it can be applied in the recruitment process as
well. Besides, thanks to Article 18 of the Labour Law titled "Termination of the Contract
with a Valid Reason', the person has the right to demand the other rights of which he or
she is deprived if the labour contract is terminated on the grounds of race, colour, gender,

marital status, family obligations, pregnancy, birth, religion, political opinion or similar

331 Ulas Karan, ‘Prohibition of Discrimination in Turkish Law And Feasibility of Article 122 of Turkish Panel
Code’, (Union of Turkish Bar Association Journal, (73), 2007)
<http://tbbdergisi.barobirlik.otg.tr/m2007-73-373.> accessed 26 February 2021.

>2 Murat Kandemir, Didem Yardimcioglu, ‘Equality Principle in Labor Law’ (2014) Dicle University Faculty
of Law Journal, 19 (30-31)

<https://dergipark.org.tr/en/download/article-file/214048> accessed 27 February 2021.
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reasons. Unfortunately, discrimination that minorities may face at the time of employment
is excluded from the scope of the article. For this reason, only the people in employment
will benefit from the protection of the article. Article 122 of the TCL, on the other hand,
punishes certain actions made before the emergence of a business relationship.

6.3. Judicial Review

Victims of the discrimination can file a lawsuit subjected to general provisions within the
frame of the Criminal Procedure Code numbered 5271, the Code of Civil Procedure
numbered 6100, and the Administrative Judicial Procedure Law numbered 2577.
Restorative justice mechanisms that offer non-judicial remedies such as alternative dispute
resolution or mediation are very limited in this sense. Since a discrimination offence in
criminal proceedings is not regulated as an offence subject to a complaint, a compromise
process cannot be carried out.

However, victims of discrimination may demand compensation for their financial damages,
deprived earnings, or moral damages arising from their intense pain, or all the remedies
having been mentioned above. It is also possible that said criminal, civil or administrative
proceedings could take place at the same time. For instance, while victims can
simultaneously file a lawsuit for compensation in civil or labour courts, they also have the
right to make a complaint about administrative implications or criminal investigation.
According to Article 125 of the Constitution, the judicial remedy is available against all acts
and proceedings of the administration. Therefore, the administration is obliged to pay for
the damage arising from its actions and proceedings. In administrative acts, if an act is
considered to be contrary to law by the administrative court, the court may revoke the act
and/or rule for indemnity. In the case that the coutt refuses the application, the applicant
must file a lawsuit in the administrative courts within 60 days from the date of refusal.
There is also a period of limitation in such cases. Regarding damage, the burden of proof is
on the plaintiff in administrative cases. Since the trials are heard through the file, there is no
way that the administrative courts hear witnesses. Cases that have been brought before

administrative courts are examined by the Council of State upon appeal.

7. Does your country have any specific regulations on Advanced Digital
Technologies, such as big data, artificial intelligence (AI), Internet of

Things (IoT) and/or encryption?

Turkey does not have specific regulations regarding the liability deriving from the
development or the usage of Advanced Digital Technologies, such as Al applications, 10T,
autonomous weapon systems or autonomous vehicles. However, the above-mentioned data
protection legislation®” has a direct legal impact on the usage of advanced technologies.

Turkey's Digital Transformation Office was established by Presidential Decree No. 1 in
2018, under the Presidency as a public entity with a private budget. The Digital

Transformation Office has many competencies, including preparing a road map for digital

>3 ibid.
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transformation in the public sector, developing projects for improving information security
and cybersecurity, developing strategies for effective use of big data and advanced analysis
solutions in the public sector, leading respective implementations and providing
coordination, and leading artificial intelligence applications in the public sector with regard

to prioritized project areas, and providing coordination.

The Digital Transformation Office has a department dedicated to Big Data and Artificial
Intelligence Applications. Competencies of the Department include developing strategies
and providing coordination for enabling the effective use of big data and artificial
intelligence applications in the public sector, supporting projects and activities necessary
for developing big data technologies in the public sector, leading artificial intelligence
applications in the prioritized project fields and carrying out big data analytics, security and
privacy activities. The Department is also responsible for developing strategies and
providing coordination about national-level open data and establishing and running the
national Open Data Portal for sharing public data, and determining the procedures,

principles and standards on data transfer by public institutions to the Portal.

According to the recent Turkish National Cyber Security Strategic Report, some legislative
initiatives might be introduced in the coming years on cybersecurity certification, children's
data protection, limiting cross border transfers of Turkish nationals' data. Furthermore, the
security criteria of new generation technologies such as artificial intelligence, the Internet
of things, blockchain and 5G will be a priority in cybersecurity planning in the near

future.>

7.1. To what extent are the external legislative developments influential on your country's

regulation of this area?

First of all, international agreements, especially the provisions of international law
concerning fundamental rights and freedoms, influence Turkish law to a great extent.
According to the last sentence of Article 90 of the Constitution: 'International agreements
duly put into effect have the force of law. No appeal to the Constitutional Court shall be
made with regard to these agreements on the grounds that they are unconstitutional.
(Sentence added on 7 May 2004; Act No. 5170) In the case of a conflict between international
agreements, duly put into effect, concerning fundamental rights and freedoms and the laws due to differences

in provisions on the same matter, the provisions of international agreements shall prevail.™

The Republic of Turkey signed the European Convention on Human Rights in 1950, and it
came into force in 1954. In this regard, the judgements of the European Court of Human
Rights and the Council of Europe's duly ratified Conventions must be taken into

consideration as a national legal tool. The provisions of the Conventions that concern

34 T.C. Ulagtirma ve Altyapr Bakanlyg, Tiirkiye Cumburiyeti Ulnsal Siber Giivenlik Stratejisi’ (2020-2023),
<https://wwwitw.int/en/ITU-D/Cybetsecutity/Documents/National_Strategies_Repository/NationalCybe
rsecurityStrategyOf TURKEY.pdf> accessed 1 March 2021.

5% Constitution of the Republic of Turkey.
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fundamental rights and freedoms have great legal importance for Turkey and are
considered above domestic laws but below the Constitution. It is significant to note that
Turkey is represented at the Council of Europe's ad hoc Committee on Artificial
Intelligence (CAHAL).

European Union law influences Turkish law, too, as Turkey is an accession country
undergoing the harmonization process. The European Union recently took significant
steps to regulate data, starting with the GDPR. The European Union's goal of creating a
Single Data Market to ensure data interoperability and the robustness of data sets is likely
to influence Tutrkey as a neighbour and a significant trade partner. The European Union's
draft Al regulation, too, is likely to have an influence for the same reason, once adopted by
the EUL

The European Union's White Paper on Al is a significant document, followed by the Data
Governance Act presented in 2020, which touches upon the reuse of sensitive public data,
such as health data from public hospitals, which may be influential for Turkey, too. The
European Union's Data Act presented in 2021, which aims to increase fairness in the
European Union's data economy, improve data portability rights and review the intellectual

property rights framework, is also likely to be a guide for Turkey as an accession country.

The influence of the European Union on Turkey may also be seen from Turkey's
E-commerce Law No. 6563, which entered into force in 2015 and is compliant with the
European Union's E-Commerce Code. The European Union is currently updating its
e-Commerce Code with the Digital Services Act and the Digital Markets Act, and these
new legislations will bring significant changes to online platforms which have their
business model on collecting and processing data. It is likely that Turkey would bring
measures similar to those of the European Union in the future, especially regarding big

data and algorithms.

Turkey is also one of the 37 members of the Organisation for Economic Co-operation and
Development (OECD), which has initiatives on Al, including the Global Partnership on
Artificial Intelligence (GPAI) and the Going Digital project. Turkey is part of OECD's
Going Digital Horizontal Project, which helps policymakers understand how digital
transformation impacts the economy and society. The project aims to reduce the gap
between technology and political development, to provide policymakers with the tools they
needed to develop a whole-of-government approach and to advance the measurement of

digital transformation.

Furthermore, OECD Al Principles aim to promote responsible stewardship of trustworthy
Al, which includes human-centred values, fairness, transparency, robustness, security,
safety, and accountability. As a member state, Turkey benefits from OECD's collaborative,
multi-stakeholder, interdisciplinary approach. OECD, as an organization, also participates

in international initiatives, such as those of the Council of Europe.
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8. Does your country's legislation require encrypted personal messages

to be decrypted and accessible for criminal investigations?

The increase in technological advancements over the last decades has made it necessary to
adopt regulations that provide clear and effective protection of data. Regulations
concerning data privacy arising from this need are fairly new all around the world, and
Turkey is no exception.” Personal Data Protection Law No. 6698 came into effect very
recently in 2016. The Constitution of the Republic of Turkey No. 2709 and the Turkish
Penal Code No0.5237 included provisions to protect the data privacy of individuals before
the PDPL entered into force. However, this protection was not sufficient. Data privacy of
individuals was protected under Articles 132-140, Part 9, 'Offences Against Privacy and
Confidentiality' of the Turkish Penal Code. Article 135 para 1 of TPC provides that
unlawfully recording personal data is a crime punishable by imprisonment from one to
three years. Illegally obtaining or giving data and destruction of data also constitute crimes
as disclosed in Articles 136 and 138.

The 'right to protect personal data' was constitutionally regulated for the first time when
Article 20 of the Turkish Constitution governing the 'Privacy of the Individual's Life' was
amended in 2010. The added paragraph states that everyone can request that their personal
data be protected. Pursuant to this paragraph, individuals may thereby demand to be
informed of, have access to and request the correction and deletion of their personal data,
and be informed if their personal data has been used in accordance with the intended
purpose. The processing of personal data is lawful only when it is envisaged by law, or the
individual has given explicit consent. With this provision, the 'right to protect personal
data' has been recognized as a fundamental right.”’

When the Personal Data Protection Law came into force, it did not include penal
provisions. Instead, Article 17 of PDPL refers to the relevant provisions (135-140) of the
TPC. Thus, if there is a personal data offence in question, the provisions of the TPC will
be applied.”

Article 12 para 1 of the PDPL states that the data controller has an obligation to take all
necessary technical and organizational measures for providing an appropriate level of
security to prevent unlawful processing of and access to personal data and safeguard it.
Encryption is included among the technical measures described in the Personal Data
Security Guideline of the Board. Accordingly, encryption of personal messages must be
provided by the controllers pursuant to Article 12 of the PDPL.>” Although this is the
general rule, the decryption of personal messages might be considered lawful and therefore

be required under certain circumstances. With the conditions of being relevant and

33 Ogulcan Ozkan, Kigise! Verilerin Korunmas:’ (MSc thesis, Ankara University 2020), 40-43.

337 ibid. 79-82.

538 ibid. 241-243.

5% Turkish Data Protection Board, Kigise/ 1eri Giivenligi Rebberi (Teknik ve Idari Tedbirler) p 20-28.
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proportionate to the purpose and general principles of the PDPL, if it is necessary to
process personal data for crime prevention and investigation, personal messages can be
decrypted. Article 28 para 2 of the PDPL explains that in the processing of personal data
where it is necessary to prevent crime or investigate a crime, provided that it is relevant and
proportionate to the purpose and general principles of PDPL, Article 10 regulates the
obligation of the data controller to inform; except for the right to request compensation,
Article 11 which regulates the rights of the data subject; and Article 16 which regulates the
obligation to register with the Data Controllers Registry will not apply.

8.1. The circumstances in which decryption may be conducted and the potential or real

consequences of such requirement

When communicating via e-mail or instant messaging, personal messages should be kept
private between only the sender and the intended receiver, and no one else should be able

to read these messages.”"

The WP29 allows countries to adopt legislation to protect national security by processing
personal data through surveillance measures. Since the 'Guarantees' derive from the
jurisprudence of the CJEU and the ECtHR, they apply in and to Turkey as a Member State
of the Council of Europe when applying legislation interfering with the fundamental rights
to privacy and data protection. Given that data needs to be protected continuously during
transfers, the Guarantees need to be taken into consideration when transferring data from
the EU to third countries, such as Turkey. The four European Essential Guarantees are as
follows:

— Processing should be based on clear, precise and accessible rules,

— Necessity and proportionality with regard to the legitimate objectives pursued

need to be demonstrated,

— An independent oversight mechanism should exist, and

— Effective remedies need to be available to the individual.**'
Article 22 of the Constitution governing the freedom of communication ensures that the
privacy of communication is fundamental. Communication cannot be impeded, or privacy
of communication cannot be violated with the exception of a decision duly given by a
judge or a written order of an agency authorized by law — in cases where delay is
prejudicial — for purposes of national security, public order, prevention of crime,
protection of public health and public morals, or protection of the rights and freedoms of

others.”*

>0 Traklis Symeonidis and Gabriele Lenzini, 'Systematisation of Threats and Requirements for Private
Messaging with Untrusted Servers: The Case of E-mailing and Instant Messaging' (International Conference
on Information Systems Security and Privacy, Malta, February 2020).

1 Article 29 Working Party, ‘Opinion 01/2016 on the justification of interferences with the fundamental
rights to privacy and data protection through surveillance measures when transferring personal data
(European Essential Guarantees)” (WP 237, 13 April 2016), 1-6.

> The Constitution of the Republic of Turkey No. 2709, 22(2).
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8.2. Power of decryption of the authorized body

Big Tech companies such as Facebook and Google have extensive access to millions of
users' data. The power these companies have over individuals raises privacy concerns. The
practices of these companies endanger the confidentiality of data and restrict users' ability

to control what the services are doing on their devices.

Cryptography is an important tool that offers secure communication. When applied
correctly, no one else should be able to decrypt messages between the sender and the
receiver. However, crypto can be switched off unbeknownst to the user; hence he will not
be able to seek legal remedies for the lawfulness review of the decryption. Legislation
allowing the implementation of surveillance measures, i.e., decryption, gives too much

power and control to Big Tech and the authorized body over individuals.**

Interfering with the privacy of individuals excessively would restrict persons from sharing
their opinions freely and cause a chilling effect, especially on abuse and violence victims.
This would also lead to a lack of autonomy. States have an obligation to guarantee
individuals that their messages and e-mails will be received only by their intended recipient
and that the communication will not be interfered with by the authorities of the State or

any third party.”*
8.3. Level of protection the Turkish legislation provides to the individuals

Under the Turkish Administrative Law, the persons concerned may apply to the
Administrative Court for the annulment of an administrative procedure when the
procedure is unlawful. If the individual is harmed by this procedure, he can claim
compensation.”® If the Court does not declare the procedure unlawful and rules not in
favour of the individual, he retains the right to make an individual application to the
Constitutional Court.

According to Article 139 of TPC, individuals have a right to lodge a complaint when their
personal messages are unlawfully decrypted. Article 132 para 1 states that while the
violation of the secrecy of communication is punishable by imprisonment from one to
three years; if this violation occurs through recording, the punishment will be increased by

one-fold.

3 Seda Giirses and Bart Preneel, ‘Cryptology and Privacy in the Context of Big Data’ in Bart van der Sloot,
Dennis Broeders and Erik Schrijver (eds), Exploring the Boundaries of Big Data, Amsterdam University Press
(Amsterdam, 2016).

*** Frank La Rue, ‘Report of the Special Rapporteur on the Promotion and Protection of the Right to
Freedom of Opinion and Expression” UNGA 23" Session A/HRC/23/40 (2013) paras 23-24.

> Procedure of Administrative Justice Act No. 2577.
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9. Has your country reached an adequate balance between allowing

digital advancements and protecting human rights online?

Some believed that there have been three leaps throughout history that human beings have
experienced, namely, cognitive revolution, agricultural revolution, and the industrial
revolution. Each of them is basically considered to be the most important breakthrough in
modern human history. We would be wrong if we thought that they are all a thing of the
past because today's foundations lay on them in every way. Thanks to those advancements,
recently, we have been living in an era shaped by new cutting-edge technologies such as the
Internet of things, Al, robotics, and nanotechnology. Of these, Digitalization, also known
as the Digital Revolution, has been taking up too much space for the last decade in our
lives. Digitalization is, without doubt, the most significant spread of information since the
invention of the printing press, which led to drastic changes in society, so it was one of the
key factors that brought about the Renaissance movements, according to prominent
historians. Digital transformation is about using digital tools and applications more

effectively to improve business agility, productivity and performance.**

As it is known, nothing is perfect, so any change or development comes at a price. That is,
such improvements cause some challenges needed to be met. In general, digital adoption is
the main challenge ahead of this transition period to the new Digital Era. In order to
overcome these challenges, first of all, these challenges need to be detected and worked on
according to the needs of the public, as well as the market, to keep the society functioning
as much as possible; and of course, certain actions should be executed not only by the
governments but also by international conventions and domestic legislation in cooperation

with the civil society as well.

Following every ground-breaking paradigm shift, it is inevitable that the need for legal
arrangements does become the main topic of the conversations. As mentioned above, the
Fourth Industrial Revolution changes the way how we live and communicate with each
other in an unprecedented way, and there is a decent chance to somewhat adversely affect
human rights as well. Firstly, the use of Al and automation have already had an impact on
the job markets due to the fact that they are capable of working better than humans.
Experts estimate that by 2020, 85% of all customer interactions will be handled without a
human agent with the help of chatbots and self-service technologies. Data is the key factor
for this change. However, data still possess some humanistic flaws and mistakes such as
bias, discrimination, and prejudice. Secondly, access to the Internet and the right to
freedom of expression have been interrupted because of the governments' internet
crackdowns. The United Nations once said that governments around the globe imposed
various bans on the Internet roughly 50 times in 2016 for fear of fake news. This problem

should not be underestimated as there are as many as 3 billion internet users around the

> Ouritdept.co.uk, ‘What is Digital Transformation?’
<https:/ /www.outitdept.co.uk/what-is-digital-transformation/> accessed 28 February 2021.

201


https://www.ibm.com/blogs/watson/2017/10/10-reasons-ai-powered-automated-customer-service-future/
https://www.ibm.com/blogs/watson/2017/10/10-reasons-ai-powered-automated-customer-service-future/

world. Yet, along with this excuse, whether or not it is legitimate, this censorship wreak
havoc on politics and human rights without a doubt. Lastly, due to the Internet of Things,
there has been an imminent threat that a lot of private information and data could become
public without the discretion of the owners. According to Business Insider, the number of
devices which will be hooked up to the Internet will be as many as 34 billion, and all of

them will be able to track personal data.

Science, technology, and development have been at the very centre of people's interests
since the age of discovery. In addition, with the industrial revolution, human progress
picked up such a pace that had never been before. In the meantime, human rights have
always been the case since individual rights become more and more important. From the
human rights perspective, the main issue was how human rights should keep up with
scientific and technological developments. There is no consensus on how to deal with this
challenge, so there are some varying approaches, attempts and thoughts about what to do.
However, in S. and Marper v. the United Kingdon’” verdict, the Buropean Court of Human
Rights used a term called 'striking a fair balance’ referring to a fine line between the
competing public and private interests. In this case, after applicants were charged with a
crime, their fingerprints and DNAs were taken. Although they were acquitted at the end of
the trial, they asked for their fingerprints and DNA samples to be destroyed, but they were
refused. For this reason, the European Court of Human Rights decided that even though
the retention of these private data pursued the legitimate purpose of the detection and
prevention of crime, there was a violation of Article 8 of the European Convention on
Human Rights due to the fact that applicants were just suspects. Also, in the justification,
the Court stated that the retention was not time limited. Moreover, there exist only limited
possibilities for an acquitted individual to have the data removed from the nationwide
database or the materials destroyed. Accordingly, the retention at issue constituted a
disproportionate interference with the applicants' right to respect for private life and could
not be regarded as necessary in a democratic society.”* It is clear that with this landmark
decision, the Court indicates that there are certain criteria that need to be followed when it

comes to interference in private life under Article 8 of the Convention.

A human rights-based approach seems to have been adopted by United Nations to
maintain the balance between digital interventions and human rights. Although there is no
agreed definition on this approach, in practice, there are certain principles that put the
international human rights entitlements, claims of people - #he right-holders- and the
corresponding obligations of the state - zhe duty-bearer - in the centre of the national
development debate, and it clarifies the purpose of capacity development. **Those
principles emphasized by The United Nations Development Programme appear when

facing any gender bias, discrimination or misuse of science and technology.

7.8 and Marper v United Kingdom [2008] ECHR 1581.

8 <https:/ /justice.orguk/s-marper-v-uk-2008/> accessed 28 February 2021.

) <https:/ /wwwscidev.net/global/ features/linking-science-and-human-rights-facts-and-figures /> accessed
28 February 2021.
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When it comes to science and technology, according to this approach, scientists are
expected to do certain things and make value judgments while doing their profession.
Science and technology have reached such a level that cause some major concerns for
society, such as the developments in the fields of nanotechnology, tracking technology or
geospatial technologies. In other words, besides their main duty, scientists are expected to
take human rights into consideration as well. The above-mentioned ethical view could also

clearly be seen in some International Declarations and Covenants.

Article 27 of the Universal Declaration of Human Rights guarantee that everyone has the
right to be part of the scientific developments and benefit from them. Although scientific
advancements and their benefits are considered to be part of cultural life, the World
Commission of the Ethics of Scientific Knowledge and Technology (COMEST), an
independent advisory body of UNESCO, is assessing the implications of Article 27 in

relation to science and technology ethics.

In 2005, UNESCO issued a declaration with regards to ethical matters resulting from
modern science. The declaration briefly underlines how to make a law that deals with
ethical concerns and human rights in science and technology. The main concern of the
declaration is that the wellbeing of the individuals is supposed to be on top priority besides
the interests of governments or society. Therefore, the declaration also stresses that just
having prior informed consent from the community or third parties in scientific research
does not mean that there is no need to get the consent of the individual. Also, it clearly
explains that access to scientific and technological information should be provided by the
governments that urge the share and circulation of scientific information. The declaration
also advises governments to form ethic committees to keep track of the ethical and human
rights issues in the fields of science. According to the director of UNESCO's division of
ethics of science and technology, Henk ten Have 'it was the first document that comprises

these issues in the same document'.

Other than the international efforts concerning human rights matters and ethics in the
digitalized world, there are also nationwide efforts as well. In order to embrace the recent
digital developments and improvements, some countries already developed and released a

method called 'National Artificial Intelligence Strategy' to make a long-standing plan.

Even though Turkey has no National Artificial Intelligence Strategy yet, in 2020, National
Artificial Intelligence Strategy Preliminary Report was published. In brief, some
suggestions were listed regarding the usage of artificial intelligence in many areas such as
education, industry, and everyday life. In parallel with the developing technologies, social
demands and reform trends in the public sector, Digital Transformation Office was
established on 10 July 2018 in order to collect the studies on digital transformation

(e-Government), cybersecurity, national technologies, big data and artificial intelligence,
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which are carried out separately under different institutions. ** Within the scope of the
Presidential Decree, various service units of the Digital Transformation Office have been

set up. 551

10. Based on your analysis, how do you believe that legislation
regarding the area of protecting human rights online will develop in the

upcoming five years?

Turkey, as a member of the Council of Europe, accepts that human rights are the same
online and offline. In this respect, all human rights have better protection online in the
next five years, starting with the freedom of expression and the right to non-discrimination.
Turkey recently brought a new Social Media regulation that aims to overcome difficulties
and to hold social network providers accountable towards applications made by public
bodies and Internet users. The Law on the Amendment of Law No.5651 on Regulation of
Publications on The Internet and Combating Crimes Committed by Means of Such
Publication, in its preamble, referred to a Constitutional Court decision that online
platforms need to be held accountable in fighting against illegal content, together with
governments. With the new law, illegal content on social platforms may be extracted where
possible instead of a complete block on access to the platform. In this respect, Turkey may
introduce new regulations regarding the responsibilities of online platforms in the near
future to safeguard the freedom of speech and to prevent hate speech. Furthermore, the
power of algorithms in influencing user behaviour in democratic processes is not to be
undermined. Turkey might also introduce new legislation to regulate algorithms. In this
respect, it is essential that the law of the European Union influences Turkey, and it will

influence Turkey in the next five years as an accession country.

Turkey has still not yet signed the Council of Europe Convention 108+, which is a
significant tool for the protection of individuals with regard to the processing of personal
data. In the next five years, one might observe new steps in this respect. Furthermore, as
enforcement means as much as the legislation itself, the enforcement of the provisions of
KVKK remains a priority. As a ground for protecting other human rights online, the right
to privacy will gain higher importance. In the coming five years, we will be witnessing a
more connected world thanks to the Fifth Generation Communication Technologies (5G),
enabling the Internet of Things which will entail more connected devices and the super
increase in the flow of data, which brings the question whether the GDPR or KVKK will
be able to suffice legal protection of data. As Wachter underlined, since this data protection
legislation is focused only on the procedure 'after' the data is collected, this legal scope will

be inadequate.

30 <https://www.resmigazete.gov.tr/eskiler/2018/07/20180710-1.pdf> accessed 28 February 2021.
! Cbddo.gov.tr, ’About Us’, <https://cbddo.gov.tr/hakkimizda/> accessed 28 February 2021.
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The Digital Transformation Office of Turkey has goals such as improving information
security and cybersecurity, developing strategies for effective use of big data and advanced
analysis solutions in the public sector, leading artificial intelligence applications in the
public sector with regard to prioritized project areas. The recent Turkish National Cyber
Security Strategic Report stated some legislative initiatives might be introduced in the
coming years on cybersecurity certification, children's data protection, limiting cross border
transfers of Turkish nationals' data. Furthermore, the security criteria of new generation
technologies such as artificial intelligence, the Internet of things, blockchain and 5G will be
a priority in cybersecurity planning in the near future. Internet of things systems is to erase
the barriers between personal and non-personal data. Therefore, the legislative frameworks
focusing only on personal data will become insufficient. Towards 2030, when 6G
technology will transform the Internet of Things to the Internet of Smart Things, the

human body will be a part of the network as well>

. Cyber-physical areas will erase the
barriers between what is private and what is public; security and privacy gaps in the cyber
domain will have greater impacts on the physical domain. In order to be able to protect
human rights, the legal framework must first estimate the legal scope of data to define it as
a property right or an integral part of being a human. Cybersecurity, big data and artificial
intelligence are all areas that are closely linked with human rights. As Turkey aims to bring
legislations in these areas of technology in the future, one would expect to see provisions
to safeguard the freedom of thought, privacy rights and the right to non-discrimination to

complement the law.

Furthermore, women's rights and children's rights remain priorities that need to be
underlined. Women, as it can be seen from the pandemic, are vulnerable to human rights
breaches, and the effective implementation of the Council of Europe's Istanbul
Convention™ is more significant than ever to provide adequate protection against the new
dangers introduced by technology. Children's right to education, in this context, is a crucial
point for society. Right to non-discrimination and the protection of children's data needs to
be safeguarded better than ever. In its Guidelines on Children's Data Protection in an
Education Setting, the Council of Europe underlines the fact that the expansion of
educational technology can mean non-state actors routinely control children's educational
records. To provide adequate protection of human rights, effective and clear legal

protection shall be provided with digital literacy on privacy and security awareness.

Lastly, it is significant to undetline the significance of European Union law on Turkish law,
as Turkey an accession country with an undergoing harmonization process. Turkey is
expected to harmonize its laws with the European Union in regulating Al, too, when the

draft Al regulation gets adopted by the European Union.

>2 Ylianttila, Mika; Kantola, Raimo; Gurtov, Andrei vd.: 6G White Paper: Research Challenges for Trust, Security
and Privacy, (Oulu University, Oulu, 2020) p. 16.

> For an analysis of Turkey’s announced withdrawal, see:
https://www.cjiltalk.org/withdrawal-from-the-istanbul-convention-by-turkey-a-testing-problem-for-the-coun

cil-of-europe/ accessed 28 February 2021.
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Conclusion

Turkey, with its population of 80 million, the majority consisting of young people, is a great
consumer of newer technology, the Internet and social media. According to the
DataReportal's Digital 2020 report, Turkey had 62 million Internet users by January 2020.
There is a high chance that the number is much higher today due to the current pandemic,

which forces all to study/work at home.

With that high ratio of internet and technology use, it is impossible to ignore the risks of
unauthorized storage and processing of personal data. Seeing all these changes and
developments in the world regarding the use of technology, Turkey realized the importance

of regulating technology law in the scope of human rights.

In 2010, Law Regarding the Constitutional Amendment No. 5982 has entered into the
force and added a new sub-article to article 20, Right to Privacy. According to the 20/3 of

the Constitution, everyone has the right to request the protection of his/her personal data.

Until April 2020, data privacy was only regulated by the article mentioned above of the
Constitution and few articles of the Turkish Penal Code. With the enaction of Law on the
Protection of Personal Data No. 6698 (KI”KK), Turkey finally had a main national

legislation regarding protecting personal data and the right to privacy of persons.

Concerning all these amendments and regulations and their compliance with EU
regulations, it is safe to point out that Turkey took some important steps to regulate the
impact of technology developments on human rights, but has some things to improve as

well.
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Table of legislation

Provision in Turkish language

Corresponding translation in English

1 Sayili Cumhurbagkanligi Kararnamesi:

MADDE 527- (Bashg: ile Birlikte Degisik:
RG24/10/2019-30928-CK-48/9 md.)
(1) Dijital

sunlardir:

Doéntsim  Ofisinin - gorevleri

a) Cumhurbaskant tarafindan belirlenen amac,
politika ve stratejilere uygun olarak kamunun
dijital dontstimiine O6ncilik etmek, Dijital
Turkiye (e-devlet) hizmetlerinin sunumuna
etmek, kurumlar

bu

aracilik arast isbirligini

artirmak  ve alanlarda koordinasyonu
saglamak.

(1) 24/10/2019 tarihli ve 30928 sayili Resmi
48

Kararnamesinin

Gazete'de yayimlanan sayilt

Cumhurbagkanligt 6 ncl
maddesiyle bu Kararnameye Yedinci Kisminin
‘Cumhurbaskanligi Ofisleri” bashgindan sonra

gelmek tizere ‘Birinci Bolim’ boliim numarast

ve ‘Kurulus ve Tanimlar’ bolim baghg
eklenmistir.

(2) 24/10/2019 tarihli ve 30928 sayili Resmi
Gazete’de yayimlanan 48 sayilt
Cumhurbagkanligt Kararnamesinin 9 uncu
maddesiyle bu Kararnameye 526 nc1
maddesinden sonra gelmek tizere ¢ Ikinci

Bolim’ bolum numarast ve ‘Dijital Dontigtim
Ofisi” boliim basligr eklenmistir.

b) Kamu dijjital dontsim yol haritasini
hazirlamak.

¢) Dijital dontsim ekosistemini olusturmak
amactyla kamu, Ozel sektor, Universiteler ve
sivil toplum kuruluglart arasindaki isbirligini
gelistirerek bunlarin dijital kamu hizmetlerinin
tasarim ve sunum sirecine katilimini tesvik
etmek.

¢) Gorev alanina giren hususlarda kamu

kurum ve kuruluslarinca hazirlanan yatirim

Presidential Decree No. 1:

ARTICLE 527- (Amended with Title:
0G-24/10/2019-30928-PD-48/9 art.)

(1) The duties of the Digital Transformation
Office are as follows:

a) Leading the digital transformation of the
public sector in compliance with the goals,
policies and strategies determined by the
President, mediating the delivery of Digital
Turkey (e-government) services, enhancing
inter-institutional cooperation and providing
coordination in these fields.

(1) Pursuant to Article 6 of the Presidential
Decree No. 48 published in the Official
Gazette no. 30928 dated October 24, 2019,
chapter no. ‘Chapter One’ and the chapter
title ‘Establishment and Definitions’ have
been added to this Decree following the title
‘Presidential Offices’ of Section Seven.

(2) Pursuant to Article 9 of the Presidential
Decree No. 48 published in the Official
Gazette no. 30928 dated October 24, 2019,
chapter no. ‘Chapter Two’ and the chapter
title ‘Digital Transformation Office” have been
added to this Decree following Article 526.

b) Preparing a road map for digital
transformation in the public sector.

¢) For the aim of creating an ecosystem for
digital transformation; enhancing cooperation
among the public sector, private sector,
and

universities non-governmental

organizations,  and  promoting their
participation in the design and presentation of
digital public services.

¢) Providing opinion to the Strategy and
Budget Directorate with regard to investment
project  proposals

prepared by public
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projesi tekliflerine iliskin Strateji ve Biitce
Baskanligina go6rts vermek ve uygulamaya
konan projelerle ilgili gelismeleri takip edip
gerektiginde yonlendirmek.

d) Bilgi gtivenligini ve siber guvenligi artirict
projeler gelistirmek.

e) Kamuda buyuk veri ve gelismis analiz
¢ozimlerinin  etkin  kullanimina  yonelik
stratejiler gelistirmek, uygulamalara onctlik
etmek ve koordinasyonu saglamak.

f) Kamuda oncelikli proje alanlarinda yapay
zekd uygulamalarina  oncilik  etmek ve
koordinasyonu saglamak.

@) Yerli ve milli dijital teknolojilerin kamuda
kullaniminin artirilmast yoluyla gelistirilmesi ve
bu farkindalik

amaciyla projeler gelistirmek.

kapsamda olusturulmast
g) Kamu kurum ve kuruluslarinin dijital
teknoloji uriin ve hizmetlerini maliyet etkin
sekilde

belirlemek.

tedarik  etmesine yonelik —strateji
h) Gorev alanina iliskin proje ve uygulamalara
gerektiginde destek saglamak.

1) Devlet teskilati igerisinde yer alan kurum ve
kuruluslarin merkez, tasra ve yurtdist teskilat
ortamda

birimlerinin elektronik

tanimlanmasina ve paylasilmasina  yonelik
calismalart koordine etmek.

1) Gorev alanina giren konularda politika ve
strateji Onerilerinde bulunmak.

j) Cumhurbaskaninca verilen diger gorevleri

yapmak.

institutions and organizations in matters

related to its field of duties, and following up

and  directing  where  necessary the
developments on the projects put into
practice.

d) Developing projects for improving

information security and cyber security.
e) Developing strategies for effective use of
big data and advanced analysis solutions in the
public sectoft, leading respective
implementations and providing coordination.
f) Leading artificial intelligence applications in
the public sector with regard to prioritized
project areas, and providing coordination.

2) Developing projects for improving local
and national digital technologies by enhancing
their use in the public sector and for building
awareness in this regard.

¢) Identifying a strategy for the procurement
of digital technology products and services by
public institutions and organizations in a
cost-effective manner.

h) Providing support where necessary to
projects and implementations related to its
field of duties.

1) Coordinating the definition and sharing in
an electronic medium of central, rural and
of

institutions and organizations involved within

foreign  organizational  units those
the state organization.

1) Proposing policies and strategies in matters
related to its field of duties.

j) Performing other duties assigned by the

President.

30356 sayili Veri Sorumlusuna Basvuru Usul
ve Esaslart Hakkinda Teblig

Basvuru Usult:

Madde 5-(1) Tlgili kisi, Kanunun 11 inci
belirtilen haklart

taleplerini, yazili olarak veya kayitli elektronik

maddesinde kapsaminda

posta (KEP) adresi, giivenli elektronik imza,

Communiqué on Application Procedures and
Principles to the Data Controller No.30356
Application Procedure:

Article 5-(1) The person concerned may
request his / her requests within the scope of
the rights specified in Article 11 of the Law in

written or registered electronic mail (KEP)
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mobil imza ya da ilgili kisi tarafindan veri
sorumlusuna daha once bildirilen ve vert
sorumlusunun  sisteminde kayith  bulunan
elektronik posta adresini kullanmak suretiyle
veya basvuru amacina yonelik gelistirilmis bir
yazihm ya da wuygulama vasitasiyla veri
sorumlusuna iletir.

(2) Bagvuruda;

a) Ad, soyad ve basvuru yazili ise imza,

b) Tirkiye Cumhuriyeti vatandaslart icin T.C.
kimlik numarast, yabancilar icin uyrugu,
pasaport numarast veya varsa kimlik numarast,
c) Tebligata esas yerlesim yeri veya is yeri
adresi,

¢) Varsa bildirime esas elektronik posta adresi,
telefon ve faks numarasi,

d) Talep konusu, bulunmasi zorunludur.

(3) Konuya iliskin bilgi ve belgeler basvuruya
eklenir.

(4) Yazilt bagvurularda, veri sorumlusuna veya
temsilcisine evrakin teblig edildigi tarih,
basvuru tarihidir.

(5) Diger yontemlerle yapilan bagvurularda;
basvurunun veri sorumlusuna ulastigi tarih,

basvuru tarihidir.

address, secure electronic signature, mobile
signature or the electronic mail address
previously notified to the data controller and
registered in the data controllet's system by
the person concerned. to the data controller
by using the software or by means of a
software or application developed for the
purpose of application.

(2) In the application;

a) Name, surname and signature, if application
is in writing,

b) For the citizens of the Republic of Turkey
T. C. identification number, nationality for
foreigners, passport number or identification
number, if any,

c) Place of residence or workplace address for
notification,

¢) E-mail address, telephone and fax number
for notification, if any,

d) Subject of the request, must be found.

(3) Information and documents related to the
subject are attached to the application.

(4) In written applications, the date on which
the document is served to the data controller
or its representative is the application date.

(5) In applications made by other methods;
the date the application reaches the data

controller is the application date.

30356 sayili Veri Sorumlusuna Basgvuru Usul
ve Esaslart Hakkinda Teblig:

Madde 6- (1) Veri sorumlusu bu Teblig
kapsaminda ilgili kisi tarafindan yapilacak
hukuka ve

kuralina uygun olarak sonuglandirmak tzere

basvurulart  etkin, durustlik
gerekli her tirlu idari ve teknik tedbirleri
almakla yukimlidir.

(2) Veri sorumlusu, basvuruyu kabul eder veya
gerekeesini agiklayarak reddeder.

(3) Veri sorumlusu, cevabini ilgili kisiye yazilt

olarak veya elektronik ortamda bildirir.

Communiqué on Application Procedures and
Principles to the Data Controller No.30356
Response to the application:

Article 6-(1) The data controller is obliged to
take all necessary administrative and technical
measures to finalize the applications made by
the person concerned within the scope of this
Communiqué in an effective manner and in
accordance with the law and the rule of
honesty.

(2) The data controller accepts the application

or rejects it by explaining the reason.
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(4) Cevap yazisinin;
a) Veri
bilgileri,

sorumlusu veya temsilcisine ait

b) Basvuru sahibinin; adi ve soyadini, Ttrkiye
Cumbhuriyeti vatandaglart i¢in T.C. kimlik
numarasini, yabancilar i¢in uyrugunu, pasaport
numarasint  veya varsa kimlik numarasini,
tebligata esas yerlesim yeri veya is yeri
adresini, varsa bildirime esas elektronik posta
adresini, telefon ve faks numarasini,

¢) Talep konusunu,

¢) Vert
actklamalarini, icermesi zorunludur.
(5) Veri

talepleri, talebin niteligine gore en kisa stirede
plery, gine g

iliskin

sorumlusunun  bagvuruya

sorumlusu bagvuruda yer alan

ve en ge¢ otuz giun iginde ucretsiz olarak
sonuglandirir. Ancak, islemin ayrica bir maliyet
gerektirmesi halinde, 7 nci maddede belirtilen
alinabilir.

sorumlusunun

ucret Bagvurunun, veri

hatasindan  kaynaklanmasi
halinde alinan tcret ilgiliye iade edilir.

(6) Tlgili kisinin talebinin kabul edilmesi
halinde, veri sorumlusunca talebin geregi en
kisa stirede yerine getirilir ve ilgili kisiye bilgi

verilit.

(3) The data controller informs the relevant
person in writing or electronically.

(4) The reply letter must contain;

a) Information of the data controller or
representative,

b) The applicant’s; name and surname, for the
citizens of the Republic of Turkey T. C.
identification ~ number,  nationality  for
foreigners, passport number or identification
number, if any, place of residence or
workplace for notification, e-mail address for
notification, telephone and fax number, if any,
¢) The subject of the request,

¢) The explanations of the data controller
regarding the application,

(5) The data controller finalizes the requests
in the application free of charge as soon as
possible and within thirty days at the latest,
depending on the nature of the request.
However, if the transaction requires an
additional cost, the fee specified in Article 7
may be charged. In case the application is
caused by the error of the data controller, the
fee received will be refunded to the person
concerned.

(6) In case the request of the relevant person
is accepted, the requirement of the request is
fulfilled by the data controller as soon as

possible and the relevant person is informed.

Title of the legal act

Provision text in English language

Labour Act of Turkey Law No. 4857, Article 4

The provisions of this Act shall not apply to
the activities and employment relationships
mentioned below.

a. Sea and air transport activities,

b. In

employing a minimum of 50 employees (50

establishments and enterprises
included) where agricultural and forestry

work is carried out.
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c. Any construction work related to
agriculture which falls within the scope of
family economy,

d. In works and handicrafts performed in the
home without any outside help by members
of the family or close relatives up to 3 rd
degree (3 rd degree included),

e. Domestic services,

f. Apprentices, without prejudice to the
provisions on occupational health and safety,
g. Sportsmen,

h. Those undergoing rehabilitation,

1. Establishments employing three or fewer
employees and falling within the definition
given in Article 2 of the Tradesmen and
Small Handicrafts Act,

However, the following shall be subject to
this Act;

a. Loading and unloading operations to and
from ships at ports and landing stages,

b. All ground activities related to air
transport, c. Agricultural crafts and activities
in workshops and factories manufacturing
implements, machinery and spare parts for
use in agricultural operations,

d. Construction work in agricultural
establishments,

e. Work performed in parks and gardens
open to the public or subsidiary to any
establishment,
f. Work by
activities are not covered by the Maritime
Labour Act

agricultural work.

seafood producers whose

and not deemed to be

Labour Act of Turkey Law No. 4857, Article 5

No discrimination based on language, race,
sex, political opinion, philosophical belief,
religion and sex or similar reasons is
permissible in the employment relationship.

Unless there are essential reasons for
differential treatment, the employer must not

make any discrimination between a full-time
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and a part-time employee or an employee
working under a fixed-term employment
contract (contract made for a definite
period) and one working under an
open-ended employment contract (contract
made for an indefinite period).

Except for biological reasons or reasons
related to the nature of the job, the employer
must not make any discrimination, either
directly or indirectly, against an employee in
the conclusion, conditions, execution and
termination of his (her) employment
contract due to the employees sex or
maternity.

Differential remuneration for similar jobs or
for work of equal value is not permissible.
Application of special protective provisions
due to the employee’s sex shall not justify
paying him (her) a lower wage.

If the employer violates the above provisions
in the execution or termination of the
employment relationship, the employee may
demand compensation up his (her) four
months’ wages plus other claims of which he
(she) has been deprived. Article 31 of the
Trade Unions Act is reserved.

While the provisions of Article 20 are
reserved, the burden of proof in regard to
the violation of the above — stated provisions
by the employer rests on the employee.
However, if the employee shows a strong
likelihood of such a violation, the burden of
proof that the alleged violation has not

materialised shall rest on the employer.

Labour Act of Turkey Law No. 4857, Article 18

The employer, who terminates the contract
of an employee engaged for an indefinite
period, who is employed in an establishment
with thirty or more workers and who meets a
minimum seniority of six months, must
depend on a wvalid reason for such

termination connected with the capacity or
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conduct of the employee or based on the
operational requirements of the
establishment or service.

In the computation of the six-months’
seniority, time periods enumerated in Article
66 shall be taken into account.

The following, inter alia, shall not constitute
a valid reason for termination:

a. union membership or participation in
union activities outside working hours or,
with the consent of the employer, within
working hours;

b. acting or having acted in the capacity of,
or seeking office as, a union representative;

c. the filing of a complaint or participation in
proceedings against an employer involving
alleged violations of laws or regulations or
recourse to competent administrative or
judicial authorities;

d. race, colour, sex, marital status, family
responsibilities, pregnancy, religion, political
opinion, national extraction or social origin;
e. absence from work during maternity leave
when female workers must not be engaged
in work, as foreseen in Article 74;

f. temporary absence from work during the
waiting period due to illness or accident
foreseen in Article 25 of the Labour Act,
subsection I (b). The 'six month" minimum
seniority (length of service) of the employee
shall be calculated on the basis of the sum of
his employment periods in one or different
establishments of the same employer. In the
event the employer has more than one
establishment in the same branch of activity,
the number of employees shall be
determined on the basis of the total number
of employees in these establishments.

This Article and Articles 19 and 21 and the
last subsection of Article 25 shall not be

applicable to the employer’s representative
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and his assistants authorised to manage the
entire enterprise as well as the employers’
representative managing the entire
establishment but who is also authorised to

recruit and to terminate employees.

Constitution of the Republic of Turkey, Article
10

Everyone is equal before the law without
distinction as to language, race, colout, sex,
political ~ opinion, philosophical  belief,
religion and sect, or any such grounds.
(Paragraph added on May 7, 2004; Act No.
5170) Men and women have equal rights.
The State has the obligation to ensure that
this equality exists in practice. (Sentence
added on September 12, 2010; Act No.
5982) Measures taken for this purpose shall
not be interpreted as contrary to the
principle of equality.

(Paragraph added on September 12, 2010;
Act No. 5982) Measures to be taken for
children, the eldetly, disabled people, widows
and orphans of martyrs as well as for the
invalid and veterans shall not be considered
as violation of the principle of equality.

No privilege shall be granted to any
individual, family, group or class. State
organs and administrative authorities are
obliged to act in compliance with the
principle of equality before the law in all

their proceedings.

Constitution of the Republic of Turkey, Article
20

Everyone has the right to demand respect
for his/her private and family life. Privacy of
private or family life shall not be violated.
(Sentence repealed on May 3, 2001; Act No.
4709)

(As amended on October 3, 2001; Act No.
4709) Unless there exists a decision duly
given by a judge on one or several of the
grounds of national security, public order,
prevention of crime, protection of public
health and public morals, or protection of

the rights and freedoms of others, or unless
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there exists a written order of an agency
authorized by law, in cases where delay is
prejudicial, again on the above-mentioned
grounds, neither the person, nor the private
papers, nor belongings of an individual shall
be searched nor shall they be seized. The
decision of the competent authority shall be
submitted for the approval of the judge
having jurisdiction within twenty-four hours.
The judge shall announce his decision within
forty-eight hours from the time of seizure;
otherwise, seizure shall automatically be
lifted.

(Paragraph added on September 12, 2010;
Act No. 5982) Everyone has the right to
request the protection of his/her personal
data. This right includes being informed of,
having access to and requesting the
correction and deletion of his/ her personal
data, and to be informed whether these are
used in consistency with envisaged
objectives. Personal data can be processed
only in cases envisaged by law or by the
person’s explicit consent. The principles and
procedures regarding the protection of

personal data shall be laid down in law.

Constitution of the Republic of Turkey, Article
22

(As amended on October 3, 2001; Act No.
4709) Everyone has the freedom of
communication. Privacy of communication
is fundamental.

Unless there exists a decision duly given by a
judge on one or several of the grounds of
national security, public order, prevention of
crime, protection of public health and public
morals, or protection of the rights and
freedoms of others, or unless there exists a
written order of an agency authorized by law
in cases where delay is prejudicial, again on
the abovementioned grounds,
communication shall not be impeded nor its

privacy be violated. The decision of the
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competent authority shall be submitted for
the approval of the judge having jurisdiction
within twenty-four hours. The judge shall
announce his decision within forty-eight
hours from the time of seizure; otherwise,
seizure shall be automatically lifted.

Public institutions and agencies where
exceptions may be applied are prescribed in

law.

Constitution of the Republic of Turkey, Article
60

Everyone has the right to social security. The
State shall take the necessary measures and
establish the organisation for the provision

of social security.

Constitution of the Republic of Turkey, Article
68

(As amended on July 23, 1995; Act No.
4121) Citizens have the right to form
political parties and duly join and withdraw
from them. One must be over eighteen years
of age to become a member of a party.
Political parties are indispensable elements of
democratic political life.

Political parties shall be formed without
prior permission, and shall pursue their
activities in accordance with the provisions
set forth in the Constitution and laws.

The statutes and programs, as well as the
activities of political parties shall not be
contrary to the independence of the State, its
indivisible integrity with its territory and
nation, human rights, the principles of
equality and rule of law, sovereignty of the
nation, the principles of the democratic and
secular republic; they shall not aim to
promote or establish class or group
dictatorship or dictatorship of any kind, nor
shall they incite citizens to crime.

Judges and prosecutors, members of higher
judicial organs including those of the Court
of Accounts, civil servants in public
institutions and organizations, other public
servants who are not considered to be

labourers by virtue of the services they
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perform, members of the armed forces and
students who are not yet in higher education,
shall not become members of political
parties.

The membership of the teaching staff at
higher education to political parties is
regulated by law. This law shall not allow
those members to assume responsibilities
outside the central organs of the political
parties and it also sets forth the regulations
which the teaching staff at higher education
institutions shall observe as members of
political parties in the higher education
institutions.

The principles concerning the membership
of students at higher education to political
parties are regulated by law.

The State shall provide the political parties
with adequate financial means in an equitable
manner. The principles regarding aid to
political parties, as well as collection of dues

and donations are regulated by law.

Constitution of the Republic of Turkey, Article
70

Every Turk has the right to enter public
service.

No criteria other than the qualifications for
the office concerned shall be taken into
consideration for recruitment into public

service.

Constitution of the Republic of Turkey, Article
74

(As amended on October 3, 2001; Act No.
4709) Citizens and foreigners resident in
Turkey, with the condition of observing the
principle of reciprocity, have the right to
apply in writing to the competent authorities
and to the Grand National Assembly of
Turkey with regard to the requests and
complaints concerning themselves or the
public.

(As amended on October 3, 2001; Act No.
4709) The result of the application

concerning himself/herself shall be made
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known to the petitioner in writing without
delay.

(Repealed on September 12, 2010; Act No.
5982)

(Paragraph added on September 12, 2010;
Act No. 5982) Everyone has the right to
obtain information and appeal to the
Ombudsperson.

(Paragraph added on September 12, 2010;
Act No. 5982) The Institution of the
Ombudsperson established under the Grand
National Assembly of Turkey examines
complaints on the functioning of the
administration.

(Paragraph added on September 12, 2010;
Act No. 5982) The Chief Ombudsperson
shall be elected by the Grand National
Assembly of Turkey for a term of four years
by secret ballot. In the first two ballots, a
two-thirds majority of the total number of
members, and in the third ballot an absolute
majority of the total number of members
shall be required. If an absolute majority
cannot be obtained in the third ballot, a
fourth ballot shall be held between the two
candidates who have received the greatest
number of votes in the third ballot; the
candidate who receives the greatest number
of votes in the fourth ballot shall be elected.

(Paragraph added on September 12, 2010;
Act No. 5982) The way of exercising these
rights referred to in this article, the
establishment, duties, functioning of the
Ombudsperson  Institution  and  its
proceedings after the examination and the
procedures and principles regarding the
qualifications, elections and personnel rights
of the Chief Ombudsperson and

ombudspersons shall be laid down in law.

Constitution of the Republic of Turkey, Article
90/5

International agreements duly put into effect

have the force of law. No appeal to the
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Constitutional Court shall be made with
regard to these agreements, on the grounds
that they are unconstitutional. (Sentence
added on May 7, 2004; Act No. 5170) In the
case of a conflict between international
agreements, duly put into effect, concerning
fundamental rights and freedoms and the
laws due to differences in provisions on the
same matter, the provisions of international

agreements shall prevail.

Constitution of the Republic of Turkey, Article
125

Recourse to judicial review shall be available
against all actions and acts of administration.
(Sentences added on August 13, 1999; Act
No. 4446) In concession, conditions and
contracts concerning public services and
national or international arbitration may be
suggested to settle the disputes arising from
them. Only those disputes involving an
element of foreignness may be submitted to
international arbitration.

(Sentence added on September 12, 2010; Act
No. 5982) (As amended on April 16, 2017,
Act No. 6771) Recourse to judicial review
shall be available against all decisions taken
by the Supreme Military Council regarding
expulsion from the armed forces except acts
regarding promotion and retiring due to lack
of tenure.

Time limit to file a lawsuit against an
administrative act begins from the date of
written notification of the act.

(As amended on September 12, 2010; Act
No. 5982) Judicial power is limited to the
review of the legality of administrative
actions and acts, and in no case may it be
used as a review of expediency. No judicial
ruling shall be passed which restricts the
exercise of the executive function in
accordance with the forms and principles

prescribed by law, which has the quality of an
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administrative action and act, or which
removes discretionary powers.

A justified decision regarding the suspension
of execution of an administrative act may be
issued, should its implementation result in
damages which are difficult or impossible to
compensate for and, at the same time, the
act would be clearly unlawful.

(As amended on April 16, 2017; Act No.
6771) The law may restrict the issuing of an
order on suspension of execution of an
administrative act in cases of state of
emergency, mobilization and state of war, or
on the grounds of national security, public
order and public health.

The administration shall be liable to
compensate for damages resulting from its

actions and acts.

Turkish Penal Code No.5237, Article 3

(1) Any penalty and security measure
imposed upon an offender should be
proportionate to the gravity of the crime.

(2) In the implementation of the Criminal
Code no one shall receive any privilege and
there shall be no discrimination against any
individual on the basis of their race,
language, religion, sect, nationality, colour,
gender, political (or other) ideas and thought,
philosophical  beliefs, ethnic and social
background, birth, economic and other

social positions.

Turkish Penal Code No0.5237, Article 20

(1) Criminal responsibility is personal. No
one shall be deemed culpable for the
conduct of another.

(2) Penalties shall not be imposed on legal
entities. ~ However,  security = measures
prescribed by law to be applied to such in
respect of a criminal offence shall be

reserved.

Turkish Penal Code No.5237, Article 60

(1) Where there has been a conviction in
relation to an intentional offence committed

for the benefit of a legal entity, which is
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subject to civil law and operating under the
license granted by a public institution, by
misusing the permission conferred by such
license and through the participation of the
organs or representatives of the legal entity it
shall cancel this license.

(2) The provisions relating to confiscation
shall also be applicable to civil legal entities
in relation to offences committed for the
benefit of such entities.

(3) Where the application of the provisions
in the above paragraphs would lead to more
serious consequences than the offence itself,
the judge may not impose of such measures.

(4) The provisions of this article shall only
apply where specifically stated in the law.

Turkish Penal Code No.5237, Article 122

(1) Any person who

(a) Prevents the sale, transfer or rental of a
movable or immovable property offered to
the public,

(b) Prevents a person from enjoying services
offered to the public,

(c) Prevents a person from being recruited
for a job,

(d) Prevents a person from undertaking an
ordinary economic activity

on the ground of hatred based on
differences of language, race, nationality,
colour, gender, disability, political view,
philosophical belief, religion or sect shall be
sentenced to a penalty of imprisonment for a

term of one year to three years.

Turkish Penal Code No0.5237, Article 132

(1)  Any person who violates the
confidentiality of communication between
persons shall be sentenced to a penalty of
imprisonment of a term of one to three
years. If the violation of confidentiality
occurs through the recording of the content
of the communication, the penalty to be

imposed shall be increased by one fold.
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(2) Any person who unlawfully publicizes
the contents of a communication between
persons shall be sentenced to a penalty of
imprisonment for a term of two to five years.
(3) Any person who unlawfully discloses the
content of a communication between
himself and others without obtaining their
consent, shall be sentenced to a penalty of
imprisonment for a term of one to three
years. (Sentence Added on 2 July 2012 — By
Article 79 of the Law no. 6352) Where such
conversation is published in the press or
broadcasted, the penalty to be imposed shall
be the same.

(4) (Abolished on 2 July 2012 — By Article 79
of the Law no. 6352)

Turkish Penal Code No0.5237, Article 134

(1) Any person who violates the privacy of
another person’s personal life shall be
sentenced to a penalty of imprisonment for a
term of one month to three years. Where the
violation of privacy occurs as a result of
recording images or sound, the penalty to be
imposed shall be increased by one fold.

(2) (Amended on 2 July 2012 — Article 81 of
the Law no. 06352) Any person who
unlawfully discloses the images or sounds of
another person’s private life shall be
sentenced to a penalty of imprisonment fro a
term of two to five years. Where the offence
is committed through the press or

broadcasting, the penalty shall be the same.

Turkish Penal Code No.5237, Article 135

(1) Any person who illegally records personal
data shall be sentenced to a penalty of
imprisonment for a term of one to three
years.

(2) Any person who illegally records personal
data on another person’s  political,
philosophical or religious opinions, their
racial origins; their illegal moral tendencies,
sex lives, health or relations to trade unions

shall be sentenced to a penalty of
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imprisonment in accordance with the above

paragraph.

Turkish Penal Code No.5237, Article 136

(1) Any person who illegally obtains,
disseminates or gives to another person
someone’s personal data shall be sentenced
to a penalty of imprisonment for a term of

two to four years.

Turkish Penal Code No.5237, Article 137

(1) Where the offences defined in the above
articles are committed;

a) by a public official misusing his power
derived form his public post, or

b) by benefiting from the privileges derived
from a profession or trade.

the penalty to be imposed shall be increased
by one half.

Turkish Penal Code No.5237, Article 138

(1) Any person who fails to destroy data in
accordance with the prescribed procedures,
before the expiry of the legally prescribed
period for destruction, shall be sentenced to
a penalty of imprisonment for a term of one
to two years.

(2) (Added on 21 February 2014 — By Article
5 of the Law no. 6526) Where the subject of
the offence remains within the scope of the
information to be removed or eliminated
under the provisions of the Code of
Criminal Procedure, the penalty to be

imposed shall be increased by one-fold.

Turkish Penal Code No0.5237, Article 139

(1) Excluding the offences of Recording of
Personal Data, Illegally Obtaining or Giving
Data and Destruction of Data, the
commencement of an investigation and
prosecution for the offences listed in this

Part are subject to complaint.

Personal Data Protection Law No. 6698, Article
4

(1) Personal data may only be processed in
compliance with the procedures and
principles set forth in this Law and other
laws.

(2) The following principles shall be
complied within the processing of personal

data:
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a) Lawfulness and conformity with rules of
bona fides.

b) Accuracy and being up to date, where
necessary.

¢) Being processed for specific, explicit and
legitimate purposes.

¢) Being relevant with, limited to and
proportionate to the purposes for which
they are processed.

d) Being retained for the period of time
stipulated by relevant legislation or the

purpose for which they are processed.

Personal Data Protection Law No. 6698, Article
9

(1) Personal data cannot be transferred
abroad without explicit consent of the data
subject.

(2) Personal data may be transferred abroad
without explicit consent of the data subject
provided that one of the conditions set forth
in the second paragraph of Article 5 and the
third paragraph of Article 6 exist and that;

(a) sufficient protection is provided in the
foreign country where the data is to be
transferred,

(b) the controllers in Turkey and in the
related foreign country guarantee a sufficient
protection in writing and the Board has
authorized such transfer, where sufficient
protection is not provided.

(3) The Board determines and announces
the countries where sufficient level of
protection is provided.

(4) The Board shall decide whether there is
sufficient protection in the foreign country
concerned and whether such transfer will be
authorised under the sub-paragraph (b) of
second paragraph, by evaluating the
followings and by receiving the opinions of
related public institutions and organizations,
where necessary:

a) the international conventions to which

Turkey is a party,
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b) the state of reciprocity concerning data
transfer between the requesting country and
Turkey,

¢) the nature of the data, the purpose and
duration of processing regarding each
concrete, individual case of data transfer,

¢) the relevant legislation and its
implementation in the country to which the
personal data is to be transferred,

d) the measures guaranteed by the controller
in the country to which the personal data is
to be transferred,

(5) In cases where interest of Turkey or the
data subject will seriously be harmed,
personal data, without prejudice to the
provisions of international agreements, may
only be transferred abroad upon the
permission to be given by the Board after
receiving the opinions of related public
institutions and organizations.

(6) Provisions of other laws concerning the
transfer of personal data abroad are

reserved.

Personal Data Protection Law No. 6698, Article
10

(1) Whilst collecting personal data, the
controller or the person authorised by him is
obliged to inform the data subjects about the
following:

a) the identity of the controller and of his
representative, if any,

b) the purpose of data processing;

¢) to whom and for what purposes the
processed data may be transferred,

¢) the method and legal reason of collection
of personal data,

d) other rights referred to in Article 11.

Personal Data Protection Law No. 6698, Article
11

(1) Each person has the right to apply to the
controller and

a) to learn whether his personal data are
processed or not,

b) to request information if his personal data

are processed,
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¢) to learn the purpose of his data processing
and whether this data is used for intended
purposes,

¢) to know the third parties to whom his
personal data is transferred at home or
abroad,

d) to request the rectification of the
incomplete or inaccurate data, if any,

e) to request the erasure or destruction of his
personal data under the conditions laid down
in Article 7,

f) to request notification of the operations
carried out in  compliance  with
subparagraphs (d) and (e) to third parties to
whom his personal data has been
transferred,

@) to object to the processing, exclusively by
automatic means, of his personal data, which
leads to an unfavourable consequence for
the data subject,

g) to request compensation for the damage
arising from the unlawful processing of his

personal data.

Personal Data Protection Law No. 6698, Article
12

(1) The controllers are obliged to take all
necessary technical and administrative
measures to provide a sufficient level of
security in order to:

a) prevent unlawful processing of personal
data,

b) prevent unlawful access to personal data,
c) ensure the retention of personal data.

(2) In case of the processing of personal data
by a natural or legal person on behalf of the
controller, the controller shall jointly be
responsible with these persons for taking the
measures laid down in the first paragraph.

(3) The controller shall be obliged to
conduct necessary inspections, or have them
conducted in his own institution or
organization, with the aim of implementing

the provisions of this Law.
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(4) The controllers and processors shall not
disclose the personal data that they learned
to anyone in breach of this Law, neither shall
they use such data for purposes other than
processing. This obligation shall continue
even after the end of their term.

(5) In case the processed data are collected
by other parties through unlawful methods,
the controller shall notify the data subject
and the Board within the shortest time.
Where necessary, the Board may announce
such breach at its official website or through

other methods it deems appropriate.

Personal Data Protection Law No. 6698, Article
13

(1) The data subject shall lodge an
application in writing to the controller about
his demands concerning the implementation
of this Law or via other methods specified
by the Board.

(2) The data controller shall conclude the
demands involved in the applications within
the shortest time possible depending on the
nature of the demand and within thirty days
at the latest and free of charge. However if
the action in question incurs another cost,
the price set by the Board may be collected.
(3) The data controller shall accept the
application or decline it on justified grounds
and communicate its response to data
subject in writing or in electronic media. If
the demand involved in the application
found admissible, it shall be indulged by the
data controller. Data subject shall be
reimbursed for the application fee provided
that the application has been lodged due to a

mistake made by the controller.

Personal Data Protection Law No. 6698, Article
14

(1) If the application is declined, the
response is found unsatisfactory or the
response is not given in due time, the data
subject may file a complaint with the Board

within thirty days as of he learns about the
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response of the controller, or within sixty
days as of the application date, in any case.
(2) A complaint cannot be filed before
exhausting the remedy of application to the
controller under Article 13.

(3) The right to compensation under general
provisions of those whose personal rights

are violated is reserved.

Personal Data Protection Law No. 6698, Article
15

(1) The Board shall make the necessary
examination in the matters falling within its
scope of work upon complaint or ex officio,
where it learnt about the alleged violation.

(2) The notices and complaints not meeting
the requirements laid down in Article 6 of
the Law No. 3071 of 1/11/1984 on the Use
of Right to Petition shall not be examined.
(3) Except for the information and
documents having the status of state secret,
the controller shall be obliged to
communicate within fifteen days the
information and documents related to the
subject of examination which the Board has
requested, and shall enable, where necessary,
on-the-spot examination.

(4) The Board shall finalise the examination
upon complaint and give an answer to data
subjects. In case the Board fails to answer
the data subject’s application in sixty days as
of the application date, it is deemed rejected.
(5) Following the examination made upon
complaint or ex officio, in cases where it is
understood that an infringement exists, the
Board shall decide that the identified
infringements shall be remedied by the
relevant controller and notify this decision to
all it may concern. This decision shall be
implemented without delay and within thirty
days after the notification at the latest,

(6) Following the examination made upon
complaint or ex officio, in cases where it is

determined that the infringement is
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widespread, the Board shall adopt and
publish a resolution in this regard. Before
adopting the resolution, the Board may also
refer to the opinions of related institutions
and organisations, if needed.

(7) The Board may decide that processing of
data or its transfer abroad should be stopped
if such operation may lead to damages that
are difficult or impossible to recover and if it

is clearly unlawful.

Personal Data Protection Law No. 6698, Article
16

(1) The Presidency shall maintain a publicly
accessible Registry of Controllers under the
supervision of the Board.

(2) Natural or legal persons who process
personal data shall be obliged to enrol in the
Registry of Data Controllers before
proceeding with data processing. However,
by taking into account the objective criteria
set by the Board such as the nature and
quantity of the data processed, the legal
requirement for data processing, or
transferring the data to third parties, the
Board may provide exception to the
obligation of enrolment in the Registry of
Data Controllers.

(3) Application for enrolling in the Registry
of Data Controllers shall be made with a
notification including:

a) identity and address of the controller and
of his representative, if any,

b) purposes for which the personal data will
be processed,

¢) explanations about group(s) of personal
data subjects as well as about the data
categories belonging to these people,

¢) recipients or groups of recipients to
whom the personal data may be transferred,
d) personal data which is envisaged to be
transferred abroad, e) measures taken for the

security of personal data.
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f) maximum period of time required for the
purpose of the processing of personal data.
(4) Any changes in the information provided
under the third paragraph shall be
immediately notified to the Presidency

(5) Other procedures and principles
governing the Registry of Data Controllers
shall be laid down through a by-law.

Personal Data Protection Law No. 6698, Article
17

(1) Articles 135-140 of Turkish Penal Code
No. 5237 of 26/9/2004 shall apply in terms
of the crimes concerning personal data.

(2) Those who fail to erase or anonymize
personal data in breach of Article 7 herein
shall be punished under Article 138 of the
Law No. 5237.

Personal Data Protection Law No. 6698, Article
18

(1) For the purposes of this Law;

a) those who fail to comply with obligation
to inform provided for in Article 10 herein
shall be required to pay an administrative
fine of 5.000 to 100.000 TL,

b) those who fail to comply with obligations
related to data security provided for in
Article 12 herein shall be required to pay an
administrative fine of 15.000 to 1.000.000
TL,

c) those who fail to comply with the
decisions issued by the Board under Article
15 herein shall be required to pay an
administrative fine of 25.000 to 1.000.000
TL
¢) those who fail to meet the obligations for

5

enrolling in the Registry of Data Controllers
and making a notification as provided for in
Article 16 herein shall be required to pay an
administrative fine of 20.000 to 1.000.000
TL.

(2) The administrative fines listed in this
article shall be applicable to natural persons
and private law legal persons who are

controllers.
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(3) Should the acts listed in the first
paragraph be committed within the public
institutions and organizations as well as
professional associations having the status of
public institution, disciplinary procedures
shall be applied to the civil servants and
other public officers employed in the
relevant public institutions and organisations
and those employed in the professional
associations having the status of public
institution upon a notice by the Board and

the result is communicated to the Board.

Personal Data Protection Law No. 6698, Article
19

(1) Personal Data Protection Authority
which is a public law body with public law
legal personality having administrative and
financial autonomy has been established to
carry out duties provided by this Law

(2) The Authority is affiliated to the office of
the Prime Minister

(3) The Headquarters of the Authority is in
Ankara

(4) The Authority is composed of the Board
and the Presidency. Decision making body of
the Authority is the Board.

Personal Data Protection Law No. 6698, Article
21

(1) The Board shall perform and exercise the
duties and powers conferred on it by this law
and other laws, independently and under its
own responsibility. No body, authority, office
or person shall give orders and instructions,
recommendations or suggestions to the
Board on matters falling within the scope of
its duties and powers.

(2) The Board is composed of nine
members. Five members of the Board shall
be elected by the Grand National Assembly
of Turkey, two members shall be elected by
the President of Turkey and two members
shall be elected by the Council of Ministers.
(3) The following conditions shall be met in
order to be elected for the Board:
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a) Being informed on and being experienced
in the issues falling within Authority’s field
of duty.

b) Complying with the requirements set
forth in points (1), (4), (5), (6) and (7) of
subparagraph (A) of first paragraph of
Article 48 of the Public Servants Law No.
657 of 14/7/1965.

¢) Not being a member of any political party.
¢) Having been graduated from at least a
four-year graduate program.

d) Having been employed in public
institutions and organisations, international
organisations, non-governmental
organisations, or professional associations
having the status of public institution or in
the private sector for at least ten years in
total.

(4) Those who are elected for the
membership should express their consent.
Elections are held so as to pluralistical
representation of those who are informed on
and experienced in the issues falling within
Authority’s field of duty.

(5) Board members shall be elected by the
Grand National Assembly of Turkey on the
basis of the following procedure:

a) Persons twice as many as the number of
members to be determined in proportion to
the number of deputies of political party
groups shall be nominated for election and
the members of the Board shall be elected by
the Plenary of the Grand National Assembly
from among these candidates on the basis of
the number of deputies allocated to each
political party. However, political party
groups shall not negotiate or decide whom
to vote for in the elections to be held in the
Grand National Assembly of Turkey.

b) The Board members shall be elected

within ten days after the designation and
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announcement of the candidates. For the
candidates designated by the political party
groups, a composite ballot in the form of
separate lists shall be prepared. Voting shall
be cast by ticking of the specific space across
the names of the candidates. The votes
casted more than the numbers of the
members to be elected for the Board from
the political party quotas, determined in
accordance with paragraph two, shall be
deemed invalid.

¢) Provided that the quorum is ensured,
candidates  the number of whom
corresponds to the number of vacancies and
who take most of the votes shall be deemed
to have been elected.

¢) The election for the renewal of the
members shall be held two months before
the expiration of their term of office; should
there be a vacancy in the memberships for
any reason, there shall be an election within
one month as of the date of vacancy; or if
the date of vacancy coincides with the recess
of the Grand National Assembly of Turkey.
the election shall take place within one
month from the end of the recess, by
employing the same procedure. During these
elections, the allocation of the vacant
memberships to the political party groups
shall be made by considering the number of
the elected members from the political party
groups’ quotas in the first election and the
current proportions of the political party
groups.

(6) Forty-five days before the expiration of
the term of office or in case of expiration of
term of office by any reason of the members
elected by the President of Turkey or the
Council of Ministers, the Authority shall
notify the situation in fifteen days to the

office of the Prime Minister so as to be
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submitted to the office of the President of
Turkey or the Council of Ministers; A new
election shall take place one month before
the expiration of term of office of the
members. Should there be a vacancy in these
memberships before the expiration of term
of office, there shall be an election within
fifteen days as of the date of notification.

(7) The Board shall designate the Head and
the Second Head of the Board among its
members. The Head of the Board is also the
President of the Authority.

(8) Term of office of the Board members is
four years. Members may be re-elected after
expiration of their term of office. The
person who is elected instead of the member
whose post ends before the expiration of
his/her term of office for any reason, shall
complete the remaining term of office.

(9) Members of the Board shall take the
following oath before Court of Cassation’s
Board of First Presidency: ' do solemnly
swear on my honour and on my dignity that
I will carry out my duties with absolute
impartiality, bona fides, fairness and with
sense of justice in line with the Constitution
and the relevant legislation." Application to
Court of Cassation for oath taking is deemed
to be one of the pressing matters.

(10) Unless provided for by a specific law,
the members shall not assume any public or
private tasks other than those related with
carrying out their official duties in the Board;
shall not act as executives in associations,
foundations, cooperatives and in similar
bodies; shall not engage in commercial
activities, shall not engage in
self-employment, shall not act as arbitrators
and expert witnesses. However, Board
members may prepare scientific publications,

give lectures and attend conferences so as
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not to hinder their primary duties, and may
receive copyrights and fees associated with
those.

(11) Investigations into the claims about the
crimes allegedly committed by the members
in connection with their duties shall be
conducted as per the Law No. 4483 of
2/12/1999 on Adjudication of Public
Servants and Other Public Employees, and
permission for investigation shall be granted
by the Prime Minister.

(12) Provisions of the Law No. 657 shall
apply to disciplinary investigations and
prosecutions about the members of the
Board.

(13) Members shall not be removed from
their office by any reason before the
expiration of their term of office. However,
members of the Board may be removed
from office by the Board decision if:

a) it is found out subsequently that they do
not meet the conditions required for their
election,

b) the verdict, which is rendered for crimes
committed by them in connection with their
duties, becomes final

¢) a medical report is issued by board of
health to certify that they are not suitable for
office,

¢) it is ascertained that they were absent
from work for fifteen consecutive days or for
a total of thirty days within a year, without
legitimate permission and excuse.

d) it is ascertained that they fail to attend
three Board meetings in one month and ten
Board meetings in one year without any
permission and excuse.

(14) Those who are appointed as the
members of the Board shall be removed
from their previous posts during their term

of office in the Board. On the condition that
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they do not fail to meet the requirements of
being employed as a civil servant, those who
are assigned as Board members whilst on
duty shall be appointed to posts that are
appropriate for their vested positions and
titles in one month, in case their term of
office ends or they express their will to
resign and lodge an application in this regard
to their former institution within thirty days.
Until the assignment, Authority shall
continue to make any payment they are
vested with. Until they take another post or
take up another employment, Authority shall
continue to make the payment of those who
are appointed as Board members despite not
being public servants and whose term of
office terminated as stated hereinabove; and
the payments to be made under this scope
shall not exceed three months. With regard
to personal and other rights, terms spent in
the Authority shall be deemed to have spent

in the previous institutions or organisations.

Personal Data Protection Law No. 6698, Article
22

(1) Duties and powers of the Board are as
follows:

a) to ensure that the personal data are
processed in compliance with fundamental
rights and freedoms.

b) to conclude the complaints of those
claiming that their rights with regard to
personal data protection have been violated.
) to examine whether the personal data are
processed in compliance with the laws, upon
complaint, or ex officio where it learnt about
the alleged violation, and to take temporary
measures, if necessary.

¢) to determine the adequate measures which
are necessary for the processing of the data
of special nature.

d) to ensure that Registry of Controllers is

maintained.
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e) to draft regulatory acts on the matters
concerning the Board’s field of duty and
operation of the Authority.

f) to draft regulatory acts in order to lay out
the liabilities concerning data security. g) to
draft regulatory acts on the matters
concerning duties, powers and
responsibilities of the Controller and of his
representative.

g) to decide on the administrative sanctions
provided for in this Law.

h) to deliver its opinion about the legislation
drafted by other institutions or organizations
that contain provisions on personal data.

1) to conclude the Strategic Plan of the
Authority; to determine the purpose, targets,
service quality standards and performance
criteria of the Authority.

1) to discuss and decide on Strategic Plan and
the budget proposal of the Authority which
are prepared in compliance with its purposes
and targets.

j) to approve and publish the draft reports
on the performance, financial situation,
annual activities and other matters related
with the Authority.

k) to discuss and decide on the
recommendations as regards the purchase,
sale and lease of immovable properties.

) to carry out other tasks provided for by

laws.

Personal Data Protection Law No. 6698, Article
28

(1) The provisions of this Law shall not be
applied in the following cases where:

a) personal data is processed by natural
persons within the scope of purely personal
activities of the data subject or of family
members living together with him in the
same dwelling provided that it is not to be
disclosed to third parties and the obligations

about data security is to be complied with.
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b) personal data is processed for the purpose
of official statistics and for research,
planning and statistical purposes after having
been anonymized.

(c) personal data is processed with artistic,
historical, literary or scientific purposes, or
within the scope of freedom of expression
provided that national defence, national
security, public security, public order,
economic security, right to privacy or
personal rights are not violated or they are
processed so as not to constitute a crime.

(¢) personal data is processed within the
scope of preventive, protective and
intelligence activities carried out by public
institutions ~ and  organizations  duly
authorised and assigned to maintain national
defence, national security, public security,
public order or economic security.

(d) personal data is processed by judicial
authorities or execution authorities with
regard to investigation, prosecution, criminal
proceedings or execution proceedings.

(2) Provided that it is in compliance with and
proportionate  to  the purpose and
fundamental principles of this Law, Article
10 regarding the data controllet's obligation
to inform, Article 11 regarding the rights of
the data subject, excluding the right to
demand compensation, and Article 16
regarding the requirement of enrolling in the
Registry of Data Controllers shall not be
applied in the following cases where personal
data processing:

a) is required for the prevention of a crime
or crime investigation.

b) is carried out on the data which is made
public by the data subject himself.

) is required for inspection or regulatory
duties and disciplinary investigation and

prosecution to be carried out by the public
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institutions and organizations and by
professional associations having the status of
public institution, assigned and authorised
for such actions, in accordance with the
power conferred on them by the law,

¢) is required for protection of State’s
economic and financial interests with regard

to budgetary, tax-related and financial issues.
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Introduction

Ukraine is actively implementing new legislative projects that will regulate advanced digital
technologies, as well as changing the legislation of previous years in order to respond to
global changes. However, the main problem areas of the state remain the issue of personal
data breaches, which have only intensified from the 2000s to the present. From selling
papers with collected personal data of voters and bank card holders, or creating the first
websites on the Darknet, personal data thieves have moved to online business through
anonymous platforms with cryptocurrency payment. Data of Ukrainians are sold for
aggressive marketing, mailing spam etc. From time to time, the media accuse state
resources of violating user data, and there is evidence of corruption of civil servants who
use their status to launder money illegally by selling data. The black data market is thriving,
as evidenced by the apparent disclosure of crimes such as Sanix and his profits from data

trading and the issuance of online loans by the name of others.

Over the last 5 years, there has been a tendency to increase the precedents of blocking
websites: from those that undermine the democracy of the state to GitHub. Some websites
have been blocked to date, some of the list of more than 500 sites have been updated,
justified with the help of activists, the Ministry of Digital Transformation a.o.

There are cases of criminal prosecution for information posted on the Internet.
Incidentally, the imprisonment or fines imposed on violators are not always proportional to
the crime and its harm to the society. There are a number of other human rights violations

that we cover in our legal research below.

In conclusion, we must admit that in Ukraine there are significant changes in legislation,

but also many issues that need to be solved as to why our legal research is focused.

1. Which human rights issues do Advanced Digital Technologies pose

in your country?

To consider the issue of our study, we must first recognize the definition of Advanced
Digital Technologies. For the purposes of this Report, we will limit our attention to
technologies for collecting, storing, processing, searching, transferring and presenting data
in electronic form. These include technologies related to personal data processing, Internet
of Things, artificial intelligence, cyber security. Violations, risks and regulatory threats to
human rights online in the context of the use of ADTs are widespread in Ukraine, which is

why we will now try to reveal the main areas of concern.

248



1.1. Right to privacy

The issue of personal data protection in Ukraine is regulated by the Law of Ukraine ‘On
Personal Data Protection’.®* The Grand Chamber of the Supreme Court has formed the
principles of personal data processing (openness and transparency, responsibility, adequacy,
non-redundancy of their composition and content in relation to the specified purpose of
processing), as well as the grounds for personal data processing. When a person agrees to
register on the website, he/she automatically signs for the processing of personal data.
Many services provided by public authorities also consent to the processing of personal
data. Unfortunately, it is almost impossible to remember to whom and what personal data
is provided, as well as to predict the possible leakage of provided data. There are many

problems in this matter, so we propose to dwell on the most common.

Firstly, the text of the consent to the processing of personal data is always the same, does
not involve changes and has only one option - to agree. Failure to sign such an agreement
makes it impossible to obtain the necessary services. However, it is important to take into
account the consequences of giving consent in a certain situation. The Grand Chamber of
the Supreme Court in the exemplary case® pointed out that the law does not regulate the
consequences of a person's refusal to process his personal data, in fact there is no
alternative to such a choice, which leads to poor law and violation of constitutional rights
of a person. In addition, the implementation of state functions should be carried out
without forcing a person to consent to the processing of personal data. Such processing, as
before, should be carried out within and on the basis of those laws and regulations of
Ukraine, in accordance with which there are legal relations between the citizen and the
state. In this case, technologies should not be unalterable and coercive. Individuals who
have refused to process their personal data must have an alternative - the use of traditional

methods of identification.

Secondly, the person does not know where and to whom his/ her personal data may be
transferred in the future. Article 8 of the Law of Ukraine ‘On Personal Data Protection™
stipulates that the personal data subject may receive information on the conditions of
access to personal data, information about third parties to whom his/her personal data is
transferred, have access to his/her personal data and even withdraw consent to personal
data processing, According to the number of consents given by a person in today's world, it
is impossible to track the transfer of their data to third parties. In this regard, the exercise
of the rights granted by law is ineffective. In most cases, individuals are often unaware of

the dissemination of their data and therefore cannot propertly protect it. The issue of

5% The Law of Ukraine ‘On Personal Data Protection’ 2010 Ne 2297-VI
<https://zakon.rada.gov.ua/laws/show/2297-17> accessed 1 June 2021.

%% Case Ne806/3265/17 (26 March 2018) (Grand Chamber of the Supreme Court)
<https://supteme.court.gov.ua/supreme/inshe/zrazkovi_spravu/zt_rish_ 806_3265_17> accessed 1 June
2021.

6 The Law of Ukraine ‘On Personal Data Protection’ (n 554), art 8.
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revocation of consent was considered by the Ministry of Justice of Ukraine in Letter,””
which stated that the consent can be revoked only for future data processing, as a result of
which the person cannot be sure of, therefore, how and who has already processed its data.

In this regard, there is a question of security of already processed data.

In view of the above, it will be appropriate to pay attention to the possibility of deleting
already provided personal data. The Law of Ukraine ‘On Personal Data Protection’
provides for such a possibility, but it cannot be done at the request of a person. This
requires a court decision or an order from the Commissioner. In case Ne127/13877/19°%
The court of first instance, satisfying the plaintiffs' claims for the obligation to delete
personal data by Ukrposhta Company, indicated that the identification of a person during
the provision of services can be carried out on passport data without the need for
automation. Despite the fact that the plaintiffs in this case did not consent to the
processing of their personal data and entry in electronic databases, the defendant did not

prove that he did not carry out such processing,

The owner of the largest amount of personal data is the state, so it is to meet the strictest
requirements for their preservation and avoidance distribution in cases where it is not
provided by the consent of the person. It is obvious that the leakage of information from
state databases only increases distrust of the state and creates a feeling of insecurity against
internal and external threats. Thus, we cannot talk about the protection of personal data by
individuals, even if public databases are under threat. Ukrainian practice in this matter is
characterized by a much smaller number of cases, but not due to the lack of violations, but
due to the low legal culture of citizens regarding their own personal data and inefficient

system of their protection.

Illegal trade in private data has existed in Ukraine for ten years. Back in the early 2000s at
the capital's book market ‘Petrovka’ you could buy CDs with databases of voters,
customers of bank officials or mobile operators. Currently, such information is sold mainly
on specialized sites in the darknet. In addition, the recently popular platform for this
performance Telegram - a messenger that can maintain anonymity and accept payments in
cryptocurrency. Recently, there was a large-scale leak of personal data of Ukrainian citizens,
mostly on driver's licenses, so the suspicion immediately fell on the application ‘DIYA’.>
Some time latet, the authorities denied involvement in the statement. The true cause of the
data leak has not yet been established. However, the rights of not only the users of this

program, but also millions of others were violated. In any case, this is a problem of data

557 Ministry of Justice of Ukraine in Letter Ne5543-0-33-13 / 6.1 dated 26.04.2013
<https://zakon.rada.gov.ua/laws/show/v5543323-13# Text> accessed 1 June 2021.

> Case Ne 127/13877/19 (24 June 2020) (Vinnytsia Court of Appeal)
<https://teyestr.court.govua/Review/90109587> accessed 1 June 2021.

> DIYA is a mobile application, web portal and brand of the digital state in Ukraine developed by the
Ministry of Digital Transformation of Ukraine.
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leakage from the authorities from IT systems created and maintained by the state.*® People
needed to use Tor to visit the site anonymously. Now the telegram bot has been combined
with the Bitcoin anonymous payment service, which allows database owners to accept
money safely. Privacy allows cybercrime to grow rapidly, but is a big plus for investigators

and journalists.

Sean Townsend™ said in his interview that on hacker forums people can buy e-mail
accounts of Ukrainians for less than § 1 per unit - both wholesale and retail. The cost of
data collection, for example, for spam, ranges from a few tens to several hundred dollars
per set. Targeted attacks on specific people or customers of companies are much more
expensive. Information is traded not only by hackers. According to Townsend, this is often
done by unscrupulous officials and insiders of companies that have access to personal
databases - addresses, telephone numbers, passport numbers. Last year a former police

56

colonel was exposed for purchase nine apartments in Kyiv by leaking data®® from the

Ministry of Internal Affairs and the National Police of Ukraine for years.
1.2. Freedom of opinion, expression, speech

In Ukraine, the Internet has no separate legal regulation. The Constitution guarantees the
right to freedom of thought and speech, free expression of views and beliefs, whilst

prohibiting censorship.%3

At the same time, the Constitution of Ukraine provides for the possibility of restricting the
right to freedom of speech on the basis of law in the interests of national security,
territorial integrity or public order in order to prevent riots or crimes, to protect public
health, to protect the reputation or rights of others, information obtained in confidence or

to maintain the authority and impartiality of justice.”**

%0 Vsevolod Nekrasov, ‘State registers have leaked: who is ‘merging’ the personal data of Ukrainians and what
to do about it’ (Economic truth, 13 May 2020)
<https://www.epravda.com.ua/publications/2020/05/13/660405/> accessed 1 June 2021

> Volodimir Kondrashov, ‘Battle on two fronts. Great interview with the founders of the Ukrainian Cyber
Alliance’ (New Time Business, 3 March 2020)
<https://biz.nv.ua/uke/tech/zasnovniki-ukrajinskogo-kiberalyansu-mi-ne-nouneymi-yakis-neisnuyuchi-obraz
i-chi-agenti-sbu-50073238.html> accessed 1 June 2021.

> National Police of Ukraine, A group of people led by a former National Police official was detained in
Kyiv for unauthorized use of official information, Official Website of the National Police (Official website of
the National Police, 20 February 2019)
<https://www.npu.gov.ua/news/korupcziya/u-kijevi-za-nesankczionovane-vikotistannya-sluzhbovoji-inform
acziji-zatrimano-grupu-osib-na-choli-z-kolishnim-posadovczem-naczpolicziji/> accessed 01 June 2021.

>? Constitution of Ukraine 1996 art 15

<https://zakon.rada.gov.ua/laws/show/254%D0%BA /96-%D0%B2%D1%80# Text> accessed 1 June
2021.

> ibid, art. 37.
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In the previous ILRG ELSA Ukraine®® mentioned that an indirect continuation of the
protectionist policy against potential informational threats from the Russian Federation as
envisaged by particular policy papers, Ukrainian authorities enforced blocking to restrict
access to several Russian websites in order to fight hybrid war and propaganda.”®® The
instrument was enforced through the Law of Ukraine ‘On Sanctions’ allowing the National
Security and Defence Council of Ukraine (NSDC), a presidential coordination body in the
area, to impose particular restrictions. The Law does not explicitly provide for blocking as
one of the permissible instruments. Although, it allows for ‘other sanctions in accordance
with the principles of their application as established by this Law, " which may vaguely be
interpreted to allow for any imaginable sanctions if they correspond to certain criteria.
With that being said, such decisions are applicable only to executive authorities.”® The
NSDC can impose sectoral and personal sanctions for the purpose of national interests,
national security, sovereignty and territorial integrity of the state protection, counteraction
of terrorist activity, as well as prevention of violation, restoration of violated rights,
freedoms and legitimate interests of Ukrainian citizens.” The freedom of speech
restriction in the interests of national security, territorial integrity, or public order is one of

570 Therefore, the balance

the derogations allowed under the Constitution of Ukraine.
between protecting the fundamental freedoms and observing the state’s own integrity
deserves attention, even more so considering the current situation in Ukraine. Experts
stress that as the information can be weaponized it creates difficulties in creating proper
counter-action mechanisms to deal with Russian disinformation.””" The lack of proper
internet environment regulation leaves certain decisions to be taken on a case-by-case
basis.”” In this aspect it is necessary to consider the notorious Decree of the President of

Ukraine Ne133/2017°™ and Ne 109/2021.°" The Decree enacted the Decision of NSDC

565 Tnternational Report on Internet Censorship. Final Report of the International Legal Research Group on
Internet Censorship (eds)’” (ELSA International, 2020)
<https://files.elsa.org/AA/LRG_Internet_Censorship/Final Report.pdf> acessed 1 June 2021, pp.
1195-1198.
3% Alec Luhn, ‘Ukraine blocks popular social networks as part of sanctions on Russia’ (16 May 2017)
<https://www.theguardian.com/world/2017/may/16/ukraine-blocks-populat-russian-websites-kremlin-role
-war> accessed 8 May 2020.
*7 The Law of Ukraine ‘On Sanctions’ 2014 Ne1644-VII art 4, §1(25) <
https://zakon.rada.govua/laws/show/1644-18# Text> accessed 2 April 2020.
%68 ibid, art 10, §4.
59 ibid, art 1, §1.
570 Constitution of Ukraine (n 563), art 34, §3.
*"! ‘Freedom of speech vs. information security? Key quotes from UkraineWorld’s event at Kyiv Security
Forum 2019 (Ukrame world, 18 Aprll 2019) <

icles/inf h/fi

rlds-event-kyiv-security- forum 2019> accessed 24 February 2020.
°7 Sources and data on d1g1ta1 participation in Ukraine (DW Akademie, 1 July 2019)
. s-and-dz articipation-in-ukraine/a-49430929> accessed 21

February 2020

> Decree of the President of Ukraine ‘On the decision of the National Security and Defence Council of
Ukraine of 28 April 2017 ‘On the application of personal special economic and other restrictive measures
(sanctions)’ 15 May 2017 Ne133/2017 <https://www.president.gov.ua/documents/1332017-21850>
accessed 3 April 2020.

7 Dectree of the President of Ukraine ‘On the decision of the National Security and Defense Council of
Ukraine of 2 March 2021 ‘On the application, abolition and amendment of personal special economic and
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under which several Russian websites, such as VKontakte and Odnoklassniki social
network, Mail.ru email service provider, Kaspersky Lab cybersecurity and antivirus
provider and Dr. Web anti-malware provider, and Yandex search engine company (39

websites in total) were blocked.””

Freedom House, the international human rights organization, notes that blocking of
websites in Ukraine ‘significantly limited the digital rights of Ukrainians and caused
significant damage to freedom of speech, information space and Ukraine's economic

interests’ in its latest Freedom on the Net review.””®

According to the National
Coordination Center for Cyber Security of Ukraine under the NSDC: VK Unblock
extension for Chrome browsers, Edge contained malicious code to steal data from Google
accounts (including mobile activity, geolocation, etc.)’.””” In total, more than 3 million users
have installed such malicious applications; the main countries targeted were France,
Ukraine, and Brazil. Malicious extensions are currently blocked by Google and Microsoft.
Therefore, the issue of sanctions and blocking of websites can be considered from

different points of view.

In the so-called Enigma case Ne 757/38387/19-k,”® the imposition of an arrest on 19
websites was considered. The case involved law enforcement officials and civil society
activists who published a series of investigations on blogging platforms challenging the
court's decision. The blockade has caused outrage because the law only allows sites to be
blocked completely if they distribute child pornography. The owner of the Enigma website
notes that the project was developed as an element of information counteraction to
Russian information operations and a website that was to become an alternative source of
information for the Ukrainian audience of information of such an organization. Such case
law opens up opportunities for extremely serious abuses and violations of freedom of

expression and freedom of the media.

The Holosiivskyi District Court of Kyiv has ruled to block access to 426 sites in Ukraine.
The relevant decision, which must be implemented by Internet providers and mobile
operators, was announced on Thursday, February 25, by the National Commission for

State Regulation of Communications and Informatization. Among the blocked - the site of

other restrictive measures (sanctions)’ 23 March 2021 Ne109/2021
<https://www.president.gov.ua/documents/1092021-37481> accessed 3 April 2020.

>75 Decision of the National Security and Defence Council of Ukraine ‘About application of personal special
economic and other restrictive measures (sanctions)’ 28 April 2017
<https://zakon.rada.gov.ua/laws/show/n0004525-17#n2> accessed 3 April 2020.

%76 Adrian Shahbaz, Allie Funk, ‘Freedom House official website link: Pandemics digital shadow, article’
(Freedom House)

<https://freedomhouse.org/report/ freedom-net/2020/pandemics-digital-shadow#footnote12_9h7bed5>
accessed 1 June 2021.

577 National Cyber Security Coordination Center, “The application for bypassing Vkontakte locks stole
personal data’ (National Cyber Security Coordination Center of Ukraine official Facebook page, 5 February
2021) <https://www.facebook.com/ncsccUA/posts/227197159022642> accessed 1 June 2021.

78 Case Ne 757/38387/ 19x (18 February 2020) (Kyiv Court of Appeal)
<https://treyestr.court.govua/Review/87671973> accessed 1 June 2021.
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the Vinnytsia edition of ‘20 minutes’, the Russian news agency RBC, the Russian blog
platform LiveJournal and part of the platform for software developers Github
gist.github.com. In addition, the list of blocked also included the telegram-statistics service
TGStat. Police and prosecutors do not support the decision of the Holosiivskyi District
Court of Kyiv to block 426 sites and will appeal. After the media response, the police
withdrew the letter to the NCCIR. The prosecutor's office also initiated an investigation

into the incident: in the absence of corpus delicti, the case was closed.
1.3. The right to fair trial

According to the innovations in the legislation of Ukraine, website owners are obliged to
post information about themselves or contact information on their own websites and / or
in the WHOIS service.”” Despite this rule, not all site owners follow it. In defamation
cases, finding an alleged infringer can be difficult if the domain name is registered abroad
and / or hosting services are ordered from abroad. In case Ne 910/16699/19 % |[the
website owner was accused of posting inaccurate, untrue and discrediting the business
reputation of the LLC with information that degraded the honor, dignity and business
reputation of the plaintiff, which was disseminated on the website. However, the registrar
and hosting provider of the domain name are foreign entities - non-resident legal entities.]
Thus, the plaintiff lost the case, as it was not possible to prove the guilt of the defendant
due to insufficient evidence, taking into account foreign registration. However, there is also
case law when the court immediately refuses to initiate proceedings on the application for
establishing the fact of inaccuracy of the information and its refutation, referring to the
fact that the applicant does not have evidentiary information to establish a proper
defendant in court. The main violation of human rights in the context of such issues is the

581

right to privacy and family life.

Since 2014, 118 court verdicts have been handed down in cases of actions on the Internet
that may threaten the state.” The largest number of court decisions concerned statements
that affected national security. Thus, 69 sentences were handed down for undermining
territorial integrity, and 54 for actions aimed at forcible change or overthrow of the
constitutional order. The fairness of the decisions is questionable, as the judges relied on
evidence relating to specific knowledge. Instead of examining in detail the content and
context of such positions, the judges based their decisions on some expertise. Here,
forensic experts analyzed the semantic and textual examinations of messages on the social

network. This was argued as a violation of the right to a fair trial, as the owners of

* The Law of Ukraine ‘On Copyright and Related Rights’ 1993 Ne 3792-X11 p. 11, art. 52-1
<https://zakon.rada.gov.ua/laws/show/3792-12#52-1> accessed 1 June 2021.

%0 Case Ne 910/16699/19 (4 August 2020) (Economic Court of Kyiv)
<https://reyestr.court.gov.ua/Review/89739526> accessed 1 June 2021.

¥ Case Ne 369/1469/19 (19 September 2019) <http://www.reyestr.court.gov.ua/Review/79701294 >
accessed 01 June 2021.

%2 Mykola Myrnyi, ‘Analytical report ‘Freedom of Speech on the Internet’ (Human Rights Platform, 19 April
2020). <https:/ /www.ppl.orgua/yak-ukra%D1%97na-karaye-za-nezakonnu-informaciyu-v-interneti. html>
accessed 1 June 2021.
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Facebook groups with several members and thousands of active audiences were punished
equally. Judicial decisions in such cases lack clear mechanisms for dealing with criminal
content. If it is proved that the information poses a danger to the state and society, then
legal instruments should be in place that would have an impact on such information. But

Ukraine does not have such tools at the moment.

However, pro-Russian and separatist sympathizers are not the only ones on the dock under
Article 109 of the Criminal Code. Thus, in February 2016, the court considered the case of
a 22-year-old student who reposted a post on one of the nationalist groups on his
VKontakte page under the nickname ‘Bogdan Mazepa.”® This and several other letters
were considered by the court as calls to overthrow the current constitutional order. Even
comments in public posts become the subject of the investigation. An example is the case
of Uzhhorod musician Yuri B., who in January 2017 commented on a post in the Facebook
group ‘Peresichka’ Uzhhorod’ calling to gather for a rally near the Transcarpathian

Regional State Administration.>®*

The public sector and experts in this field should be involved in the development of new
Internet standards to compete for knowledge and explain the basic principles of

cooperation in technology and human rights.
2. How is personal information protected in your national legislation?
2.1 External instruments of data protection in Ukraine

For the first time, the protection of personal data in Ukraine received its regulatory
consolidation with the ratification in 1973 of the International Covenant on Civil and
Political Rights 1966.°* In addition to universal international treaties, the relevant rules are
contained in Art. 8 of the Convention for the Protection of Human Rights and
Fundamental Freedoms 1950.°*° These regulations became the source of personal data

protection rules in Ukraine.

Then, the practice of the European Court of Human Rights should be mentioned. For
example, Zaichenko v. Ukraine case describes an infringement into private life by receiving
personal data about applicant's mental health by law enforcement agencies.” In Surikov v.

Ukraine case the applicant's employer unlawfully collected, stored and used personal data

%% Case Ne 591/442/16-x (4 March 2016) (Zatichny District Court of Sumy)
<https://teyestr.court.govua/Review/55398181> accessed 1 June 2021.

%% Case Ne 308/1221/17 (10 February 2017) (Uzhhorod City District Court)
<https://reyestr.court.govua/Review/64585422> accessed 1 June 2021.

% The International Covenant on Civil and Political Rights 1966
<http://www.un.otrg.ua/images/International_Covenant_on_Civil_and_Political_Rights_ CCPR_engl.pdf>
accessed 1 June 2021.

%% Convention for the Protection of Human Rights and Fundamental Freedoms 1950
<https://zakon.rada.gov.ua/laws/show/995_004#Text> accessed 1 June 2021.

%7 Zaichenko v Ukraine App no 45797/09 (ECtHR, 6 July 2015)
<http://hudoc.echr.coe.int/rus?i=001-152598> accessed 1 June 2021.
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about his mental health in connection with the latter's application for promotion, and also

disclosed this information to the public at large.”®®

EU association process presupposes conformity of the Ukrainian data privacy regulations

with the European standards.”®

Ukraine’s priority is to get the EU’s recognition of an
adequate level of its personal data protection in accordance with “the highest European
and international standards, in particular the relevant documents of the Council of
Europe’”” Therefore, as of today, one of the most modern documents in the field of

personal data protection is the GDPR.

According to experts, the extraterritorial effect of GDPR is of significant importance to
Ukraine since it applies to companies anywhere in the world which come into contact with
EU residents’ data.””" For instance, GDPR may extraterritorially apply to a Ukrainian
company developing a fitness application that monitors user activity in the EU. This may
illustrate ‘monitoring the behavior of data subjects, if such behavior takes place in the
EU”” rule. Another example, when developing a SaaS platform for a restaurant or a vet
clinic, software developers get access to personal data of people who sign up (waiters,
doctors, or pet owners). According to the GDPR, getting access to any personal data, even

if this data is not stored on any device, means personal data processing.””

2.2 The concept of ‘personal data’ under the Ukrainian law

Ukrainian legislation provides for more than one type of information related to personal
data. The Law of Ukraine ‘On Personal Data Protection’ defines personal data as any
information about an individual who is identified or can be identified.””* The Law of
Ukraine ‘On Information’ uses the term ‘information about person’”” As such, the
Ukrainian legislation fixes several different terms for information related to an individual.
Researchers stress that given the same definition and the premise that all information

capable of individualizing and identifying a person as a participant in public relations

%88 Surikov v Ukraine App no 42788/06 (ECtHR, 26 April 2017)

<https:/ /jutisprudencia.mpd.gov.at/Jutisprudencia/Sutikov%620vs%620Ukraine.pdf> accessed 01 June 2021.
> Sayenko Kharenko, ‘Analysis of Data Privacy Laws and Legislation in Ukraine’ Final Report (the
‘Memorandum’)’ (Sayenko Kharenko, 14 September 2020) p. 47
<https://ecpl.com.ua/wp-content/uploads/2020/09/ENG_09142020-_CEP_Final-Report.pdf> accessed 1
June 2021.

> The Association Agreement between Ukraine, of the one part, and the European Union, the European
Atomic Energy Community and their Member States, of the other part:
<https://zakon.rada.gov.ua/laws/show/984_011#Text> accessed 1 June 2021.

! Tatiana Gordienko, ‘GDPR in Ukraine: who is covered by the new regulations?’ (Detector Media, 4
February 2019)
<https://detector.media/infospace/article/144571/2019-02-04-gdpt-v-ukraini-khto-pidpadaie-pid-diyu-nor
m-novogo-reglamentu/> accessed 1 June 2021.

2 Complete guide to GDPR compliance <https://gdpr.eu> accessed 1 June 2021.

* Lida Klymkiv, ‘GDPR — how it affects Ukrainian companies’ (Dead Lawyers Society, 15 March 2018)
<https://medium.com/dead-lawyers-society/ gdpr-how-it-affects-ukrainian-companies-ce9ed3d0dc8>
accessed 1 June 2021.

** The Law of Ukraine ‘On Personal Data Protection’ (n 554).

%% The Law of Ukraine ‘On Information’ 1992 Ne 2657-X11
<https://zakon.rada.gov.ua/laws/show/2657-12#Text> accessed 1 June 2021.
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belongs to ‘personal data’, it should be recognized that the concepts of ‘personal data’ and

1 596

‘information about person’ are identical.” However, it is not as simple as it might see at

first sight.

The Law of Ukraine ‘On Information’ propose another type of information, namely
confidential, and distinguishes confidential information from other information to which
access is restricted by an individual or legal entity.””” Certain information is treated as
confidential per se and does not require to be additionally protected. These can be
nationality, education, marital status, religious beliefs, state of health, as well as address, date
and place of birth.”® Any other information about a person is not treated as confidential.
As such, a person may deliberately restrict access to such information. Importantly, even if

such information does not refer to personal data.

Thus, the Constitutional Court pointed out that there is also confidential information
which should not be treated as personal data.”” The Law of Ukraine ‘On Access to Public

Information’ provides for additional rules on access to such information®”

. For example,
confidential information may contain information of public interest and thus may be
disclosed and provided upon request, in the case of information about a person nominated
for election to a position in government or another significant public position, holds such a
position.””! The public need in this case stems from the fact that only with access to this
information the voter will be able to obtain complete information about the candidates
and make an informed and conscious choice.””” Thus, not all information about a person
which is personal data can be treated as confidential and enjoy the same level of legal

protection.

2.3 Liability for violation of legislation in the field of personal data protection

The right to privacy is one of the most important rights in any democratic society. The
limits of lawful interference with private life at the legislative level are ensured by measures

of legal responsibility.

To begin with, a person can independently protect their personal data through
non-jurisdictional forms of protection. Such self-defence provides for the possibility of
using certain means of counteracting violations and unlawful encroachments, which are not

prohibited by law and do not contradict the moral principles of society, without recourse to

6 Romanyuk LI, ‘Protection of the right to personal data in Ukraine (civil law aspect)’ (Kyiv, 2015), 267 p.
*"The Law of Ukraine ‘On Information’ 1992 (n 595).

5% Resolution of the Constitutional Court of Ukraine 2012 No 2-pu/2012
<https://zakon.rada.gov.ua/laws/show/v002p710-12# Text> accessed 1 June 2021.

> ibid.

% Law of Ukraine ‘On access to public information’ Scientific and practical commentary Kyiv, 2012. 38 p.
1 ibid, 39 p.

692 Zakharov E. Yu., ‘Violation of freedom of expression during the 2006 election campaign 2006’ (Kharkiv
Human Rights Group, 7 March 2006) <http: //www.khpg.org/index.php? Id = 1141752068> accessed 1
June 2021.
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the competent authorities. The state also ensures the protection of personal data through

the institution of the Ombudsman.

The mechanism of judicial protection of a person's right to privacy and direct protection of
violated rights in the field of personal data occurs in the process of judicial proceedings:

civil, administrative, criminal.

The legal basis of civil liability should be considered within the set of personal
non-property rights of an individual, enshrined in the Civil Code of Ukraine,”” as well as a
number of articles that determine the general procedure for protection of civil rights and
interests. In the system of legal liability, civil liability is primarily restorative and
compensatory, its priority is to return the position of the person whose rights have been
violated, to the state it was at the time of the civil offense. That is, a person whose rights
have been violated as a result of a civil offense will, first of all, have the right to
compensation for moral damage, and having established a causal link between the violation
of personal non-property rights and negative property consequences - and compensation

for material damage.

Administrative liability in the field of personal data protection is established by Articles
188-39, 188-40 of the Code of Ukraine on Administrative Offenses.””* However, the
subject of an administrative offense is special - a person who, in accordance with the law,

can process the personal data of the personal data subject.

The most severe punishment is provided in Article 182 of the Criminal Code of Ukraine®”
for violation of privacy, namely for illegal collection, storage, use, destruction,

dissemination of confidential personal information or illegal alteration of such information.

After using all national remedies, person has the right to apply to the relevant international

organizations of which Ukraine is a member or participant.

It follows from the above that a personal data is protected at the legislative level. Moreover,
every person also has the right to judicial protection of his/her rights. However, experts
say, that Ukrainian law, in fact, is not amended with key requirements for data processing
and protection, defined by the Convention 108 and GDPR, therefore the protection of

personal data in Ukraine is far from corresponding to European standards.®”

3 The Civil Code of Ukraine 2003 Ne 435-IX <https://zakon.rada.cov.ua/laws/show/435-15#Text>
accessed 21 June 2021.

9% The Code of Ukraine on Administrative Offenses 1984 Ne 8073-X<
https://zakon.rada.goviua/laws/show/80731-10#Text> accessed 1 June 2021.

95 The Criminal Code of Ukraine 1984 Ne2341-111 <https://zakon.rada.cov.ua/laws/show/2341-14# Text>
accessed 1 June 2021.

5% Data Protection Day: Does Data Protection in Ukraine Meet International Standards? (Council of Europe,
27 January 2021)
<https://www.coe.int/en/web/kyiv/-/data-protection-day-does-the-petsonal-data-protection-in-ukraine-me
et-international-standards-> accessed 21 June 2021.
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3. To which extent is the data protection self-regulated by the private
sector in your country? How do public and private sectors cooperate in

this regard?

The necessity of self-regulation of data protection arises from a number of international
commitments of Ukraine and recommendations of international bodies, probably the
earliest one being the Recommendation Ne 32 of the United Nations Centre for Trade
Facilitation and Electronic Business (UN/CEFACT) that, back in 2001, set some general
recommendations that would establish trustful relations between the government and the
independent data processors and controllers in the mentioned sphere.”” Probably the most
publically well-known one, however, is the Association Agreement with the European
Union. Bringing the data protection legislation in compliance with the requirements of the
General Data Protection Regulation ((EU) 2016/679) is one of Ukraine’s important
commitments which is encouraged by the Council of Europe.” In general, self-regulation
corresponds with the principle of subsidiarity.”” However, the independent watchdogs of
the Ukrainian European integration express concerns about the rates of improvement of
current legislature: for instance, the experts of the ‘Pulse of the Agreement’ monitoring
agency note that no progress has been made so far to implement the necessary
amendments - it means Ukraine has missed the mentioned aspect of legislature
harmonization. In fact, no draft of the law containing the amendments has been registered

in the Parliament so far.®'’

In the EU, companies share the responsibility of data protection under the General Data
Protection Regulation of 2016 while the US jurisdiction has no such comprehensive
document on the federal scale. In Ukraine, the Law ‘On Personal Data Protection’
regulates these details.”’! It provides, inter alia, that the Parliament Commissioner for
Human Rights (‘Ombudsperson’) shall prepare and approve the model rules for personal
data processing for the businesses’ usage.'? These rules do not differ in their wording from
one data controller to another. However, the above-mentioned Law provides the

opportunity for the professional communities, civil associations and other legal entities to

7 Recommendation No. 32, adopted by seventh session of the United Nations Centre for Trade Facilitation
and Electronic Business (UN/CEFACT) (1st edn, ECE/TRADE/277, 2001)

<https:/ /unece.org/fileadmin/DAM/ cefact/recommendations/rec32/rec32_ecetrd277.pdf > accessed 30
January 2020.

598 ‘New data protection legislation of Ukraine is being developed with the expert support of the Council of
Europe’ (Council of Europe, 30 January 2020)
<https://www.coe.int/en/web/national-implementation/-/new-data-protection-legislation-of-ukraine-is-bei
ng-developed-with-the-expert-support-of-the-council-of-europe> accessed 30 January 2020.

“Glossary of summaries (Eur-Lex) <https://eur-lex.curopa.cu/summary/glossary/subsidiarityhtml>
accessed 1 June 2021.

5% Monitoring the improvement of legislation on personal data protection in order to bring it in line with
Regulation (EU) 2016/679 (European integration portal)
<http://pulse.cu-ua.org/ua/streams/human-rights-justice-and-anticorupption/2020-substream5-95>
accessed 27 January 2021.

1" The Law of Ukraine ‘On Personal Data Protection’ (n 554).

512 ibid, art. 6, § 10.
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draft, taking into consideration the special nature of personal data they deal with, own
codes regulating data protection unless the terms of these drafts contravene the Law.*"’
Such an opportunity was used, for instance, by the All-Ukrainian Association of the
Administrative Service Centres that has adopted such a code in cooperation with the
Ombudsperson.”™* Tt urges, inter alia, the administrative service centres to delete or
de-personalize personalized data after the person stops using their services.””> The
Ombudsperson or the entitled officials may as well demand the deletion of personal

data.'®

Speaking about the cooperation of the two sectors in Ukraine, the above-mentioned Law
provides that, generally, the Ombudsperson is responsible for the coordination of such
cooperation. The Ombudsperson is entitled to collaboration and consultations, inter alia,
with the representatives of data processors to determine the best decisions on the way data
is handled. Also, the Ombudsperson is to communicate the final decisions regarding the

state policy to the controllers of personal data.’"”

Generally, most of the major Ukrainian businesses have their own terms of privacy. The
latter often warn that the data may be transmitted to the government officials solely for the
legitimate purposes and on the legitimate grounds.”’® They also warn the users entrusting
their personal data of the purposes of its usage and the explicit reasons of saving some
details after the owner of personal data stops using the provided services (e.g. for the

scientific or statistical purposes).

The controllers and processors of the personal data which is considered sensitive for the
rights and freedoms of subjects of personal data are also obliged by the law to establish a
separate division responsible for the personal data policy and to communicate the decision
on establishment to the Ombudsperson who, in the future, will interact with the respective
division or a responsible employee.””” The ‘sensitive’ information includes that regarding
race and ethnicity, health and sexual life, biometric and genetic data, membership in

religious, politic or other organizations etc.”’ Once the business is accused of the violation

3 ibid, art. 27, § 2.

" All-Ukrainian Association of Centers for Administrative Services, ‘Code of Conduct for Processing and
Protection of Personal Data in Centers for Administrative Services” (All-Ukrainian Association of
Administrative Service Centers, 2020)
<https://dtive.google.com/file/d/1]3HEaBbgwvqvIrVUtk41vI7EIlwtTB-2/viewrfbclid=IwAR2D-fr-kyplc
dba-gOGtcJe3mt_RhXPs7TUstOCIAyZCvvel.qakLCiF33M> accessed 1 June 2021.

615 ibid, art. 2.1.

616 The Law of Ukraine ‘On Personal Data Protection’ (n 554), art. 15, § 3.

7 ibid, art. 23, § 1, 6, 12.

518 See, for example, Kyivstar privacy policy. ‘STAR GUARD family’ services (Kyivstar, 29 May 2019)
<https://cdn.kyivstar.ua/sites/default/files/about/privacy_policy_star_guard_family_eng.pdf> accessed 1
June 2021.

51 The Law of Ukraine ‘On Personal Data Protection’ (n 554), art. 24, § 2.

620 Decree of the Ukrainian Parliament Commissioner for Human Rights ‘On approval of documents in the
field of petsonal data protection” 08.01.2014 Ne 1/02-14 <https://zakon.rada.govua/go/v1_02715-14>
accessed 1 June 2021, art. 1, § 1.2.
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of law concerning personal data, the Ombudsperson organizes an audit concerning

allegations.

The state online platform ‘Diia” (lit. ‘Action’) organizes consultations with the
representatives of the private sector for the exchange of ideas and opinions on the safety of
data. It has recently introduced the Data Protection Self-Assessment Tool designed to help
the organizations understand the legislative basis better as well as set an individual plan of
actions on data protection created in the cooperation with the United Nations
Development Program, the Ministry of Foreign Affairs of Denmark and the Privacy Hub,

one of Ukraine’s top non-governmental organizations in the privacy sphere.(’21

From another side, the self-regulation of data protection is not flawless. In the 2019 annual
report, the Ombudsperson noted the violation of privacy rules by multiple institutions,
mostly the state ones. For example, one of the district administrations of the city of Kyiv
posted on its official website a report containing a data of some individuals as personal as
birth date, passport number and place of registration while the number of schools and
recreational institutions demanded from parents eager to admit their children thereto the
reports on vaccination.””” The conclusion can be made that the private and public sectors
‘peacefully coexist’ in the Ukrainian field of personal data protection. Still, some issues of
concern remain; for example, as the IAPP researchers noted, the notion of ‘consent’ for
data processing ‘has become such a big thing that it is almost worshiped’ this processing
ground is used so widely that it leaves almost no place for other ones (e.g. legitimate
interests, contract) - so, the concept of consent is, according to the researchers, gradually

becoming underestimated.**

But probably the most important notion of the experts pertains to the necessity of
establishing an independent authority responsible for data policy in Ukraine. The
institution of Ombudsperson should, experts believe, be dealing more with human rights,
for which it actually was established, and its overload with extrinsic, in character, functions
causes concerns it might fail to work efficiently in the future in the above-mentioned
capacity.””* It seems more likely that the transition of Ukraine to the ‘American’
(decentralized) scenario of data protection will take place once the data commissioner
assumes the duties - however, a level of governmental control (at least the modest one) is
likely to remain present. This is likely to be practically implemented under the auspices of

the Ministry of Digital Transformation: as Mykhailo Fedorov, head of the mentioned

52! Diia.Business, Data protection self-assessment tool (Diia.Business)
<https://business.diia.gov.ua/en/selftesting/data-protection-tool> accessed 1 June 2021.

622 Yearly Report of the Ukrainian Parliament Commissioner for Human Rights on the State of Observance
and Protection of Human and Citizens’ Rights in 2019 (Secretariat of the Commissioner, 2020)
<http://www.ombudsman.gov.ua/files/Dopovidi/zvit%202a%202019.pdf> 22 May 2020.

625 Artem Kobrin, Dmytro Korchynskyi, Vladislav Nekrutenko, ‘Ukrainian GDPR: The reality and future of
privacy legislation in Ukraine’ (IAPP, 28 September 2020)

<https:/ /iapp.org/news/a/ukrainian-gdpr-the-reality-and-future-of-ptivacy-legislation-in-ukraine />
Accessed 1 June 2021.

624 ibid.

261



Ministry, noted, it may become a driving force for strengthening privacy culture and
regulatory policy in Ukraine.”” Also, this version may be supported by the fact that many
companies are forced by their European customers and their expectations to already
comply with GDPR standards - without any coercion from the state authorities. As the
‘Analysis of Data Privacy Laws and Legislation in Ukraine’ 2020 report by the Sayenko
Kharenko law firm noted, the majority of Ukrainian-based businesses having personal data
processing as a core requirement for running their business feel the obligation to raise their
internal standards to successfully comply with the GDPR - zuter alia, for competitive
reasons. Furthermore, Ukrainian businesses which offer services and goods to EU
residents or which monitor the behaviour of data subjects located in the EU automatically

626

fall into the scope of the GDPR according to its Article 3(2).

4. What is the process of judicial review of cases data protection

breaches?

4.1. Is the right to data privacy defined in your legal system? If not, is it a part of another

richt protected under the national law?
ght p

Under the Ukrainian law, the right to privacy covers mainly the right to privacy of personal
and family life. This, by definition, includes rights to confidentiality of personal
information (e.g. any identifying or sensitive information) and correspondence, as well as

personal data protection.

The right to data privacy emanates from the right to personal and family life enshrined in
the Constitution of Ukraine. Article 32 of the Constitution provides that ‘an interference
with these rights is possible only if provided by law, in the interests of national security,
economic prosperity and the protection of human rights’. Article 32 of the Constitution
also grants ‘the right to refute and withdraw inaccurate information about oneself and
family members, as well as the right to compensation of damages, including morals, that
occurred as a result of collection, processing, usage and dissemination of such
information’.””” These provisions are also enshrined in the Civil Code of Ukraine.””® The
Constitution of Ukraine also protects the confidentiality of the correspondence, including

phone calls and mail.*”

The Constitutional Court of Ukraine in its decision in case Ne 1-9/2012 defined the scope

of personal life as one including personal, family, sexual, friendly, professional, business

625 ibid.

626 Sayenko Kharenko, ‘Analysis of Data Privacy Laws and Legislation in Ukraine: Final Report (the
‘Memorandum’)’ (Sayenko Kharenko, 14 September 2020)
<https://ecpl.com.ua/wp-content/uploads/2020/09/ENG_09142020-_CEP_Final-Report.pdf> accessed 1
June 2021.

527 Constitution of Ukraine (n 563), art 32.

%8 The Civil Code of Ukraine 2003 Ne435-1V <https://zakon.rada.govua/laws/show/435-15# Text>
accessed 28 February 2021, arts 301 - 302.

2 Constitution of Ukraine (n 563), art 32.
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and other forms of relationships and activities.””’ The Court further underlined that it is
impossible to determine all forms of activities constituting personal and family life since

they are part of natural human rights that are not exhaustive.””!

The scope of the privacy of personal and family life was further extended, and now

2 633 correspondence,634 notary actions,”’

includes the privacy of confession,* adoption,
health, attorney-client privilege,””’ bank secrecy.®®

The Code of Criminal Procedure also protects the rights to privacy. Non-interference with
private life is one of the key principles of criminal procedure enshrined therein.”” Article
15 of the Code of Criminal Procedure prescribes that information regarding the private
life, obtained in the course of investigation, shall not be used for the purposes not
prescribed by the Code.®*

The Law of Ukraine ‘On information’ defines confidential information as one allowing the
identification of a person. The law does not provide an exclusive list of information
regarded as confidential. Instead, it provides that information about the ethnical origin,
education, family, religion, health, address, date and place of birth shall be regarded as
confidential per se.*"!

In this regard, the Law ‘On information’ followed an approach® set in the decision of the
Constitutional Court of Ukraine in case Ne 18/203-97, in which the Court stressed that it
is prohibited not only to collect, but also to store, use and disseminate confidential
information about a person without his/her prior consent.*”

The Constitutional Court of Ukraine played an important role in the development of data

protection regulations. For instance, in its decision in case Ne 1-9/2012, the Constitutional

%0 The Resolution of the Constitutional Court of Ukraine of 20 January 2012, case Ne 1-9/2012,
<https://zakon.rada.gov.ua/laws/show/v002p710-12#Text>, accessed 28 February 2021, § 3.1.

31 Tbid, § 3.1.

%2 The Law of Ukraine ‘On freedom of conscience and religious organizations’ 1991 Ne 987-XII,
<https://zakon.rada.gov.ua/laws/show/987-12#Text> accessed 28 February 2021, art 3.

63 The Family Code of Ukraine 2002 Ne 2947-111 <https://zakon.rada.gov.ua/laws/show/2947-14#n11>
accessed 28 February 2021, arts 226 — 231.

% The Civil Code of Ukraine 2003 Ne 435-1X , <https://zakon.rada.gov.ua/laws/show/435-15#n1651>
accessed 28 February 2021, art 306.

635 The Law of Ukraine ‘On notary’ 1993 Ne 3425-X11,
<https://zakon.rada.gov.ua/laws/show/3425-12#n66> accessed 28 February 2021, art 8.

% Civil Code of Ukraine 2003 Ne 435-IX <https://zakon.rada.gov.ua/laws/show/435-15#n1651> accessed
28 February 2021, art 286.

7 The Law of Ukraine ‘On Bar’ 2013 Ne 5076-VI, <https://zakon.rada.gov.ua/laws/show/5076-17#n173>
accessed 28 February 2021, art 22.

8 The law  of  Ukraine ‘On  banks and  banking’ 2001 Ne  2121-11,
<https://zakon.rada.gov.ua/laws/show/2121-14#n983> accessed 28 February 2021, art 60.

639 The Code of Criminal Procedure 2012 Ne 4651-VI,
<https://zakon.rada.gov.ua/laws/show/4651-17#n431>, accessed 28 February 2021, art 7.

40 Ibid, art 15.

o4t The Law of Ukraine ‘On information’ 1992 Ne 2657-X11,
<https://zakon.rada.gov.ua/laws/show/2657-12#n84> accessed 28 February 2021, art 11.

2 Tbid, art 11.

% The Resolution of the Constitutional Court of Ukraine 2012, Ne 18/203-97,
<https://zakon.rada.gov.ua/laws/show/v005p710-97#Text> accessed 03 February 2021, § 1 of the
resolutive part.
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Court provided that it is necessary to obtain a data subject's consent for the collection,
storage, use and dissemination of such information by any person, including state and local
bodies, and that the collection, storage, use and dissemination of such information
constitutes a violation of the right to privacy granted with the Article 32 of the
Constitution.”* Moreover, the Court stressed that a natural person to whom confidential
information relates has the right to freely determine the procedure for acquaintance with
such information, as well as the right to keep it in secret.**

The right to data privacy was further expanded with the adoption of the Law ‘On Personal
Data Protection’, which implemented the Constitutional Court’s approach. The Law
defines personal data as data relating to an identified or specifically identifiable natural
person.”* It provides that such data is protected by law.*"” This law provides data subjects
with a possibility to not only protect their rights in court, but also to file complaints to the
Commissioner for Human Rights of the Verkhovna Rada (Patrliament) of Ukraine
(‘Ombudsman’).**

During 2020 (the most recent data available), the Ombudsman considered 2 031
complaints concerning privacy violations (two times more than in 2019), conducted 67
inspections and rendered 9 protocols on privacy violations.*”” The Ombudsman undetlined
that most complaints were related to unlawful personal data processing by debt recovery

agencies.(’50

4.2 Can the data subject restrict or object to data processing? What are the circumstances

and exceptions to this option?

Unlike GDPR, Ukrainian legislation does not formally distinguish the rights to restrict data
processing and to object to it.

Data subjects have a right to restrict the processing of their personal data when providing
consent for such processing as well as to withdraw their consent®"
652

if the only basis for
processing is the consent of the personal data subject.
Data subject may also make a request to the controller of personal data with an objection
to processing, or request to change the scope or content of processed data.” The data

controller must consider such a request within 10 days of receipt. If the data controller

¢4 The Resolution of the Constitutional Court of Ukraine 2012, case Ne 1-9/2012,
<https://zakon.rada.gov.ua/laws/show/v002p710-12#Text>, accessed 28 February 2021, § 1 of the
resolutive part.

5 Thid, § 3.

% The Law of Ukraine ‘On Personal Data Protection’ (n 554), art 2.

47 Ibid, art 5.

8 Tbid, art 8.

 Yearly Report of the Ukrainian Parliament Commissioner for Human Rights on the State of Observance
and Protection of Human and Citizens’ Rights in Ukraine in 2020 (Secretariat of the Commissioner, 2021)
<https://www.ombudsman.govuua/files /2021 /zvit 2020 rik .pdf> accessed 01 June 2021, p. 21 - 22.

“ Ibid, p. 22.

! The Law of Ukraine ‘On personal data protection’ (n 554), art 8 §2.

52 Decree of the Ukrainian Parliament Commissioner for Human Rights “Typical procedure for processing
petsonal data” 2014 Ne 1/02-14, <https://zakon.rada.gov.ua/laws/show/v1_02715-14#n11> accessed 03
February 2021, art. 2.15.

5 The Law of Ukraine “On personal data protection” (n 554), art. 2.12.
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finds that personal data of a data subject is processed illegally, the controller is obliged to
stop processing of such personal data and notify the data subject.”* If the data controller
will find that personal data of the subject is unreliable, the controller must stop processing

such personal data or change its scope ot content and notify the data subject.’>

4.3. In case of data protection breaches, what is the process to notify the data subject? Are
there any exceptional grounds not to notify the data subject? If such grounds exist, what

would be the ideal or optimal balance for necessity and proportionality?

Unlike as set under the GDPR, there is no general obligation to notify the data subject in
case of data protection breach. This, consequently, causes significant problems, especially
considering numerous data protection breaches involving the leakage of personal data
during recent few years in Ukraine. For example, in September 2020, SoftServe, one of the
largest Ukrainian software outsourcing companies, suffered a cyber-attack, in result of
which a leak of personal data of about 200 employees were leaked, including scanned
copies of passports.”® Another example is a personal data leakage from career.gov.ua —
Ukrainian governmental job portal. As a result, scan-copies of passports, diplomas and

graduation certificates of numerous people become publicly available.*’

5. Does the review constitute effective protection of data privacy?

5.1. Which bodies conduct such review?

"The review' (or 'control) means establishing the compliance of personal data processing
with the requirements of the Constitution of Ukraine, the Law of Ukraine ‘On Personal
Data Protection’, the Standard Procedure for Personal Data Processing, and effective

international treaties of Ukraine on personal data protection‘658

With the amendments made in 2014 to the Law of Ukraine ‘On Personal Data Protection’,

the courts and the Ombudsman are responsible for the review.*’

The courts exercise their review function during judicial proceedings (civil, criminal,

660

administrative and during hearings of administrative offences cases).”™ Also, the control is

54 ibid, art. 2.13.

5 ibid, art. 2.13.

656 Maya Yarovaya, New "spill" of SoftServe data: client projects and, probably, employee data’ (Ain, 16
September 2020) <https://ain.ua/2020/09/16/softserve-utechka-2/> accessed 20 February 2021.

7 Cisomag, ‘NSDC Acknowledges Data Leak in Ukrainian Government Job Portal’ (Cisomag, 20 January
2020) <https://cisomag.eccouncil.org/nsdc-acknowledges-data-leak-in-ukrainian-government-job-portal />
accessed 20 February 2021.

658 The Ukrainian Parliament Commissioner for Human Rights, ‘Control over compliance with the
requirements of the legislation on personal data protection’
<https://ombudsman.gov.ua/ua/page/zpd/kontrol/> accessed 20 February 2021.

9 The Law of Ukraine ‘On Personal Data Protection’ (n 554), art. 21.

660 Letter of explanation of the Ukrainian Parliament Commissioner for Human Rights for Human Rights as
of 3 March 2014 Ne 2/9-227067.14-1/HA-129
<https://zakon.rada.gov.ua/laws/show/v7067715-14#Text> accessed 20 February 2021 (Ombudsman’s
Letter of explanation).
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661

carried out through the activities of the Plenum of the Supreme Court™, which provides

clarifications on the application of the law by courts.***

The credentials of the Ombudsman include reviewing the complaints of data subjects,
carrying out the inspections of controllers and processors, and issuing prescriptions to
eliminate the detected violations, addressing proposals to the state bodies on the adoption
or amendment of personal data protection regulations, cooperating with foreign actors on

personal data protection etc.®®

In order to carry out the wide range of functions described, the Ombudsman established a

664

Department for Personal Data Protection within its Secretariat™™ and introduced the

position of Ombudsman's representative for Personal Data Protection.®®

One of the main Ombudsman's functions in the area of review is carrying out personal
data controllers and/or processors' investigations. The grounds for launching an
investigation could be individuals and legal entities' complaints or the Ombudsman's
initiative. Inspections can be of different types, for example, scheduled or unscheduled,

which are also classified as on-site or off-site.®

The responsibilities and rights of
inspection participants and other aspects related to the inspections process are regulated by
the ‘Procedure for the Ukrainian Parliament Commissioner for Human Rights to monitor

compliance with the legislation on personal data protection’.*”’

Based on the inspection results, the Ombudsman and/or the authorised official®® draws up
an act of verification of compliance with personal data protection legislation. This
document contains information on non-compliance or improper compliance with the

personal data protection legislation or the absence of such violations.**’

If the violation is detected, the Ombudsman or the authorised official draws up an order to

eliminate the violations revealed. The order shall specify the measures to be taken by the

51 Originally, the Letter referred to the ‘Plenum of the High Specialized Court’ instead of the ‘Plenum of the

Supreme Court’. However, as a result of judicial reform in 2016, high specialized courts were liquidated and
the Supreme Court was established as a single court of cassation.

6% Ombudsman’s Letter of explanation (n 660).

5 TLaw of Ukraine ‘On personal data protection’ (n 554), art. 23.

664 The Ukrainian Parliament Commissioner for Human Rights, ‘Information about the Department for
Personal Data Protection’

<https://ombudsman.gov.ua/ua/page/zpd/info/> accessed 20 February 2021.

5% M. V. Bem, I. M. Gorodisky, G. Sutton, O. M. Rodionenko, ‘Personal data protection: Legal regulation and
practical aspects: scientific and practical manual’ 131. (Bem M. V).

66 Procedure for the Ukrainian Patliament Commissioner for Human Rights to monitor compliance with the
legislation on petsonal data protection as of 8 January 2014 Ne 1/02-14
<https://zakon.rada.govua/laws/show/v1_02715-14#n92> accessed 20 February 2021, par. 1.2.
(Procedure).

57 ibid.

5% As mentioned in the par. 2.2 of the Procedure, the inspection may also be carried out by authorized
officials on the basis of Ombudsman’s order. Such officials may be the head of the Secretariat and his/het
deputy, Representatives of the Ombudsmen, heads of structural subdivisions of the Secretariat and their
deputies, employees of the Secretariat of the Ombudsmen.

5 ibid, par. 5.1 — 5.3.
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controller and/or processor, the period of execution of the order, and informing about the
elimination of the violations.”” In case of noncompliance, the Ombudsman or authorised
official draws up a report on an administrative offence, as envisaged in Article 188-40 of

the Code of Administrative Offenses of Ukraine.®”!

Also, the Ombudsman or authorised official draws up a report on the administrative
offence if the violation specified in Articles 188-39 or Article 188-40 of the Code of

Administrative Offenses was revealed during the inspection. 672

In 2019, ten protocols on administrative offences were submitted to the court. Most
violations were in financial and banking services, insurance, housing and communal
services, healthcare, social protection, education, personal data processing during video

surveillance, accounting of administrative and criminal offences.®”

If the inspection reveals a criminal offence, the Ombudsman sends the investigation

materials to law enforcement agencies (for details, please see Question 9).°™*

5.2. What is the process of judicial review for cases of data protection breaches?

The data subject may file a complaint to the data controller and/or processot, the
Ombudsman Office, or apply to court.”” Such appeals shall take place in the manner
prescribed by law on the Ombudsman's credentials in the field of data protection or the

relevant procedural codes.

The Ombudsman may also initiate the administrative legal proceeding. As described eatlier,
it is done in case the violation of legislation on personal data protection is detected during
the Ombudsman's inspections. In case such violation was revealed, the Ombudsman or
authorised official draws up a report or an administrative offence protocol. A copy of this

protocol is sent to the court of the first instance at the place of the offence.””

The case on an administrative offence is usually reviewed within 15 days from the date of
receipt by the court of the administrative offence protocol. Based on the case outcome, a
decision is made. In case of disagreement with the decision, the prosecutor, processor,
controller or data subject may appeal it in the court of the second instance within ten days

from the date of issuance of the decision.®”’

57 ibid, par. 5.10, 5.11.

57 Tbid, par. 5.15.

57 Ibid, par. 5.16.

573 Annual Report 2019, op cit, p. 193.

574 Ibid, par. 5.17.

575 The Law of Ukraine ‘On Personal Data Protection’ (n 554), art. 8.

7The Code of Ukraine on Administrative Offenses Ne80731-X
<https://zakon.rada.gov.ua/laws/show/80732-10#Text> accessed 20 February 2021, art. 257.
77 Tbid, art. 294.
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If there are signs of a criminal offence, the Ombudsman must also send the investigation

materials to law enforcement agencies (for details, see Question 9).°”

The measures provided by the personal data protection legislation are aimed at stopping or
correcting violations and do not envisage compensation to the data subject.””” Therefore,
the data subject has the right to sue for damages caused by a violation of its right to

personal data protection according to the established civil procedure.”®

5.3. What kind of sanctions are imposed as penalties for the violation of the personal data

protection legislation?

Article 28 of the Law ‘On Personal Data Protection’ provides for penalties for violations of
the personal data protection provisions under the current legislation of Ukraine.”®' Such
liability may be administrative or criminal, both of which are applied to natural persons
only (e.g,, managers or DPOs of data controllers or processors). A data subject also has the

right to claim compensation for matetial or moral damage.*®

Provisions on administrative liability are provided by Articles 188-39 and 188-40 of the
Code of Ukraine on Administrative Offenses. In particular, sanctions in the form of fines
up to UAH 34,000 (approx. EUR 1,000) for the following violations are envisaged:**’

Failure to notify or untimely notification of the Ombudsman on the processing of personal
data or the change of information subject to the notification, notification of incomplete or

inaccurate information;

Non-compliance with legitimate requests of the Ombudsman or authorised officials
regarding the prevention or elimination of violations of the legislation on personal data

protection;

Non-compliance with the procedure for the protection of personal data established by law,

which has led to illegal access to this data or violation of the rights of the data subject;

Non-compliance with legitimate requests of the Ombudsman or the authorised officials.
For example, denial of access to documents or information necessary for the inspection,

etc.

Regarding criminal liability, Article 182 of the Criminal Code of Ukraine provides for

sanctions in the form of fines, corrective labout, arrest, restriction of freedom, or

78 O, O. Tikhomirov and others, Law, society, state, security: information dimension’
<http://zpd.inf.ua/pagel9.html#Htop> accessed 20 February 2021.

% Bem M. V. (n 665), 146.

580 Ombudsman’s Letter of explanation (n 660).

8! The Law of Ukraine ‘On Personal Data Protection’ (n 554), art. 28.

582 Ombudsman’s Letter of explanation (n 660).

3 The Code of Ukraine on Administrative Offenses Ne80731-X
<https://zakon.rada.gov.ua/laws/show/80732-10#Text> accessed 20 February 2021, art.188-39, 188-40.
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imprisonment for illegal collection, storage, use, destruction, dissemination of confidential

personal information or illegal alteration of such information.*®*

5.4. Conclusion regarding the effectiveness

During the analysis of review measures and related aspects, we concluded that the review
mechanism does not provide effective protection of data privacy in its current state.

First, the articles on liability for violations of legislation on personal data protection due to
certain inaccuracies in the terminology and practical mechanism of their application may
narrow the scope of responsibility of the data controller and may also call into question the

occurrence of liability in general.**

Second, the amount of sanctions specified in the above articles of the Code of
Administrative Offenses and the Criminal Code are unlikely to deter processors and
controllers from committing violations: the minimum amount of fine equals approx. 50
EUR, while the highest fine does not exceed 1,000 EUR.®*

Thirdly, the experts also note the significant workload on the Ombudsman and his
Secretariat, as well as the lack of staff in his apparatus, which does not allow to respond
effectively to requests from individuals and legal entities for violations of personal data

protection, conduct inspections and other activities provided by law.*”’

6. What is the process of judicial review of anti-discrimination cases?

Generally, the Constitution of Ukraine secures fundamental anti-discrimination principles,
inter alia, addressing equality before the law. This principle means that any subjects of
administrative and legal relations must be recognized as equal, and they must be provided
with an opportunity for the realization of equality. This is manifested in the fact that during
the consideration of a case against a person and a citizen, the same legal acts are applied
for all (substantive norms and administrative procedural rules). Favourable or positive

conditions are not created for any person during the consideration of cases.

The Law of Ukraine ‘On Principles of Preventing and Combating Discrimination in

Ukraine’ determines who is protected against discrimination and may apply to court.
g y y

The Commissioner for Human Rights of the Verkhovna Rada of Ukraine in her ‘Strategy
for Prevention and Combating Discrimination in Ukraine for 2014-2017 - addressed the

following issues:

8 The Criminal Code of Ukraine 2001 Ne2341-111
<https://zakon.rada.gov.ua/laws/show/2341-14#Text> accessed 20 February 2021, art. 182.

% Bem M. V. (n 665), 143.

55 Alina Pravdychenko, “Personal data online: regulation problems and protection prospects” (Center of
democracy and the rule of law, 21 November 2019)
<https://cedem.otgua/articles/personalni-dani-onlajn/> accessed 27 February.

%7 Bem M. V. (n 665), 144; Pravdychenko (n 686).
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- the general low level of understanding of their rights by Ukrainians, their inability to
objectively assess violations and demand the restoration of their rights;
- distrust of citizens in the judicial system and unwillingness to file complaints to the court
in case of violation of their rights;
- misunderstanding by judges of the essence, tasks and specifics of anti-discrimination
legislation;
- non-application of Art. 60 of the Civil Procedure Code of Ukraine on the reversed
burden of proof in discrimination cases;
- inaccessibility of most courts for people with disabilities;
- predominant activity in the use of the judicial mechanism to protect their rights by only
one protected group - people with disabilities.
Furthermore, the laws of civil and criminal procedures stipulate general non-discrimination

before the code principles.

The Code of Civil Procedure of Ukraine stipulates that in cases of discrimination, the
plaintiff is obliged to provide factual data confirming that discrimination has taken place.

In the case of such data, proof of their absence is entrusted to the defendant.

The statement of claim must substantiate the existence of discrimination, and in
accordance with the second part of Article 81 of the Code of Civil Procedure of Ukraine,

the burden of proof in this category of cases is reversed.

The Law on Principles of Prevention and Counteraction of Discrimination in Ukraine
dated 06.09.2012 Ne 5207-VI, provides many basic things to protect against discrimination
and to understand its essence (for example, the law specifies the definition and types of
discrimination). But, in addition, it provides for the process of identifying discriminatory

actions and a number of actors responsible for the protection of human rights in this area.

Finally, there is a piece of secondary legislation issued by the Ministry Justice of Ukraine -
Order of 12.03.2019 Ne 33 On approval of Guidelines for the identification of cases of
gender discrimination and the mechanism for providing legal assistance. This act provides
a test for the detection algorithm and disqualification actions in the event of it, which leads

to legal action.

As a summary of the court appeal procedure, this order provides for trials in various areas
of the Ukrainian process: As a summary of the recourse procedure, this order provides for
processes in different areas of the Ukrainian process, which are depicted in different
algorithms of action on different types of discrimination. This act also emphasizes that
cases of discrimination in Ukrainian courts are a special priority, so the court in considering
such cases tries to create practice on the basis of such cases and explain aspects of such

offences in its decisions.

Paying attention to the above order, we can conclude that in the process for discrimination

cases the following is important:
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- the plaintiff must use social and law algorithms to determine whether his right has been
violated due to discrimination;

- prove that the discrimination was not the defendant's responsibility;

- this category of cases is a priority for courts, so they are considered with special care in
order to build judicial practice: prescribe explanations of various terms and mechanisms of
protection against discrimination, which are provided in the relevant acts on this topic;

- courts and laws often draw attention to Western experience in resolving such disputes, in
particular the case law of the European Court of Human Rights and international
anti-discrimination acts.

From the above it can be concluded that Ukraine does not provide a large number of rules
governing equality and anti-discrimination. Most norms and profile laws are designed for
substantive law and the actual norm of creativity, paying less attention to the process.
There are some rules that provide for equality in the process - for example, Art. 81 of the
Civil Procedure Code, but mainly in practice and in the opinion of the legislator, equality in
the Ukrainian process exists through the fundamental principles and norms enshrined in

the Constitution of Ukraine, relevant and international acts.

7. Does your country have any specific regulations on Advanced Digital
Technologies, such as big data, artificial intelligence (AI), Internet of

Things (IoT) and/or encryption?
7.1. Artificial intelligence (AI) and Big Data

Currently there is no legislation or specific proposals to regulate Al or big data. However,
there was an Al policy paper adopted, a Concept on the development of Al in Ukraine,
proposed on 2 December 2020 by the Cabinet of Ministers of Ukraine, which has a section
on legal regulation.® The Concept promotes the implementation of rules maintained in

the Recommendation on Artificial Intelligence.(’”

7.2. Encryption

Current legislation on encryption consists of the Law ‘On Electronic Commerce’, the Law
‘On Electronic Trust Services’, the Law ‘On Electronic Documents and Electronic
Document Flow’, the Law ‘On Information Protection in Information and
Telecommunication Systems’, and the Presidential Decree on Regulations on procedure of
cryptographic information protection. According to the 2019 Freedom of the Net report

in Ukrainian legislation places no restrictions related to the encryption tools®”. The

58 Order of the Cabinet of Ministers of Ukraine ‘Concept on the development of artificial intelligence in
Ukraine” 2020 Ne 1556-p, <https://zakon.rada.gov.ua/laws/show/1556-2020-%D1%80# Text> accessed 1
June 2021.

%8 ibid.

%0 Freedom of the Net, 2019 Report on Ukraine,
<https://freedomhouse.org/country/ukraine/freedom-net/2019> accessed 1 June 2021, § C4.
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legislation on encryption may be divided into the laws on e-commerce, e-signatures and
cryptography.

- E-commerce

The Law ‘On Electronic Commerce’ was adopted on 3 September 2015. It defines and
regulates electronic transactions and formation of e-contracts.”! The Law specifies that
electronic signature shall be used to enter into contract.””” In accordance with the Law,
Internet service providers enjoy immunity from liability if they fulfil the following
requirements: do not initiate information sharing (‘mere conduits’), do not select recipients
of the transaction, and do not change the information shared.””

- E-signature

In Ukraine, the specific regulation on electronic signatures consists of the Law ‘On
Electronic Trust Services’, the Law ‘On Electronic Documents and Electronic Document
Flow’. The Law on Electronic Trust Services defines the key principles of electronic
identification,”* determines the rights and obligations of legal entities,’”” and establishes a

specific procedure for state supervision.*”

In the Law three types of signatures are defined:
the advanced electronic signature, the qualified electronic signature and the simple
electronic signature.””” The Law on Electronic Documents and Electronic Document flow
establishes the legal principles of document flow and contains rules on the usage of
e-documents.®”®

Cryptographic protection of information

On cryptographic protection of the information Ukraine has a Law ‘On information
protection in information and telecommunication systems’. It defines the cryptographic
protection of information as ‘a type of information protection implemented by converting
information using special data in order to hide / restore the content of information,
confirm its authenticity’.””” The Law also defines the conditions of information processing
in the system and establishes that the system owner bears responsibility for information

protection.””

Moreover, the Law vests the state agents with the power of issuing
requirements for the protection of state information.”” As to the secondary legislation a

Presidential Decree About Regulations on procedure of cryptographic information

%! The Law of Ukraine ‘On Electronic Commerce’ 2015 Ne675-V1I,
<https://zakon.rada.goviua/laws/show/675-19> accessed 1 June 2021, art. 1, art. 10.

92 ibid, art. 3.

% ibid, art. 9, § 4.

94 The Law of Ukraine ‘On Electronic Trust Services’ 2017 2155-VIII

>xt> accessed 1 June 2021, art. 1.

69 1b1d Art. 12,13,

% ibid, Art. 33.

%7 ibid, Art. 1.

% The Law of Ukraine ‘On Electronic Documents and Electronic Document flow’ 2003 Ne851-1V
<https://zakon.rada.gov.ua/laws/show/851-15> Section 3.

% The Law of Ukraine ‘On information protection in information and telecommunication systems’ 1994
Ne80/94-BP <https://zakon.rada.gov.ua/laws /show/80/94-%D0%B2%D1%80> accessed 1 June 2021,

Art. 1.
"0 ibid, Art. 9.
1 ibid, Art. 10.
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protection in Ukraine was issued in 1998, and amended in 2009. The decree provides
definitions on the terms such as cryptographic system, systems and means of
cryptographic information protection.””” It determines that persons which have access to
state secrets following a specific procedure are entitled to use cryptosystems of the
classified information.”” The Decree specifies that certified testing by having recourse to
the means of encryption shall be carried out to determine the level of security from illegal

ZlCCCSS.704

7.3. 10T

The Internet of Things is a broad concept and involves a large number of subjects such as
physical objects—that are embedded with high technology software for the purpose of
exchanging data with other systems. On the Internet of things Ukraine has the Strategy for
the development of the information society in Ukraine, The Concept on e-government
development in Ukraine, the Law on information protection in information and

telecommunication systems.

The Concept on e-government development provides for the modernization of public
services and development of interaction between government and citizens with the help of
information and communication technologies as well as e-government development

705

management.”” Moreover, the Concept calls for the development of open data

infrastructure on the basis of a single state web portal, publication and regular updating of

data sets in the form of open data in accordance with the public interest.”%

The Concept
establishes the main areas in e-government initiative, which are the introduction of the
system of electronic interaction of state electronic information resources, as well as

development of cross-border electronic interaction.””’

Other important spheres of development include the introduction of telemedicine,
introduction of the electronic water balance system of Ukraine.”” In the field of social
protection it stands for the introduction of electronic hospital and in the field of human
rights the Concept provides for the introduction of a national system of calls to emergency
services and other life support services on a single toll-free telephone number.”” The
Strategy for the development of the information society in Ukraine indicates the need to

improve the regulatory framework for ensuring proper coordination of actions of all

"2 Decree of the President of Ukraine ‘On the regulations on procedure of cryptographic information
protection in Ukraine’ 1998 Ne Ne505/98 <https://zakon.rada.gov.ua/laws/show/505/98# Text> accessed 1
June 2021, § 2.

" ibid, § 7.

" ibid, § 6.

5 The Decree of the Cabinet of Ministers of Ukraine ‘On approving the concept on e-government
development in Ukraine’ 2017 Ne 649-2017-p
<https://zakon.rada.gov.ua/laws/show/649-2017-%D1%80# Text> accessed 1 June 2021.

706 ibid.

7 ibid.

8 ibid.

™ ibid.
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stakeholders during the implementation of e-democracy tools; increasing the level of
information representation of Ukraine in the Internet space, and increasing at the state
level the importance of the Ukrainian segment of the Internet.”” Moreover, Ukraine has a
draft Law on cryptocurrency. Article 13 requires licensing of cryptocurrencies.”! Article 16
places restrictions on cryptocurrency transactions. According to the provisions of the
Article cryptocurrency transactions can be carried out exclusively through cryptocurrencies
and cryptocurrency exchange offices.”"? The Draft Law also establishes responsibility for
breaching provisions by the revocation of the license to conduct activities in the

cryptocurrency market.””?

Cybersecurity is also a part of the Internet of things as it governs the protection issue. On
cybersecurity, Ukraine has a Law on the basic principles of cybersecurity in Ukraine. The
main principles of cybersecurity listed in Article 7 include ensuring the national interests of
Ukraine; accessibility, stability and security of cyberspace, public-private cooperation, broad
cooperation with civil society in the field of cybersecurity by exchanging information on
cybersecurity incidents, proportionality and adequacy of cyber defence measures to real
and potential risks, realization of the inalienable right of the state to self-defence in
accordance with the norms of international law in case of aggressive actions in cyberspace;
the inevitability of punishment for committing cybercrimes; international cooperation in
order to strengthen mutual trust in the field of cybersecurity and develop joint approaches
to counter cyber threats, consolidate efforts in the investigation and prevention of
cybercrime, prevent the use of cyberspace for terrorist, military and other illegal purposes;
ensuring democratic civilian control over military formations and law enforcement
agencies formed in accordance with the laws of Ukraine, carrying out activities in the field

of cybersecurity.”"*

7.4. To what extent are the external legislative developments influential on national

regulation of this area

The most influential external legislative developments would be the initiatives from the EU,
as Ukraine is obligated under the EU-UA Association Agreement to harmonize its
legislation with the legislation of the EU.

On the Al the EU does not have any specific regulations, but intends to further
developments in 2021. In 2020, the EU adopted a White Paper on Artificial Intelligence -

A European approach to excellence and trust which contains legislative proposals. The

"% The Decree of the Cabinet of Ministers of Ukraine ‘On approving the strategy for the development of the
information society in Ukraine’ 2013 Ne 386-2013-p
<https://zakon.rada.govua/laws/show/386-2013-%ID1%80# Text> accessed 1 June 2021.

"™ Draft Law ‘On the cryptocurrency in Ukraine’ 2017 Ne 7183
<http://wl.cl.rada.gov.ua/pls/zweb2/webproc4_1?pf3511=62684> accessed 1 June 2021, art. 13.

2 ibid, art. 16.

™ ibid, art. 21.

"*The Law of Ukraine ‘On the basic principles of cybersecurity in Ukraine’ 2017 Ne2163-VIII
<https://zakon.rada.gov.ua/laws/show/2163-19#Text> accessed 1 June 2021, Art. 7.
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White Paper is very similar to the Ukrainian Concept of Development. The difference is
that the EU-initiative includes more focus on the international cooperation.”””> On the
Internet of Things, the EU adopted the Cybersecurity Act, which maintains rules on
individual schemes of certification on certain IP-products.”’® The Ukrainian Law on the
basic principles of cybersecurity by comparison to the EU legislative framework is more
declaratory and does not include a section on the certification of the IP-products.
Ukrainian legislation. One of the best examples to show the influence of the EU legislation
on the Ukrainian is the regulation of electronic signatures. The EU has adopted in 2014 a
new Directive on the electronic identification, authentication and trust services. The main
amendment was that personal keys of qualified electronic signatures should be stored only
tokens on and should receive the certification from the government-approved certification
authorities. The Law on Electronic Trust Services was adopted to harmonize the Ukrainian

legislation with this Directive.

8. Does your country’s legislation require encrypted personal messages

to be decrypted and accessible for criminal investigations?
8.1. Circumstances under which such decryption can be carried out

Generally, as we previously mentioned, unlawful decryption is not allowed. What is more,
unlawful decryption is punishable. According to the Constitution of Ukraine, the right to
private life of every citizen is one that is protected by the state. (see Q 4.1)

The only possible way to legally decrypt personal messages is criminal proceedings. Not all

criminal proceedings, but only covert.

Criminal procedure law envisages covert investigation as a part to evidence gathering

actions of pre-trial investigation.

In criminal procedure, covert criminal investigations are understood as measures are
carried out covertly, that is without the knowledge of an owner, possessor or keeper of

personal data or message.’"’

Criminal procedure law provides for the right of a prosecutor or investigator to authorise

decryption of otherwise encrypted person's personal messages received through transport

"5 White Paper on Attificial Intelligence - A European approach to excellence and trust (2020), COM(2020)
65 final,

<https://ec.europa.cu/info/sites/default/files /commission-white-paper-artificial-intelligence-feb2020 _en.pd
> accessed 1 June 2021, p. 8.

716 Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 on ENISA
(the European Union Agency for Cybersecurity) and on information and communications technology
cybersecurity certification and repealing Regulation (EU) No 526/2013
<http://data.curopa.cu/eli/reg/2019/881/0j> accessed 1 June 2021.

"7 Since criminal procedure law does not operate the same notions as personal data protection law, for the
purposes of this part of the Ukrainian Report the terms of the latter were used to maintain unification of the
legal framework.
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telecommunications networks or through electronic information systems, the Internet

within measures of covert criminal investigation.”"®

Such authorization for the decryption within covert investigations of private messages
from transport telecommunication networks, from electronic information systems can be
implemented under the ruling of an investigating judge at the request of the prosecutor, or
investigator agreed with the prosecutor.””

Criminal procedure law does not set out specific grounds on which the prosecutor or
investigator may request the investigating judge for a ruling to allow decryption of personal

data as a separate covert investigative measure.

Researches state that the data can be recorded if necessarily needed to gather evidence to

720 721

transfer criminal proceeding for a serious or particularly serious crime’® to the court.

In practice, these measures are used to prevent the commission of a serious or especially
serious crime, the cessation of terrorist acts and encroachments into internal affairs of

State by the secret services of foreign states and orgam'zarions.722

Transport telecommunication networks are networks which provide transmitting of any
signs, signals, written texts, images and sounds or messages between telecommunication

access networks connected.”” For example, decryption of a mobile operatot's network.

Collecting information from electronic information systems means accessing the electronic
information system or its parts to search, identify and record the information contained in

them. **

Decryption of information is done through the use of software and special equipment that
provides copying of information from means of communication that is relevant to criminal

proceedings.725

"8 The Criminal Procedure Code of Ukraine 2012 Ne4651-VI
<https://zakon.rada.gov.ua/laws/show/4651-17> accessed 26 February 2021, part 4 art. 258.

™ ibid, part 2 art. 246.

™ Criminal law of Ukraine provides for the division into minor, serious and especially serious crimes. ‘A
serious crime is punishable by a fine of no more than twenty-five thousand non-taxable minimum incomes or
imprisonment for a term not exceeding ten years. Particularly serious is a crime punishable by a fine of more
than 25,000 tax-free minimum incomes, imprisonment for more than ten years, or life imprisonment.’.

™! D Sergeeva ‘Withdrawal of information from transport telecommunications networks: problematic issues
of legal regulation’ (‘Kh .: Arsis LTD?’, 2009) p. 286.

2 The law of Ukraine ‘On operational and investigative activities’ 1992 Ne 2135-XII
<https://zakon.rada.gov.ua/laws/show/2135-12#Text> accessed 26 February 2021, art. 8.

" ibid, part 1 art. 263.

™ E. Iskenderov ‘Withdrawal of operational units of information from transport telecommunications
networks: problematic issues’ (‘Actual problems of law enforcement’, 2016) p. 137
<http://vkslawknu.ua/images/verstka/4_2016_Iskenderov.pdf> accessed 26 February 2021.

™ N. Goldberg ‘Withdrawal of information from transport telecommunications networks: problems of
criminal procedure regulation’ (‘Bulletin of the AMSU. Series: ‘Law”, 2015) p. 151.
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For the purposes of this section 8, we will further refer to TTN and EIS collectively as

transport telecommunication networks and electronic information systems.

Decryption of the information provides control over telephone conversations,

SMS-messages, collecting information from communication channels. ™

8.2. Does this requirement (in general or in practice) give the authority too much power?

Criminal procedural law limits the scope of powers of law enforcement officials related to
decrypting information and establishes guarantees to prevent unjustified restriction of
personal rights and freedoms. In particular, the information about the crime and the

perpetrator can be decrypted if impossible to obtain otherwise. ™’

As we described above, decryption can be carried out under extra circumstances: only
within the limit of covert investigation, only if grounds are met, only the decision of a
judge. Only the investigating judge has the right to decide on the decryption of personal
information. " The investigator must inform the prosecutor about the decision to carry

2 The received

out actions that interfere in private communication, and their results.
information must be recorded in the protocol, and persons who have the right to get
acquainted with it are warned about criminal liability for disclosure of the received
information.” Furthermore, it is not possible to make extracts or copies from the
protocols of the received information.”" It is cleatly defined that law enforcement and
security agencies may decipher personal messages by a decision of the investigating

_
court.”??

8.3. What level of protection does your country's law provide for individuals in the above

circumstances?

Furthermore, decrypted data is protected. Criminal procedure law provides for the
disclosure of pre-trial investigation information only with the permission of the prosecutor

or investigatof.

Criminal liability is provided for illegal disclosure of such information.”

26 Order of the Prosecutor General's Office of Ukraine, Ministry of Internal Affairs of Ukraine, Security

Service of Ukraine, Administration of the state border service of Ukraine, Ministry of Finance of Ukraine,
Ministry of Justice of Ukraine ‘Instruction on Covert Investigative (Search) Actions’ 2012 Ne
114/1042/516/1199/936/1687/5 <https://zakon.rada.gov.ua/laws/show/v0114900-12> accessed 26
February 2021, § 1 subsection 1.11.5.

"'The Criminal Procedure Code of Ukraine 2012 Ne4651-VI
<https://zakon.rada.gov.ua/laws/show/4651-17> accessed 26 February 2021, part 2 art. 246.

"2 ibid, part 3 art. 246.

™ ibid, part 3 art. 246.

0 ibid, part 2 art. 254.

P ibid, part 3 art. 255.

2 ibid, part 2 art. 41.

753 ibid, art. 222 (2).
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The content of information transmitted to persons through the transport
telecommunications networks from which the information is collected shall be

preserved.”*

Information concerning the personal life of the person in respect of whom such actions
are carried out is not subject to disclosure. ™ That is, the person who was tapped has the
right to receive a protocol of personal information, except for information that is
classified. The obligation to inform the person, in respect of whom decrypted measures
were taken, but always after their completion, is enshrined in criminal procedure law.””* In
practice, this makes it possible to claim damages for wrongful measures, as well as to

declare the evidence inadmissible.”’

From the date of termination of such actions Persons whose data was decrypted shall be

notified of the fact of interference.

The person shall be notified within twelve months, but before being charged with an

alleged crime in the court of law by the state prosecution.”®

In material of a covert investigation record information about both: the person being
listened to and the private lives of other people with whom communication has taken
place.” If such information does not pertain to a ctime, it is destroyed. Researchers note
that the legislation of our country provides an average level of protection for persons

whose personal information is decrypted.”

9. Has your country reached an adequate balance between allowing

digital advancements and protecting human rights online?

According to statistics compiled by the State Statistics Service of Ukraine in 2020,
Ukrainian companies exported IT services abroad, totalling $ 2.11 billion.”" In 2020,

" ibid, art. 263.

™ D Sergeeva ‘Withdrawal of information from transport telecommunications networks: problematic issues
of legal regulation’ (‘Arsis LTD’, 2009) p. 287.

6 Otder of the Prosecutor General's Office of Ukraine, Ministry of Internal Affairs of Ukraine, Security
Service of Ukraine, Administration of the state border service of Ukraine, Ministry of Finance of Ukraine,
Ministry of Justice of Ukraine ‘Instruction on Covert Investigative (Search) Actions’ dated 16.11.2012 Ne
114/1042/516/1199/936/1687/5 <https:/ /zakon.rada.gov.ua/laws/show/v0114900-12> accessed 26
February 2021, § 1 subsection 1.11.5.

7 Overview of the case law of the Supreme Court of Ukraine on the inadmissibility of evidence obtained as
a result of a significant violation of human rights and freedoms
<https://supteme.court.gov.ua/usetfiles/media/new_folder_for_uploads/supreme/Ogliad_KKS_VS.pdf>
accessed 26 February 2021.

¥ The Criminal Procedure Code of Ukraine 2012 No4651-VI
<https://zakon.rada.gov.ua/laws/show/4651-17> accessed 26 February 2021, part 1 art. 253.

™ ibid, art. 254

™0 7. Udovenko ‘Problems of security and protection of private households before the hour of knowledge of
information from transport telecommunications’ (‘Scientific notes of NaUKMA. Legal sciences’, 2019.) p.
123.

™ The State Statistics Service of Ukraine, ‘Express Issue’ (The State Statistics Service of Ukraine, 13
November 2020) <https://ukrstat.org/uk/express/expr2020/11/136.doc> accessed 3 May 2021.
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exports of IT services from Ukraine accounted for 25.9% of all Ukrainian services.”*
75.1% of IT services exports were computer services (by $ 1.58 billion), 21.8% were
information services exports (§ 459.4 million).”” The rest was the export of
telecommunications services, which brought $ 65.3 million in revenue to the country's
economy.”* Another feature of Vodafone's NB-IoT network is power-saving modes in
Power Saving Mode, DRX, eDRX.”™ So, the setvice IT industry seems to be rather

significant in Ukraine.

Digital advancements are fairly represented in Ukraine. Such advancements are represented
by a number of technological projects in the Al, Big Data, Internet of Things and
encryption areas. As such, Al among one of the most prominent companies established in
Ukraine, there are: Grammarly, Aitheon, Gitlab, Preply, RefaceAl, People AL™
Furthermore, in the IoT area, Vodaphone, one of the Ukrainian mobile operators,
launched commercial operation of the NB-IoT network.”" Devices connected to the
NB-IoT network can communicate with each other at a dedicated frequency of 1800
MHz."* Another feature of Vodafone's NB-IoT network is the support of power saving
modes in Power Saving Mode, DRX, eDRX.™ Also, Vodafone provides a wide range of
corporate clients with such products based on Big Data technologies as targeting
promotion, clients’ analysis, look-a-like model, accurate geoanalytics.”® Another big
Ukrainian mobile operator, Kyivstar, also offers to use Big Data tools for similar

purposes.”

Although digital advancements are represented in Ukraine, most of them are represented
by start-ups established in Ukraine. Among the areas that are actively developing and
implementing technologies, there are bank servicing, mobile operators, logistics companies,

marketplaces, ticket services, online cinemas.

Such a huge number of Ukrainian companies engaged in technological advancements
presupposed that there might be a significant disbalance in protecting human rights online.
As such, our analysis suggests that the balance between the development of digital

™2 ibid.

™ ibid.

74 ibid.

™5 ibid.

67 most prominent tech companies born in Ukraine (Silicon Canals, 18 June 2020)
<https://siliconcanals.com/news/most-prominent-tech-companies-botrn-in-ukraine/> accessed 17 February
2020.

™7 The Ukrainian mobile operator has launched the Internet of Things into commercial operation (Economic
truth, 21 January 2020) <https://www.epravda.com.ua/news/2020/01/21/656038/> accessed 17 February
2020.

™8 ibid.

™ ibid.

0 Big Data for business from Vodafone
<https://business.vodafone.ua/produkty/big-data?utm_source=Search&utm_medium=CPC&utm_campaig
n=Vodafone_Analytics_Search_ BRD&utm_term=vodafone%20big%20data&gclid=CjwKCAjwhMmEBhB
wEiwAXwFoEbID7XwnVipjdyCOGIimKeImFecmCij4a6Y8SpRkz-xabOAHuhjf1cjwhoCnUAQAvD _BwE>
accessed 3 May 2021.

! Big Data Decisions <https:/ /bit.ly/2ZCIVCD> accessed 17 February 2020.
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advancements and the protection of citizens' rights online was not achieved to a bigger

extent in Ukraine today.

To begin with, almost all Ukrainian companies that provide access to their services online
use a public agreement (offer) which suggests that its provisions are not mutually agreed by
both the individual and the company.”™

The company, in this case, has more advantages as the potential user cannot change or
even suggest changing the terms of services. Thus, a client wishing to use the company's
services has only one option: either to refuse to use the service entirely or accept all the
conditions listed in the user agreement, whatever these conditions may be. Thus, it is
difficult to say that the user provides voluntary consent as it is non-alternative consent.
Moreover, it should be noted that often in the relationship of consent to the processing of
personal data, unequal economic entities are taking part (for example, an individual citizen
on the one hand, and a mobile operator, who provides services to millions of customers-
on the other). There are no provisions in the legislation that establish conditions and
safeguards for abuse by the more economically strong party (e.g., unfair contract terms),

similarly to agreements with natural monopolies, etc.

The only workaround is possible is a user can prove that, by agreeing to the terms of the
accession agreement, they forfeit their rights that they would normally have otherwise'. In

this case, a user shall prove (possibly in court) that their rights were actively violated.

In the light of the above, it is reasonable to consider the issue with the debt collection
business in Ukraine. The condition that companies can transfer personal data of debtors to
third parties is included in the Kyivstar Code.””* A similar provision, is in the Vodafone
Terms of Use™. The existence of this problem is noted by the Ukrainian Parliament
Commissioner for Human Rights. According to the Report, in 2019, the Ombudsman's
Office received more than 500 complaints from citizens.””® In 2020, from 2031 complaints,
almost 1,500 concerned the violation of the human right to non-interference in private and
family life in the course of debt collection activities on the monetary obligations of

individuals (collection activities).””

2 The Civil Code of Ukraine 2003 Ne 435-IX <https://zakon.rada.gov.ua/laws/show/435-15# Text>
accessed 1 June 2021, art. 634.

3 ibid.

" The Code of Good Practice for Personal Data Processing of ‘Kyivstar’ <https:/ /bit.ly/3kinkrG> accessed
17 February 2020, § 3.4.4.

™ Vodafone Terms of use <https://www.yvodafone.ua/terms-of-use> accessed 19 February 2020, § 5.11.

¢ The National Bank and the Commissioner for Human Rights of the Verkhovna Rada of Ukraine will work
together to protect the personal data of Ukrainians
<https://bank.gov.ua/ua/news/all/natsionalniy-bank-ta-upovnovajeniy-verhovnoyi-radi-ukrayini-z-prav-lyud
ini-spilno-pratsyuvatimut-nad-zahistom-personalnih-danih-ukrayintsiv> accessed 19 February 2020.

7 Yearly Report of the Ukrainian Parliament Commissioner for Human Rights on the State of Observance
and Protection of Human and Citizens’ Rights in Ukraine in 2020 (Secretariat of the Commissioner, 2021)
<https://www.ombudsman.gov.ua/files /2021 /zvit 2020 rik .pdf> accessed 1 June 2021, p. 21.
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Current laws prescribe no considerations regarding such data transfers. Thus, even though
this may lead to certain drastic consequences, the company still legally obtains personal

data but uses this data to bother and spam people.

Moreover, the User Agreement of the online cinema services, Megogo, which consists 40
million users per month,”® contains a provision under which a user consents to
cross-border data transfer, covering countries that may not provide an adequate level of

personal data protection.759

However, paragraph 1 part 3 of article 29 of the Law of
Ukraine ‘On the protection of personal data’ set out that access to personal data shall not
be granted to a third party if the said person refuses to undertake obligations to ensure
compliance with the requirements of this Law or is unable to provide them. The transfer of
personal data by the controller to third parties - foreign subjects of relations related to
personal data, is carried out on the general basis of personal data processing defined by the
Law ‘On the protection of personal data’ and relevant international acts. Personal data may
be transferred to processors situated in foreign countries if a subject grants their
unambiguous consent to such transfer.”” However, to transfer data legally, the controller
should provide a person with information concerning grounds and conditions of
cross-border data transfer, requirements to the recipient of information he should comply

with, his obligation to store it.

Thus, the Megogo User Agreement does not provide information about who the recipient
of the information is, so the data can be transferred to wherever. There is no possibility to
understand if a processor provides an adequate level of personal data protection. Even
though none of this is complied with, consent is still given which places the data subject in
a very disproportionate position as they do not know where their data is transferred to and

how it is further processed.

To conclude, the abovementioned give reason to consider the rights of users of the service
to be violated. Especially given the fact that the customer does not have the technical
ability to refuse the cross-border transfer of his personal data at the time of the conclusion

of the user agreement.

At the same time, Ukrainian courts' practice does not go through the application of
financial sanctions for such violations. However, it is possible to apply to the Ukrainian
Parliament Commissioner for Human Rights, who can conduct an inspection and, as
mentioned in one of the earlier questions, draw up an order. If the subject of inspection
does not comply with the order within the period specified, the Commissioner can draw up

protocols on bringing the subject to administrative responsibility and send them to court.”

8 Nina Glushchenko, ‘Who pays for legal video and how: statistics from Megogo’ (Ain, 24 November 2016)
<https://ain.ua/2016/11/24/kto-i-kak-platit-za-legalnoe-video-megogo-oct-2016 /> accessed 4 March 2021.
™ Megogo User Agreement <https://megogo.net/ru/rules> accessed 19 February 2020.

"0 The Law of Ukraine ‘On Personal Data Protection’ (n 554), art 29, § 4 (1).

6 ibid, art 23, § 1 (10).
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In Ukraine, administrative responsibility is provided for failure to comply with the
procedure for protecting personal data established by the legislation on personal data
protection, which led to illegal access to them or violation of the rights of the personal data
subject.”” The fine for officials, legal entities vary from EUR 50 to EUR 1,000 for repeated

violation.”®

It is worth mentioning that there is no responsibility for the misuse of personal data. Illegal
processing of personal data, namely mobile phone numbers of individuals who have no
relationship to the monetary obligation (family members, neighbours, friends and
employees), is a common phenomenon during the implementation of collection
activities.”* It is a common practice when a financial company makes calls and sends SMS
messages to people regarding the repayment of the debt on another person's credit
obligations. " Thus, only after such a person applied to the Commissioner and the latter
took actions, the contact number of the person's mobile phone can be removed from the

database of the financial company.”*

It is worth mentioning that there is no direct criminal responsibility for intentional illegal
collection and usage of personal data. Article 182 of the Criminal Code only covers
criminal responsibility for illegal collection, storage, use, destruction, dissemination of
confidential information or illegal alteration of such information.””” However, this article is
applicable only if personal data can be determined as confidential information. Because of
this and the low administrative sanctions, one of the most widespread issues in protecting
personal data in Ukraine is an issue with personal data trade. Judging by the number of
incidents, databases' trade with Ukrainians' personal information is on stream. In 2017, a
tax officer from Sumy traded the database of tax service.””® In 2017, the personal data of
Privatbank's customers were copied to Russian servers.”” In 2018, the database of 18,000

Nova Poshta users was selling on the darknet.”” In 2018, sellers of data from the customs

%2 Code of Ukraine on Administrative Offenses 1984 Ne 8073-X,
<https://zakon.rada.goviua/laws/show/80732-10#Text> accessed 1 June 2021, art 188-39, § 4.

763 ibid, § 4.

"* Yeatly Report of the Ukrainian Parliament Commissioner for Human Rights on the State of Observance
and Protection of Human and Citizens’ Rights in Ukraine in 2020 (Secretariat of the Commissioner, 2021)
< HAAA OOV, ) ul i > accessed 1 June 2021, p. 22.

765 ibid.

766 ibid.

7 The Criminal Code of Ukraine 1984 No2341-111 <https://zakon.rada.gov.ua/laws/show/2341-14# Text>
accessed 01 June 2021, art 182.

% Dmytro Weber, ‘In the center of Sumy, a tax officer was caught selling personal data’ (Segodnya, 31
September 2017)
<https://criminal.segodnya.ua/criminal/v-centre-sum-poymali-nalogovika-torgovavshego-personalnymi-dan
nymi--1051731.html> accessed 20 February 2020.

" How did the data of private clients of PrivatBank end up in Moscow? (Zakon i Business, 7 December
2017)
<https://zib.com.ua/ru/print/131103-kak_dannie_chastnih_klientov_privatbanka_okazalis_v_moskve.htm
> accessed 20 February 2020.

0 In ‘dark Internet’ the customer base of ‘Nova poshta’ sells (Economic truth, 6 February 2018)
<https://www.epravda.com.ua/rus/news/2018/02/6/633794/> accessed 20 February 2020.
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database were caught in Zaporizhia.””! In 2019, a Kharkiv resident was convicted of
trafficking in data of tax services.””” In 2020, in Dnipro cyber specialists of the Security
Service of Ukraine blocked the sale of personal data of citizens at the hacker forum, which

in many respects coincides with the information stored in the State Register of Voters.””

Also, as the Commissioner highlighted in the Report, numbers of complainants concern
the illegal dissemination of personal data via the Internet, illegal dissemination of personal
data in messengers and social networks, violation of the right to protect personal data
during the implementation of electronic services.””* Among the complaints as for illegal
spreading of personal data on the Internet, the Commissioner mentioned in Reports those
that concern publishing information that includes personal data by state agencies,
companies, and state universities.

As for the illegal dissemination of personal data in messengers, paid illegal distribution of
personal data through bots in the Telegram messenger has become an extensive problem in
recent years in Ukraine. In May 2020, several bots appeared on Telegram that offered to
find a person by name, phone number, taxpayer registration card number, car number,

£77 So, all these occasions

e-mail address and even provide passwords from the e-mail itsel
are evidence of the insufficient level of personal data protection. In Ukraine, there is no
legislation on the protection of personal data in case of its leakage. The only mechanism to
protect one’s data as a result of breaches is to appeal to the Ukrainian Parliament

Commissioner for Human Rights. Court protection might not be as widespread.

Digital advancements are developing in the modern world, but Ukrainian legislation on
data protection does not correspond to the contemporary state of digital advancements
and is not stable, so the stable law enforcement practice can provide the balance; however,
in Ukraine, there is no proper judicial protection. The Commissioner notes that in 2016, 45
protocols were sent to the court, which concerned violations of legislation in the field of
personal data protection, 40 protocols were considered by the court, while the number of
cases in which a person was found guilty and imposed an administrative penalty is 15, the

remaining cases were closed due to the expiration at the time of the term of the imposition

! ‘Cyberpolice exposes office for sale of personal databases’ (Cyberpolice National Police of Ukraine, 5
April 2018)
<https://cyberpolice.gov.ua/news/kiberpolicziya-vykryla-ofis-z-prodazhu-baz-personalnyx-danyx-1858 />
accessed 20 February 2020.

72 Kharkiv citizen who illegally sold customs databases sentenced to fine and special confiscation
(Interfaks-Ukraine, 21 Match 2019) <https://interfax.com.ua/news/general/574332.html> accessed 20
February 2020.

7 The sale of the votet personal database was blocked in Dnipro - SSU (Media Sapiens, 24 October 2020)
<https://ms.detector.media/kiberbezpeka/post/25811/2020-10-24-u-dnipri-blokuvaly-prodazh-bazy-person
alnykh-danykh-vybortsiv-sbu/> accessed 20 February 2020.

™ Yearly Report of the Ukrainian Parliament Commissioner for Human Rights on the State of Observance
and Protection of Human and Citizens’ Rights in Ukraine in 2020 (Secretariat of the Commissioner, 2021)
<https://www.ombudsman.govua/files /2021 /zvit 2020 rik .pdf> accessed 1 June 2021, p. 22.

7 Vsevolod Nekrasov, ‘State registers have leaked: who is ‘merging’ the personal data of Ukrainians and what
to do about it” (Economic truth, 13 May 2020)

<https:/ /www.epravda.com.ua/publications/2020/05/13/660405/> accessed 20 Febtruary 2020.
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of the administrative penalty.”® During 2017, the Office for Personal Data Protection drew
up and sent to court 34 protocols.”” In only 2 cases, the persons were found guilty and
imposed an administrative penalty; in 13 cases, the person was found guilty, but the
proceedings were closed due to the term's expiration for the imposition of an
administrative penalty.”® In 2019, 10 protocols on administrative offences concerning
violations of the legislation requirements in the field of personal data protection were

submitted to the court.””’

The court cases analysis makes it possible to establish that in the period from 2012 to the
present, only 143 decisions regarding administrative violations of legislation in the field of

80 At the same time, the number of

personal data protection can be found in the system
considered cases by year is distributed as follows: in 2012, the court considered 4 cases that
concerned protection of the personal data; in 2013 — 7 cases; in 2014 — 3 cases; in 2015 —
10 cases; in 2016 — 48 cases; in 2017 — 49 cases; in 2018 — 21 cases; in 2019 — 1 case, in
2020 — 0 cases. These figures indicate that preventing violations of personal data protection

in Ukraine has a downward trend.

As we can see, in Ukraine, there is an issue with basic legislation and judicial protection. It
is problematic to reach the balance between allowing digital advancements and protecting
human rights online because of the formal approach of companies to privacy policies, low
sanctions established by the legislation for violation of the legislation on personal data,
regular illegal disclosure of personal data by companies and government officials and the
negligible number of court decisions due to violation of legislation on the protection of

personal data.

10. Based on your analysis, how do you believe that legislation
regarding the area of protecting human rights online will develop in the

upcoming five years?

Prospects for the development of human rights on the Internet in Ukraine have many
issues that have not yet been resolved. This can be argued for the following reasons:

- outdated legislation;

- unresolved issues of existing legislation and how to ensure protect human rights

online.

76 Yearly Report of the Ukrainian Parliament Commissioner for Human Rights on the State of Observance

and Protection of Human and Citizens’ Rights in Ukraine in 2016 (Secretariat of the Commissioner, 2017)
<https://ombudsman.gov.ua/files/Dopovidi/Dopovid_2016_final pdf>accessed 1 June 2021, p. 91.

"7 Yeatly Repott of the Ukrainian Parliament Commissioner for Human Rights on the State of Observance
and Protection of Human and Citizens’ Rights in Ukraine in 2017 (Secretariat of the Commissioner, 2018)
<http://www.ombudsman.gov.ua/files/Dopovidi/Report-2018-1.pdf> accessed 1 June 2021, p. 485.

78 ibid.

" Yearly Report of the Ukrainian Parliament Commissioner for Human Rights on the State of Observance
and Protection of Human and Citizens’ Rights in 2019 (Secretariat of the Commissioner, 2020)

<http:/ /www.ombudsman.gov.ua/files/Dopovidi/zvit%202a%202019.pdf> accessed 1 June 2021, p. 191.
™ The search was catried out according to the following parameters: cases about administrative offenses,
violations of legislation in the field of personal data protection
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First, law, technology and social interactions are constantly evolving to ensure the legal
design and regulation of the ongoing design in legislation. The Ukrainian legislation in this
sphere and the ratified international treaties are not superfluous or outdated, but the
development of technology and social ties has taken a step forward, so this is not enough.
Already in 2021, there are many new international acts that need to be ratified, for example

The Convention for the Protection of Individuals with regard to Automatic Processing of

Personal Data (CETS No. 108), or at least tried to take a vector to modernize national

legislation similar to the example of Western countries, but Ukraine has not yet taken such

action, even with a number of problems in protecting personal databases.

Secondly, according to the Law of Ukraine ‘On Amendments to Certain Legislative Acts of
Ukraine on Improving the System of Personal Data Protection’, which entered into force
on January 1, 2014 to ensure the independence of the authorized body for personal data
protection, as required by the Council of Europe Convention persons in connection with
the automated processing of personal data, the authority to monitor compliance with the
legislation on personal data protection is vested in the Commissioner of the Verkhovna
Rada of Ukraine for Human Rights. From 2014 to 2019, annual reports were issued on the
status of legislation, its compliance and ensuring the implementation of personal data
protection. The reports also added information on problems of legislation, conflicts, lack
of institutions for the implementation of rights and their protection, and recommendations
on how to improve legislation and the process of protecting and enforcing rights. But every
year the problem areas in the reports are repeated, the recommendations only increase, but
there are no changes. The Commissioner for Human Rights of the Verkhovna Rada of
Ukraine, in particular, often notes the following problems in the private information

SCCtO]fI78l

- in the field of personal data protection related to medical secrecy, as well as in the
problems of registration and accounting of such information;

- in the storage of personal data related to law enforcement and official activities;

- in the field of personal data protection concerning local governments and other
owners of personal data that ensure the processing of personal data stored in
personal files;

- ensuring the possibility of exercising the right of personal data subjects to access
information about themselves, in general, the incomprehensibility and
non-transparency of the state's actions regarding personal data;

- the lack of an effective mechanism for the implementation of sanctions for human
rights violations in this area and control over the actions of entities that use and

have access to personal data.

! Yeatly Report of the Ukrainian Parliament Commissioner for Human Rights on the State of Observance
and Protection of Human and Citizens’ Rights in 2019 (Secretariat of the Commissioner, 2020)
<http:/ /www.ombudsman.gov.ua/files/Dopovidi/ zvit%202a%202019.pdf> accessed 01 June 2021.
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These issues, as already mentioned, have not been resolved since 2014, and with the
development of technology, especially in a pandemic, the virtualization of society and
human rights will deepen and multiply. Therefore, we can say that the prospects for the

development of protection of personal databases in Ukraine are not positive.

Although there are some trends that may suggest otherwise. In order to improve the
situation with the implementation of protection and realization of human rights in this
area, it is necessary for the executive and legislative bodies to listen to the
recommendations of the Commissioner. Her reports contain many relevant comments,

examples and ideas that would improve the process of human rights protection.

Thirdly, the legislation needs: the Ukrainian legislative process is currently being revived, a
large number of new bills are being introduced, no less laws are being passed, and several
new codes of Ukraine from various fields of law are being drafted. In the wake of this
update, it is possible to improve legal acts related to personal databases, to draw attention
to the experience of foreign partners, to ratify some international acts. For example: the
General Data Protection Regulation of 25 May 2016, ‘Recommendation CM / Rec (2020) 1
of the Committee of Ministers to member states on the impact of algorithmic systems on
human rights’ was adopted by the Committee of Ministers on 8 April 2020 at the 1373rd

meeting of deputies ministers,

Third, you need to turn to the doctrine and try to add certain methods and ways to
improve this legal issue from it. In fact, in practice and in the scientific community, the
field of personal data has come a long way. For example, scientific and practical manual
‘Personal data protection:’ Legal regulation and practical aspects ‘by Bem MV, Gorodisky
IM, Satton G., Rodionenko OM, Legal analysis of the main models of institutionalization
of the state supervision with regard to personal data and access to public information in by
Volodymyr Venher and Oleh Zaiarnyi. If the legislator pays attention to the trends that
exist in practice and pays attention to the already developed doctrine, it will be possible to

supplement the existing legislation, closing a large number of its gaps.

The recent scandals of private companies also testify to the forced changes in the
protection of human rights online. There is a lack of accountability and control over
situations where people's rights are violated online due to work and lack of preparedness
for attacks by private companies. Although the legislator does not comment on his actions
in this area, it is difficult to calculate his actions, but the scandal with one of the largest
Ukrainian IT outsourcers - SoftServe and other large companies should have been the
reason for the legislator's actions, so 1 believe that certain actions will be taken in the

future. direction.”®?

™2 ‘Maya Yarovaya, New "spill" of SoftServe data: client projects and, probably, employee data’ (Ain, 16
September 2020) <https://ain.ua/2020/09/16/softserve-utechka-2/> accessed 1 June 2021.
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Therefore, as a result, it is necessary to state a positive future for changes in this area, the
legislator ignores the renewal of the sphere and the problems that have existed in it since
2014, ignores the recommendations of the doctrine and the Verkhovna Rada
Commissioner for Human Rights, international experience and trends. Although there are
hopes that changes will be made in the wake of a general overhaul of the legislation, as
there are already international legal acts that need to be adopted, there is a ready practice
and scientific basis. Therefore, everything depends only on the desire of the legislator,
because all other aspects of updating the protection of personal databases are ready. But it
is possible that the current problems and the number of cases of human rights violations
on the Internet will increase under the conditions of quarantine and development of
technologies and access to them, so the legislator will no longer have time to think about
the critical situation in this area. In such a situation, regulations and executive institutions
will be rapidly updated, but the quality of such an update and its effectiveness will soon be
forgotten, so even such actions will not solve human rights violations in the future. So look
forward to the option when the legislator Ukraine gradually reasonable, citing international
legal and practical experience in the wake of legislation update and improve legislation in
the field of human rights on the Internet, and at least this many reasons small acts creator
desires. If we take into account the immersion of Ukrainian law in international experience
and a large number of young figures in the field outside the state apparatus, we can say
about the prospects for scientific development in the field of personal data protection.
Then, under such conditions, which are real in modern times, as indicated during the study
earlier, science and international experience will create an opportunity for the legislator to
draw new proven international experience and domestic scientific theory solutions to
existing problems. Under conditions that are quite realistic for our time, prospects for the
protection of personal data and human rights in Ukraine look much more successful.
Therefore, reviewing the research and analysis of the topic and presentation of different
ways of development of Ukrainian law, we can predict that the result is a high probability
of innovations, but how they will be introduced and implemented only time will tell, but as
stated earlier, Ukraine draws on international experience and draws on national doctrine,
which improves the enforcement mechanism, which should result in positive trends in the
protection of personal data and human rights on the Internet in the face of such active

protection.

Conclusion

The right to protection of personal data in Ukraine is a wide area. There is a widespread
practice of exercising these rights in various segments of society: from personal rights to
the protection of medical secrecy to the protection of the confidentiality of database data
in large companies. There is a development and a multifaceted scientific doctrine that
considers the approaches, purpose, principles, goals and general fundamental aspect of the
protection and implementation of this right. The doctrine of content includes new-fangled

revisions, the experience of foreign scholars and years of national work. When it comes to
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legislation, there is a constitutionally recognized recognition of such a right, its
implementation and protection. Some international legal acts have been ratified, which
further protect and improve legislation in this area. There are a number of relevant laws,
which were mentioned earlier, the indication of norms in the Civil, Administrative,
Criminal Codes of Ukraine, which protect and offer the right to protection of personal
data, in addition, there are sanctions for their violation. Judicial practice has a number of
examples of the application of legislation that set precedents that improve the justice
process and the protection of personal data protection rights. In addition, there is a special
state body that expands information and promotes protection in this area: the Verkhovna
Rada of Ukraine Commissioner for Human Rights - an official who monitors compliance
with the requirements of constitutional rights and freedoms of man and citizen in Ukraine.
Having the apparatus and composition for efficient and complete performance of their
duties. Therefore, under all these conditions, the rights of Ukrainian citizens must be

protected and realized.

But this is not the case at all, because there are a number of problems that have not been
solved and there has been no progress in this field for years. Note the following problems:
- Sanctions are disproportionate to the damage, the bark is borne by those whose rights
have been violated. Criminals have no reason not to commit offenses. Insufficient fines
and liability;

- There is not enough case law: few cases come to consideration, so it is impossible to
form a fully effective system of justice on this issue;

- Legislation not updated: there are a number of international legal acts that Ukraine has
not yet adopted and ratified - this makes its legislation obsolete in relation to foreign
partners;

- Lack of national innovations: powerful innovations in the field of personal data
protection have not occurred since 2014, as this area is developing rapidly due to the
technical evolution of the world and the problems in this area are increasing. Therefore, the
current legislation of Ukraine is no longer a problem;

- There is no interaction between the doctrine and the legislator: in Ukraine there is indeed
a deep theoretical basis, it is diverse and well-developed, but the legislator does not pay any
attention to it. The work of scientists is not used to update legislation, which creates
unpromising conditions for the development of both legislation and science. After all, why
develop science if it is not used and it is not listened to;

- Compliance with the law is inefficient and incomprehensible to the population. There are
few factors that explain to the public how to protect their rights in the digital age, and
when they do, they encounter law enforcement agencies that are not technically,
theoretically and practically ready to perform their duties due to a lack of institutions,
knowledge and tools. This means that it is very difficult to ensure the right and its

implementation in Ukraine, which means its actual violation.
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These problems are the result of years of inaction in the field of protection, development
and ensuring the right to protection of personal data in Ukraine. Of course, the legislator is
to blame for this, but we need to understand why this situation happened. The newest
sphere is always a problem for the legislator, in addition, it is accompanied by technical
progress and the international aspect. It is likely that the legislator simply does not know
how best to resolve this issue, although at the same time these rights and their regulation
exist in a purely practical application with frequent recourse to international experience and
international courts. That is, it is possible to understand why such a legal situation

occurred, but this does not mean that it should remain so.

Now the legislation of Ukraine in various spheres is being updated in the wake of such an
update, perhaps the legislator will dare to touch on this topic. For example, to introduce
new acts, regulate the field of artificial intelligence, cryptocurrency and its confidentiality,
the circulation of personal data in the international digital space. Since Ukraine already has
some practice and a broad scientific base, the foundation for such changes already exists,

which will facilitate work in this field.

Therefore, the right to protection of personal data in Ukraine is protected and
implemented: the institutions, acts, methods of implementation and restoration of the
violated right are provided. But protection and implementation are incomplete, imperfect
and in need of major upgrades. This is possible, because the prospects of such actions on
the part of the legislator are seen, so over time changes and improvements are possible,
although so far the area needs to be recognized as problematic, and the rights as not fully

protected and difficult to implement.
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Table of legislation

Provision in Ukrainian language

Corresponding translation in English

Crarra 2 3axony Ykpaiau «IIpo 3axmcr
MIEPCOHAABHUX AAHUX»:

IIEPCOHAABHI AQHI - BIAOMOCTI YH CYKYITHICTD
dizuany
inerTH(]IKOBaHA 200 MOMKE OyTH KOHKPETHO

BIAOMOCTEH  IIPO oco0y,  fka

Article 2 of the Law of Ukraine ‘On
Personal Data Protection’:
personal data - information or a set of

information about an individual who is

identified or can be specifically identified;

iaeHTH(IKOBAHA;
Crarra 11 3axomy Vkpaiam «IIpo
iHdopMmartiron:
1. Imdopmamia npo  dismuny  ocody
(mepcoHaABHI ~ AaHI) -  BIAOMOCTI  9H

CYKYIIHICTB BIAOMOCTEH IIpO (pi3udHy 0CO0Y,

Aka iaeHTHdikoBaHa 2400  MOKke  OyTH
KOHKPETHO iAeHTH(]IKOBaHA.

2. He aomyckarorbes 30mpanHs, 30epiraHHA,
BUKOPHUCTAHHSA T2 ITOIIPEHHA
KoHiAeHIIIHOI iH(OpMarii Ipo ocody 6e3
il 3roAm, KpiM BHIIAAKIB, BH3HAYEHHX
3aKOHOM, 1 AHIIE B IHTEpeCcax HaI[lOHAABHOI
Oe3IeKH, EKOHOMIYHOIO  AOOpOOyTy Ta
3aXHCTy HpaB ATOAHUHH. AO KOH(IACHINHHOL
tadopmamii npo dizudHy 0cOOy HaAEKATD,
30KpeMa, AaHI PO ii HAIIOHAABHICTD, OCBITY,
CIMEHHUI CTaH, PEAIriiiHI IePEKOHAHHSA, CTAH
BAOPOB'S, a TAKOXK aApeca, Aata 1 wmicie

Hﬁp OAKECHHA.

Article 11 of the Law of Ukraine ‘On
Information’:
1. Information about a natural person

(personal data) - information or a set of
information about a natural person who is
identified or can be specifically identified.

2. The

dissemination of confidential

collection, storage, use and
information
about a person without his or her consent is
not permitted, except in cases specified by law
and only in the interests of national security,
economic well-being and protection of human
rights. Confidential information about an
individual includes, in particular, information
about his or her nationality, education, marital
status, religious beliefs, state of health, as well

as address, date and place of birth.
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Crarra 7 3akony Ykpaiam «IIpo aocrym
A0 1ybOAiuHO iH(popmarriin:

1. Kondiaenrririna irdopmariisa -
indopmariia, AOCTYyI AO AKOi OOMEKEHO
dizugHOI0 200 IOPHAMYHOIO OCOOOIO, KpiM
Cy0'eKTIB BAAAHUX IIOBHOBAKCHb, T2 KA MOJKE
IIOIIUPIOBATUCA ~ §  BH3HAYCHOMY  HUMH
IIOPAAKY 32 IXHIM Oa:KaHHAM BIAIIOBIAHO AO
repeAbaveHnx HumMu ymoB. He moxe Oyrm
BiAHEeCceHA AO KOHMIACHIIFHOI iH(OpMAILi,
3a3HAYEHA B YACTHHI IIEPIIH 1 APYIiif cTarTi

13 poro 3akomny.

Article 7 of the Law of Ukraine ‘On Access
to Public Information’:

1. Confidential information - information to
which access is restricted by a natural or legal
person, except for subjects of power, and
which may be disseminated in the manner
prescribed by them at their request in
accordance with the conditions provided by
them. The information specified in parts one
and two of Article 13 of this Law may not be

classified as confidential.

Crarra 15 Yroam mpo acomiamiro Mk

VYkpaiHoro, 3 oaAHi€ei cropoHH, Ta
Esponericekum Coro3om, EppornelicbkumM
CIiBTOBApUCTBOM 3 aTOMHOI eHeprii i
ixHiMH AepKaBaMH-YA€HAMH, 3 iHIIOI
CTOpOHU:

CropoHH AOMOBHAHWCH CIIBPOOITHHYATH 3
METOIO  320€3IIEYCHHA HAACKHOIO PIBHA
3aXHCTy IIEPCOHAABHHUX AAHUX BIAIIOBIAHO AO
HAUBHITIUX €BPONEHCHKUX Ta MLKHAPOAHHUX
CTAaHAAPTIB, 30KpeMa BIAITOBIAHUX AOKYMEHTIB
Paan €spomn. CroiBpobitauIreo y cdepi
3aXHCTy  IIEPCOHAABHHX  AAHHX  MOKE
BKAFOYATH, Inter alia, oOMiH indopmariiero Ta

CKCIICPpTAMH.

Article 15 of the Association Agreement
between Ukraine, of the one part, and the
European Union, the European Atomic
Energy Community and their Member
States, of the other part:

The parties agreed to cooperate in order to
ensure an adequate level of protection of
personal data in accordance with the highest
European and international standards, in
particular the relevant documents of the
Council of Europe. Cooperation in the field of
personal data protection may include, inter

alia, the exchange of information and experts.

Crarra 22 3akony Ykpainm “IIpo saxmcr
NEPCOHAABHUX AAHUX’:

1. KoHTpOAD 32 AOAEPHKAHHAM 3aKOHOAABCTBA
IIPO 3aXHUCT IIEPCOHAABHHUX AAHHX Yy MEKax
IIOBHOBAKEHb,  IIEPEADAYCHHUX  3aKOHOM,
3AICHIOFOTD Taki OPraHM:

1) VioBHOBaxkeHMIT;

2) cyam.

Article 22 of the Law of Ukraine

Personal Data Protection’:

‘On

1. The following bodies shall exercise control
over the observance of the legislation on the
protection of personal data within the powers
provided by law:

1) the Ombudsman;

2) the courts.
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Crarra 23 3akony Ykpainm “IIpo saxmcr
TIEPCOHAABHUX AQHHUX !

1. VrioBHOBaKEHHUI Ma€ TaKl IIOBHOBAKEHHSA Y
cdpepi 3aXHCTy HEPCOHAABHUX AAHUX:

1) orpumyBaTH mpOIO3MIL, CKApru Ta iHII
3BepHEHHA (PI3MYHUX 1 IOPUAMYHUX OCiO 3
IINTAaHb 3aXHCTy IIEPCOHAABHUX AQHUX Ta
HpUAMATH  PIIIEHHA 33 PE3yAbTATAMH  IX
POBLASAIAY;

2) IPOBOAMTH Ha IIACTaBl 3BEpHEHb 200 32

BAACHOIO IHIIIATHBOIO BHI3HI Ta Oe3BHi3HI,

ITAQHOBI, ITO3aIIAQHOBI IepeBipKa
BOAOAIABIIIB abo PO3ITOPAAHUKIB
IIEPCOHAABHHUX AAHUX B ITOPSAAKY,
BU3HAYCHOMY VIIOBHOBaKEHUM, i3
3a0€3IICYCHHAM  BIAIIOBIAHO A0  3aKOHY

AOCTYITy AO IPHUMIIIEHb, A€ 3AIMCHIOETHCA
0OpOOKA ITEPCOHAABHHUX AAHUX;
3) orpumyBaTH Ha CBOIO BHMOIY Ta MAaTH

AOCTYII AO OYAB-AKOL i opmarii

(AOKyMEHTIB) BOAOAIABIIIB ab6o

PO3IOPAAHUKIB TIEPCOHAABHUX AQHUX, SKI
HEOOXIAHI AAA 3AIICHEHHS KOHTPOAIO 32
3a0e3mmeYeHHAM

3aXHCTY IIEPCOHAAPHHX

AAHHX, Yy TOMy  YHCAl  AOCTyII

BIAITOBIAHUX

AO
0as3

mdopmarii 3

HCpCOHaAbHI/IX AAHUX,

AQHIX  9H  KapTOTCK,
OOMEKEHUM AOCTYIIOM;

4) 3aTBEPAKYBATH HOPMATHUBHO-IIPABOBI AKTH
y cdepl 3aXHCTy IIE€PCOHAABHUX AAHHUX Y
BHUITAAKAX, IIEPEADAYCHUX IINM 3aKOHOM;

5) 3a IIACYMKAMH IIEPEBIPKH, PO3TAAAY

3BEPHEHHA  BHAABATH  OOOB’A3KOBI  AAA
BUKOHAHHA  BHMOIrM  (IIPHUIIMCH)  IIPO
3amoOiraHHA ~ a0O  YCYHEHHS  IOPYIIIEHB

3aKOHOAABCTBA IIPO 3aXHCT IIEPCOHAABHHX
AAQHUX, § TOMY YHCAl IITOAO 3MiHH, BUAAACHHS

abo SHUIIICHHA HCpCOHﬁ.AbHI/IX AAHHX,

3a0e3mevYeHua AOCTYIIy AO HHUX, HAAAHHS 9H

3a00poHN  IX  HaAaHHA  TPETIH  0COOi,

Article 23 of the Law of Ukraine

Personal Data Protection’:

‘On

1. The Ombudsman has the following powers
in the field of personal data protection:1)
receive proposals, complaints and other
appeals from individuals and legal entities on
the protection of personal data and make
decisions based on the results of their
consideration;

2) conduct scheduled or unscheduled, on-site
or off-site inspections of the data controllers
and processors in the manner prescribed by
the Ombudsman, ensuring the access to
premises where personal data is processed, as
prescribed by law;

3) receive at the request and have access to any
information  (documents)  from  data
controllers and processors that are necessary
to control the protection of personal data,
including access to personal data, relevant
databases or files, information from restricted
access;

4) approve regulations in the field of personal
data protection in the cases provided by this
Law;

5) based on the

consideration of the application, to issue

results of inspection,
mandatory requirements (instructions) for the
prevention or elimination of violations of
personal data protection legislation, including
changes, deletion or destruction of personal
data, providing access to it, providing or
prohibiting access to a third party, suspension
ot termination of personal data processing;

6) provide recommendations on the practical
application of legislation on personal data
the

responsibilities of relevant persons at the

protection,  explain rights  and

request of personal data subjects, processors

or controllers, departments responsible for the
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3YIHHCHHA 20O IPHIHHEHHA OOPOOKH
IIEPCOHAABHUX AAHUX;
0) HAAABATH peKoMeHAArTi IITOAO

HpaKTI/I‘IHOFO 3aCTOCYyBaHHA 3aKOHOAABCTBa

Ipo 3aXUCT TICPCOHAAPHHUX AAHUX,

pO3’ACHIOBATH IIpaBa 1 O0OB’A3KH

BIAIIOBIAHUX OCIO 32 3BEpHEHHAM CyO’€KTiB

IIEPCOHAABHUX ~AAHHX, BOAOAIABIIB 200
PO3BIIOPAAHUKIB IIEPCOHAABHHUX  AQHUX,
CTPYKTYPHUX ITAPO3AIAIB 200

BIAITOBIAAABHHUX OCIO 3 opranizariii poooTu i3
3aXHCTY IIEPCOHAABHUX AAHUX, IHIIHX OCIO;

CTPYKTYPHUMHA

BIAITOBIAAABHIMHA

7) B32EMOAIATH i3
IAPO3AIAAME 200
ocobamu, fAKi BIAIIOBIAHO AO LBOTrO 3aKOHY
podory,

3aXHCTOM IIEPCOHAABHHUX AQHHUX IIpH IX

OPTaHI30BYIOTD IOB’f3aHy 13

0OpOOIl; OHPHAIOAHIOBATH  1HAOPMAILIIFO

CTPYKTYpHI1

BIAITIOBIAAABHUX OCiD;

IIpo  Taki IMAPO3AIAEL T2

8) s3BeprarHcA 3 mponosunisMu A0 Bepxosuoi

Paanr  Vxpaimm, Ilpesmaenrta  Vkpainnm,
Kabimery  MimictpiB ~ Vkpainm,  iHmunx
ACP/KABHHX ~ OpIaHiB, OPraHiB MICIIEBOIO

CAMOBPAAYBAHHA, IX ITOCAAOBHX OCIO IIIOAO

HpUUHATTA 200  BHECEHHA  3MIH  AO

HOPMATHUBHO-IIPABOBUX  aKTiB 3  IINTaHb
3aXHCTY IIEPCOHAABHHUX AQHUX;

9) mapaBaTH 32 3BEpHEHHAM HPOdECIHHMUX,
CAMOBPAAHHX  Ta  IHIIUX  I'POMAACBKHX
00’€AHAHb YH IOPHAUYHUX OCIO BHUCHOBKH
IIIOAO TIPOEKTIB KOAEKCIB IOBEAIHKH y cdpepi
3aXHCTy IMEPCOHAABHUX AAHHX T4 3MIH AO
HHX;

10) ckAapaTH TIPOTOKOAM IIPO IPHUTATHEHHSA
AO  AAMIHICTPATHUBHOI BIAITOBIAAABHOCTI Ta
A0 CyAy ¥

HAIPaBAATH  1X BUIIAAKAX,

1epeADAYEHIX 3aKOHOM;
11) iadopmyBatu 1po

IINTAaHDb

3aKOHOAABCTBO 3

3aXuCTy TIEPCOHAAPHHX AAHUX,

organisation of personal data protection, other
petsons;

7) interact with structural subdivisions or
responsible persons who, in accordance with
this Law, organise work related to the

protection of personal data during its
processing; publish information about such
structural ~ subdivisions and  responsible
persons;

8) address proposals to the Verkhovna Rada
of Ukraine, the President of Ukraine, the
Cabinet of Ministers of Ukraine, other state
bodies, local governments, their officials on
the adoption or amendment of regulations on
personal data protection;

9) provide, upon the request of professional,
self-governing and other public associations or
legal entities, conclusions on draft codes of
the

protection and changes to them;

conduct in field of personal data

10) draw up protocols on bringing to
administrative responsibility and send them to
court in cases provided by law;

11) inform about the legislation on personal
data protection, problems of its practical
application, rights and obligations of the
subjects of relations related to personal data;
12)

technologies of personal data protection;

monitor new practices, trends and
13) organise and ensure interaction with
foreign actors of relations related to personal
the

implementation of the Convention for the

data, including in connection with
Protection of Individuals with regard to
Automatic Processing of Personal Data and its
Additional

agreements of Ukraine in the field of personal

Protocol, other international
data protection;
14) participate in the work of international

organisations on personal data protection.
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IpOOAEMH HOTO IPAKTHYHOTO 3aCTOCYBAHHS,

IpaBa 1 OOOB’A3KKM CYO’€KTIB BIAHOCHH,

HOB,HSaHI/IX i3 HCpCOHaAI}HI/IMI/I AAHUIMM,
12)

IIPAKTHUK, TEHACHIIN Ta TEXHOAOIIH 3aXHCTY

3AICHIOBATH ~ MOHITOPHMHI ~ HOBHX

HCPCOHaAbHI/IX AAHUX;
13)

B32EMOAIFO 3

opraHi3 OByBaTH Ta 33663H€‘IYB21TI/I

IHO3EMHHMH  CYO’€KTAMH
BIAHOCHH, IIOB’A3aHHUX 13 II€PCOHAABHUMH
AAHIMH, Y TOMY HHCAl y 3BA3Ky 3
BukoHaHHAM KomBennil mpo 3axucr ocib y
3B’3Ky 3

aBTOMATH30BAHOIO  OOPOOKOIO

HCpCOHaAbHI/IX AaHHX Ta AOAaTKOB oro

IIPOTOKOAY AO Hef, IHIINX MDKHAPOAHUX
AoroBopiB  Vkpaimu y cdepl  3axucry
IIEPCOHAABHHUX AAHUX;

14) Opatu y4acte y poOOTI MIKHAPOAHHX
OPTaHI3aIli 3 MHTAHb 3aXUCTY IIEPCOHAABHIX
AAHUX.

2. VnosuoBaxenuidi — Bepxosmoi  Paam
VkpaiHH 3 IpaB AIOAMHH BKAIOYA€ AO CBOEL
IITOPIYHOI AOITOBIAL PO CTAH AOAEP/KAHHSA Ta
CBOOOA  AFOAMHH i

3axpucTy  mOpaB 1

IPOMaAAHMHA B YKpaiHi 3BiT IIpo CTaH
AOAEPIKAHHS 3aKOHOAABCTBA Y cpepl 3axucTy

HCpCOHaAbHI/IX AAHUX.

2. The Ukrainian Parliament Commissioner
for Human Rights shall include in his/her
annual report on the state of observance and
protection of human and civil rights and
freedoms in Ukraine a report on the state of
observance of legislation in the field of

personal data protection.

Crarra 28 3akony Ykpainm “IIpo saxmcr

NIEPCOHAABHUX AQHHUX !

HOPYLHCHHH 3aKOHOAABCTBa HpO 3aXHUCT

IIEPCOHAABHUX AAHHX TATHE 34 COOOKO

BIAITOBIAAABHICTD, BCTAHOBAEHY 3aKOHOM.

Article 28 of the Law of Ukraine

personal data protection’:

‘On

Violation of the legislation on personal data

protection entails liability established by law.
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ITynxr 1.2. ITopasky

3AilicHeHHA YTHoBHOBakeHHM BepxoBHoi
Paau Ykpainu 3 mpaB AFOAMHUI KOHTPOAIO
32  AOAEP>KAHHAM 3aKOHOAABCTBA PO
3aXHCT IEPCOHAABHUX AAHUX:

V npomy llopsAKy TepMiHH BAKHBAFOTHCA Y
TAKOMY 3HAYEHHI:

OesBui3Ha  IIepeBipka - IIAaHOBAa 20O
[TO3AIIAAHOBA IIEPEBIPKA AIABHOCTI CyO'ekTa
Ta/260

IIepeBIpKH VIoBHOBaKEHIM

YHOBHOBQ,)KCHI/IMI/I HHM ITOCAAOBUMI
oco0aMu, fiIka IIPOBOAHUTBCA B IIPHUMIIICHHI
Cexperapiary VmosHoBaxkeHoro Bepxosnoi
Paan Vkpainm 3 mpaB AIOAMHHE Ha IIACTaBi
OTpUMAaHUX  BIA  cyO'ekra  mepeBipku
AOKYMEHTIB Ta IIOACHEHb O3 BHI3Ay 32
MICIIC3HAXOAKCHHAM ~ CyO'€KTa  IIEpEBIpKH
Ta/a60 32 MiceM OOpPOOKH IIePCOHAABHUX
AQHUX;
BHi3HA 200

IepeBipKa - IIAAHOBA

[IO3AITAAHOBA IIEpPEBIpKa AISABHOCTI cy0'ekra

ITEPEBIPKH V1oBHOBaKEHUIM 12/260
VIIOBHOBAKEHIMH HUAM TOCAAOBUMH
ocobamu, KA IIPOBOAUTHCSA 32
MICIIE3HAXOAKEHHAM ~ CyO'€ekTa  II€peBipKH

Ta/a00 Oe3mocepeAHbO Ha Micii 0OpOOKU
HepCOHaAbHHX AAHUX;

IIAQHOBA IIEPEBIpKA - TIEpeBIpKa AIAABHOCTI
cyO'ekTa IIEpeBIpKH, fAKA IIPOBOAHTBCHA Ha
IIACTAaBl IIAQHY IIPOBEAEHHA IIEPEBIPOK HA
BIAITOBIAHHIT KBAPTAA Ta PIK;

O3aIIAAHOBA

IrepeBipKa - rrepeBipKa

AlsiApHOCTI  cy0'exra IIEPEBIPKH, fAKa HE

repeAbavUeHa B IIAAHI IIPOBEACHHS IIEPEBIPOK.
aKT IEPEBIPKH - CAYKOOBHH AOKYMEHT, AKUI

dakr

cyO’exra

3aCBIAUYE IIPOBEACHHSA  IIEpPEBipKU

AIAABHOCTI IIEPEBIPKH Ta CTaH
AOACP/KAHHA HHM BHMOT 3aKOHOAABCTBA IIPO

3axXUCT HCPCOHaAbHI/IX AAHHX;

Paragraph 1.2. of the Procedure for the
Ukrainian Parliament Commissioner for
Human Rights to monitor compliance
with the legislation on personal data
protection:

In this Procedure, the terms are used in the
following meaning;:

on-site inspection - scheduled or unscheduled
inspection of the subject of inspection by the
Ombudsman and / or his authorised officials,
which is carried out in the premises of the
Secretariat of the Ombudsman on the basis of
documents and explanations received from the
subject of verification without leaving for the
location of the subject of inspection and / or
at the place of personal data processing;
on-site inspection - scheduled or unscheduled
inspection of the activity of the subject of
inspection by the Ombudsman and / or
authorised officials, which is carried out at the

location of the subject of inspection and / or

directly at the place of personal data
processing;
scheduled inspection - inspection of the

activity of the subject of inspection, which is
carried out on the basis of the plan of
inspections for the relevant quarter and year;
unscheduled inspection - inspection of the
subject of inspection, which is not provided
for in the plan of inspections.

act of inspection - an official document
certifying the fact of inspection of the subject
of inspection and the state of compliance with
the requirements of the legislation on personal
data protection;

order is a mandatory written request of the
Ombudsman to eliminate violations of the
requirements of the legislation on personal
data protection, which is sent to the subject of

verification.
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npunuc  (BEMOra) - Iie OOOB’fA3KOBA AAS
BUKOHAHHA y BH3HAYEHI CTPOKM ITHCHMOBA
BUMOIa YIIOBHOBAKEHOIO IIOAO YCYHEHHSA
IIOPYIIIEHb BHMOI 3aKOHOAABCTBA ITPO 3aXHUCT
IIEPCOHAABHUX  AAHHX, fKA  BPYYAE€THCA
(HAACHAAETBCA) CYO’€KTY IIEPEBIPKH.

Irmm repminm y nbomy ITopaaky BxuBaroTbCs
y 3HAYEHHI, HAaBEACHOMY B 3aKkoHI YKpaiHH

"Ipo 3axHCT HEPCOHAABPHUX AAHHX .

Other terms in this Procedure are used in the
meaning given in the Law of Ukraine ‘On

Personal Data Protection’.

ITynxr 5.1. ITopaaky

3AilicHeHHA YnoBHoOBakeHHM BepxosBHoi
Paau YkpaiHu 3 nmpaB AFOAMHHE KOHTPOAFO
32  AOAEP’KAHHAM 3aKOHOAABCTBA PO
3aXHCT IIEPCOHAABHUX AAHUX:

3a pe3yAbTaTaMH 3AIFICHEHHS ITAAHOBOI 20O
ITO3aIIAQHOBOI  ITEPEBIPKK Y IIOBHOBAKEHITH
Ta/a00  YIIOBHOB@XKEHA IIOCAAOBA OCOOH
CKAQAQ€ Y ABOX IPHMIPHHKAX aKT IIEPEBIPKU
AOAEPAHHA ~BHMOTI  3aKOHOAABCTBA  IIPO
3aXHCT IIEPCOHAABHHUX AAHHUX (AaAl - AKT) 3a
dopmoro 3riaHO 3 AoaaTkOM 1 A0 IHBOrO

[Topsaaky.

Paragraph 5.1. of the Procedure for the
Ukrainian Parliament Commissioner for
Human Rights to monitor compliance
with the legislation on personal data
protection:

the of

unscheduled inspection, the Ombudsman and

Based on results scheduled or
/ ot authorised official shall draw up in two
copies of an act of verification of compliance
with the requirements of personal data
protection legislation (hereinafter - the Act) in
the form envisaged by Annex 1 to this

Procedure.

ITynaxr 5.2. ITopaaky

3AilicHeHHA YmoBHOBakeHHM BepxoBmHoi
Paan Ykpainu 3 npaB AFOAMHU KOHTPOAFO
32 AOAEP’KAHHAM 3aKOHOAABCTBA IIPO
3aXUCT IIEPCOHAABHUX AAHUX:

AKT IIOBUHEH MiCTHUTH TaKi BIAOMOCTI:
AQTY, 9aC Ta MICIIEC CKAAAAHHT;

ITOCaAM, IIPI3BHINA T4 IHIIAAM OCIO,
IIPOBOAMAH IIEPEBIPKY;

IIOCaAy, IIpI3BUINE Ta IHIINAAM KEpPIBHHUKA

(VITOBHOBaKEHOI HHM OCODOH) 20O IIpi3BHUIIE

Ta IHimiaam  ismaHol  ocobm  cyO'ekra
IIEPEBIPKH;
BUA IepeBipku  (ITAQHOBA, ITO3AIIAAHOBA,

BUi3HA, OC3BUI3HA);

Paragraph 5.2. of the Procedure for the
Ukrainian Parliament Commissioner for
Human Rights to monitor compliance
with the legislation on personal data
protection:

The

information:

act must contain the following
date, time and place of compilation;

positions, names and initials of the persons
who conducted the inspection;

position, surname and initials of the head (the
person authorised by him) or surname and
initials of the natural person of the subject of
inspection;

type of inspection (scheduled, unscheduled,

on-site, off-site);
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AASL cyO’eKTa IIEPEBIPKH - OpPraHy ACPiKaBHOL

BAAAM  Ta  MICIIEBOIO  CAMOBPSIAYBAHHS:
HAIMEHYBAHHS, MICIIC3HAXOAKCHHS,
AAfL Cy0'€KTA IIEPEBIPKH - FOPHAHUIHOI OCOOM:
HAMMCHYBAHHS, MICIIC3HAXOAKCHHST,

AAfL cyO'ekta mepeBipku - ismaHOl OCcOOH

ta/abo dismanol ocobu - mATpHeMIIS:
mpisBure, im's Ta 1o GaTeKOBi, Mmicie
IIPOKUBAHHS;
AaHI IIpO  AaTy, dYac TIOYATKy Ta dYac
3AKIHYEHHS IIEPEBIPKH, it 3aTAABHY
TPHUBAAICTD;

daktu (oOcraBHHM), fAKI BCTAHOBAGHO 32
pe3yAbTaTaMH IIEPEBIPKY;

BHCHOBOK ITPO PE3YABTATH IIEPEBIPKI.

ITpu ckaapamni AKTa MarOTh OYTH AOAEPZKAHI
o0'ekTuBHICTD 1

BUYEPITHICTD  OIIHACY

BUABACHUX (DAKTIB 1 AAHHX.

if the subject of inspection is a state body or a
local self-government: name, location;

if the subject of inspection is a legal entity:
name, location;

if the subject of inspection is a natural person
and / or an entrepreneur: surname, name and
patronymic, place of residence;

data on the date, time of the beginning and
time of the end of the inspection, its total
duration;

facts (circumstances) established by the results
of the inspection;

conclusion on the results of the inspection.
When drawing up the Act, the objectivity and
of the

revealed facts and data must be observed.

completeness description of the

ITynxr 5.3. ITopaaky

3AilicHeHHA YnoBHoOBakeHHM Bepxosnoi
Paan Ykpainu 3 mpaB AFOAMHHA KOHTPOAFO
32  AOAEP’KAHHAM 3aKOHOAABCTBA PO

3aXUCT IIEPCOHAABHUX AAHUX:

AKT IOBUHEH MICTUTH OAHMH 13 TaKHX
BHICHOBKIB:
PO BIACYTHICTB Y AlAABHOCTI  CyD'eKTa

IIEPEBIPKU IOPYIIIEHb BUMOT 3aKOHOAABCTBA
IIPO 33aXMCT ITEPCOHAABHHUX AAHHX;

Ipo  BHABACHI Y  AlfABHOCTI  cyO'ekra

IIEPEBIPKU ITOPYIIECHHA BUMOI 3aKOHOAABCTBA
OpO  3aXHCT IIEPCOHAABHHX AJHHX, IX
AETAABHHUI OIIUC i3 IOCHAAHHAM Ha HOPMHU
YHHHOTO 3aKOHOAABCTBA, AKI IIOPYIIIEHO.

3200pOHAECTBCA BHOCUTH AO aKTa IIEPEBIpKU
BIAOMOCTI  TIPO A1

HOPYIIEHHS, HE

Hi,A,TBCpA)KCHO AOKYMCHTAABHO.

Paragraph 5.3. of the Procedure for the
Ukrainian Parliament Commissioner for
Human Rights to monitor compliance
with the legislation on personal data
protection:

The act must contain one of the following
conclusions:

about the absence in the activity of the subject
of of of the

requirements of the legislation on personal

verification violations
data protection;

about the violations of the requirements of the
legislation on personal data protection
revealed in the activity of the subject of
inspection, their detailed description with
reference to the norms of the current
legislation, which have been violated.

It is prohibited to enter information about
violations that have not been documented in

the act.
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ITynxr 5.10. ITopaaxky

3AilicHeHHA YTHoBHOBakeHHM BepxoBHoi
Paau Ykpainu 3 mpaB AFOAMHUI KOHTPOAIO
32  AOAEP>KAHHAM 3aKOHOAABCTBA PO
3aXHCT IEPCOHAABHUX AAHUX:

Ha miacraBi Axra 1epeBipkm, IIA 9ac AKOL
BUABAEHO IIOPYIIIEHHSA BUMOT 3aKOHOAABCTBA
PO 3aXHCT

HCpCOHaAbHI/IX AAHUX,

CKAQAAETBCA  IPUIIAC  IIPO  YCYHEHHA
IIOPYIIIEHb BHMOI 3aKOHOAABCTBa Y cdepi
3aXHCTy IIEPCOHAABHHUX AQHHUX, BHABACHHX
A 9ac IepeBipku, 3a (POPMOIO 3LIAHO 3
AopaTkoM 2 Ao 1poro Ilopsaaky (aaai -

ITPUIIHC).

Paragraph 5.10. of the Procedure for the
Ukrainian Parliament Commissioner for
Human Rights to monitor compliance
with the legislation on personal data
protection:

On the basis of the Act of verification of the
inspection, during which a violation of the
legislation on personal data protection was
revealed, an order is drawn up to eliminate
violations of the legislation in the field of
personal data protection revealed during the
inspection, in the form of Annex 2 to this

Procedure (hereinafter - the order).

ITynxr 5.11. ITopaaky

3AilicHeHHA YTHoBHOBakeHHM BepxoBHoi
Paan Ykpainu 3 npaB AFOAMHHA KOHTPOAFO
3a AOAEP>KAHHAM 3aKOHOAABCTBA IIPO
3aXUCT IIEPCOHAABHUX AAHUX:

V npunmci 3a3Ha9ar0THCA:

HOMEp, AaTa Ta MICIIe CKAAAAHHSA IIPHUIINCY;
AASL CYO’€KTA IIEPEBIPKH - OPraHy AEP:KaBHOI
BAQAU T4  MICIIEBOIO  CAMOBPSAYBAHHS:
HAFMEHYBAHHSA, MICIIC3HAXOAKCHHS;

AASL CyD'€KTA IIEPEBIPKA - FOPUAMYIHOI OCOOM:
HalIMCHYBAHHS, MICITE3HAXOAKEHHS,
mpisBuIre, iM's Ta IO OATBKOBI KepIBHHKA
FOPHAUYHOI 0co0wH;

AAfL cyO'ekta mepeBipkn - ismaHOl 0CcOOH
ta/abo dismunol ocobu - mATpueMIs:
mpisBure, im's Ta 1o OarbkoBi, Mmicme if
IIPOKIBAHHS;

IIACTaBA AAA BUAQYI IIPUIINCY;

3aXOAH HEOOXIAHI AAA YCYHEHHSA IIOPYIICHD,
BHUABACHUX ITIA YAC TIEPEBIPKU;

CTPOK BUKOHAHHSA ITPUIIUCY;

cTpok iHOpMyBaHHSA CyO'€KTOM IIEPEBIpKH
VIIOBHOBAXEHOTO IIPO YCYHEHHSA BHABACHOTO

HOPYI_HeHHH;

Paragraph 5.11. of the Procedure for the
Ukrainian Parliament Commissioner for
Human Rights to monitor compliance
with the legislation on personal data
protection:

The following data should be mentioned in
the order:

number, date and place of the order;

if the subject of inspection is the state body or
and local self-government: name, location;

is the subject of inspection is a legal entity:
name, location, surname, name and
patronymic of the head of the legal entity;

if the subject of inspection is a natural person
and / or an entrepreneur: surname, name and
patronymic, place of residence;

grounds for issuing an order;

measures necessary to eliminate the violations
revealed during the inspection;

term of execution of the order;

term for the subject of inspection to inform
the

revealed violation;

Ombudsman about elimination of the

signature of the authorised official (officials)

who conducted the inspection.
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IIAIIIC ~ YIIOBHOBAKEHOI ITOCAAOBOI  0cobn

(ocib), fiKa IIPOBOAMAA IIEPEBIPKY.

ITynxr 5.15. ITopaaky

3AilicHeHHA YnoBHoOBakeHHM Bepxosnoi
Paan Ykpainu 3 mpaB AFOAWHHA KOHTPOAFO
32 AOAEP’KAHHAM 3aKOHOAABCTBA PO
3aXHCT IEPCOHAABHUX AAHUX:

vV pasi HCBHUKOHAHHSA HpI/IHI/ICY HPOTHI‘OM
BKAa32HOTO Y HBOMY CTPOKY YITOBHOBQ/KCHII
200 YITOBHOB2/KEHA ITOCAAOBA OCO0A CKAAAAE
IIPOTOKOA

IIpo aAMIHICTpaTHBHE

IIPaBOITOPYIIIEHHS,

188-40

aAMIHICTpPATHBHI

repeAbaYeHe  CTATTErO

Koaexcy Vkpaian Ipo
IIPaBOIIOPYIIICHHSA 3a
dopMoIO TAa Y IOPAAKY, IEpeADadICHOMY
3akoHOAaBcTBOM Ta ITopsAakom odopmaeHns
MarepiaAib

IIpo aAMIHICTpaTHBHI

HpaBOHOPYLHCHHH.

Paragraph 5.15. of the Procedure for the
Ukrainian Parliament Commissioner for
Human Rights to monitor compliance
with the legislation on personal data
protection:

In case of non-compliance with the order
within the period specified, the Ombudsman
or authorised official draws up a report on an
administrative offence under Article 188-40 of
the Code of Administrative Offences in the
form and manner prescribed by law and the
Procedure for registration of materials on

administrative offences.

ITynxr 5.16. ITopaaky
3AilicHeHHA YTOBHOBakeHHM BepxoBHoi
Paan Ykpainu 3 mpaB AFOAMHHA KOHTPOAFO
32 AOAEP>KAHHAM 3aKOHOAABCTBA PO
3aXHCT IEPCOHAABHUX AAHUX:

V' pasi BuABAGHHA IIA dYaC IIEpPEBIpKH
repeAbaveHoro crarrero 188-39 wm crarrero
188-40 KVnAII

Hp aBOHOpyI_HCHHH,

AAMIHICTPATHBHOTO
BYMHECHOIO  Cy0'eKTOM

IIePEBIPKH, VIoBHOBAKEHUH 200
VIIOBHOBA)KEHA IIOCAAOBA OCOOA BIAIIOBIAHO
Ao myHkTy 1 wactmmm meprmoi crarri 255
KVnAIl

aAMIHICTpaTHBHE

CKA2AQE IIPOTOKOA po
IIPaBOIIOPYILICHHA 3a
dopmoro Ta y IHOPAAKY, HepeAbDadeHOMy
3aKOHOAABCTBOM Ta [lopsiakom odopmaeHHA
MarepiaAis

po aAMIHICTpPaTHUBHI

HpaBOHOPYLHCHHH.

Paragraph 5.16. of the Procedure for the
Ukrainian Parliament Commissioner for
Human Rights to monitor compliance
with the legislation on personal data
protection:

In case of detection during the inspection of
an administrative offence envisaged by Article
188-39 or Article 188-40 of the Code of
Administrative offences committed by the
subject of inspection, the Ombudsman or
authorised  official in accordance with
paragraph 1 of part 1 of Article 255 of the
Code of Administrative offences draws up a
report on administrative offence in the form
and manner prescribed by law and the
Procedure for registration of materials on

administrative offences.
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ITynxr 5.17. ITopaaky

3AilicHeHHA YTHoBHOBakeHHM BepxoBHoi
Paau Ykpainu 3 mpaB AFOAMHUI KOHTPOAIO
32  AOAEP>KAHHAM 3aKOHOAABCTBA PO
3aXHCT IEPCOHAABHUX AAHUX:

V pasi BUABAEHHS IIA 9aC TIEPEBIpKN cy0'exTa

IIepeBIpPKH O3HAK KPUMIHAABHOTO
IIPaBOIIOPYIIICHHA VHoBHOBaKeHUIT
HAIIpaBASIE ~ HEOOXIAHI ~ MarepiaAm A0

IIPaBOOXOPOHHUX OPTaHIB.

Paragraph 5.17. of the Procedure for the
Ukrainian Parliament Commissioner for
Human Rights to monitor compliance
with the legislation on personal data
protection:

In case the signs of a criminal offence are
the the

send necessary

detected  during inspection,
shall the

materials to law enforcement agencies.

Ombudsman

Crarra 188-39 Koaekcy VYkpainu mpo
aAMiHICTPATUBHI IPABOIIOPYIICHHA:
Henosianomaenns 200 HECBOCYACHE
ITOBIAOMAECHHSA YTOBHOBaKeHOTO BepxoHOI
Paan Vkpainu 3 mpaB AFOAUHI IIPO OOPOOKY
IIEPCOHAABHUX ~AQHHX 40O IIPO  3MiHY
BIAOMOCTEH, fIKI ITAAATAIOTH ITOBIAOMAEGHHIO
3TIAHO 13 32KOHOM, ITOBIAOMAEHHS HEIIOBHHUX
YU HEAOCTOBIPHHX BIAOMOCTEH -

TATHYTh 32 COOOIO HakAaAeHHA mrpady Ha
IPOMaASH BIA cra

AO ABOXCOT

HEOITOAATKOBYBAHHUX MIHIMyMIB  AOXOAIB
IPOMAAAH 1 Ha IIOCAAOBHX OCIO, IPOMAAfAH -

CyO’€KTIB IAIPUEMHUIIBKOI AIABHOCTI - BIA

ABOXCOT AO YOTHPHOXCOT
HEOIIOAATKOBYBAHUX  MIHIMyMIB  AOXOAIB
IPOMAASH.

HeBrukonanns 3akOHHUX BHMOT (IIPHIIHCIB)
VrosroBakenoro Bepxosroi Paanm Vkpaiam
3 IIpaB AFOAMHH 20O BH3HAYECHHUX HHUM
ITOCAAOBHX ocib cekperapiaTy
VnosroBaxkenoro Bepxosroi Paam Vkpaiam
3 IIpaB AIOAMHH IIOAO 3aIIoDiraHHfA 200
VCYHEHHS IIOPYIIEHb 3aKOHOAABCTBA IIPO
3aXHCT IEPCOHAABHIX AAHUX -

TATHYTh 32 COOOIO HakAaAeHHA mrpady Ha
I'POMAAAH  BIA  ABOXCOT

AO TPBOXCOT

HEOITOAATKOBYBAHHUX MIiHIMyMiB  AOXOAIB

IPOMAAAH 1 Ha IIOCAAOBHX OCIO, IPOMAAfAH -

Article 188-39 of the Code of Ukraine on
Administrative offences:

Failure to notify or untimely notification of
the the

personal data or the change of information

Ombudsman on processing of
subject to notification in accordance with the
law, notification of incomplete or inaccurate
information -

entail the imposition of a fine on natural
persons from one hundred to two hundred
non-taxable minimum incomes;

on officials and entrepreneurs - from two
hundred to four hundred non-taxable
minimum incomes.

Failure to comply with an order (instructions)
of the Ombudsman or authorised officials to
prevent or eliminate violations of personal
data protection legislation -

entail the imposition of a fine on natural
persons from two hundred to three hundred
non-taxable minimum incomes;

on officials and entrepreneurs - from three
hundred to one thousand non-taxable
minimum incomes.

Repeated violation during the year a from the
list provided in parts 1 or 2 of this article, for
which the person has already been subjected

to an administrative penalty, -
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CyO’eKTIB IAIIPHEMHHUIIBKOI AIAABHOCTI - BIA

TPHOXCOT AO OAHI€el THCAY1

HEOITOAATKOBYBAHHUX MIHIMyMIiB  AOXOAIB

IPOMAASH.

ITosrOopHE  mpoTATOM BUYMHEHHSA

POKy

HOPYLHCHHH 3 YHMCAQa HCp CA6 AYCHUX

YaCTUHAMH IIEPIIIOI0 200 APYTOXO II€l CTATTI,
3a  Ake 0co0y BKe OyAO  ITAAAHO
AAMIHICTPATUBHOMY CTATHEHHIO, -

TATHE 32 COOOIO HAKAAAeHHA IrTpady Ha
IPOMAAAH  BIA IUAITUCOT

TPHOXCOT AO

HEOITOAATKOBYBAHHUX MIHIMyMiB  AOXOAIB
IPOMAaAfH 1 HAa IIOCAAOBHUX OCIO, IPOMaAfH -
CyO’eKTIB IAIIPHEMHHUIIBKOI AIAABHOCTI - BIA
ITITUCOT AO ABOX THCHY HEOIIOAATKOBYBAHHX
MiHIMyMIB AOXOAIB TPOMAASH.
HeaoaAepxanua BCTAHOBAEHOTO
3aKOHOAABCTBOM IIPO 3aXHCT II€PCOHAABHHIX
AAHIX

HOPHAKY 3axXHUCTy HCPCOHaAbHI/IX

AAQHUX, IO IIPU3BEAO AO HE3aKOHHOIO
AOCTYIly AO HHX a0O IIOpYIIEHHS IIPaB
Cy0’€KTa IIEPCOHAABHIX AAHUX, -

TATHE 34 CODOIO HaKAaACHHA IrTpady Ha
BIA cTa I ITUCOT

TPOMaAASH AO

HEOITOAATKOBYBAHHX MIHIMyMIB  AOXOAIB
IPOMAAfH 1 HA IIOCAAOBHUX OCIO, IPOMaAfH -

CyO’eKTIB IAIPHUEMHHUIIBKOI AIAABHOCTI - BIA

TPHOXCOT AO OAHIET THCAYL
HEOIIOAATKOBYBAHHX MIHIMyMIB ~ AOXOAIB
IPOMAASH.

[ToBropre  HpPOTATOM  POKYy  BYHMHEHHA
IIOPYIIEHHA,  IEPEADAYEHOIO  YACTHHOIO

YeTBEPTOIO Ir€l crarri, 3a fiIke OCOOy BiKe

oyA0 IIAAAHO AAMIHICTPATUBHOMY
CTATHEHHIO, -

TATHE 32 CODOIO HaKAaAeHHA IrTpady BIA

OAHiEel TUCAYI AO ABOX TUCHY
HEOITOAATKOBYBAHHX MIHIMyMiB  AOXOAIB
IPOMAASH.

entails the imposition of a fine from three
hundred

minimum incomes on natural persons;

hundred to five non-taxable
on officials and entrepreneurs - from five

hundred to two thousand non-taxable
minimum incomes.

Failure to comply with the procedure for
protection of personal data established by the
legislation on personal data protection, which
has led to illegal access to the data or violation
of the rights of the personal data subject, -
entails the imposition of a fine from one
hundred

minimum incomes on natural persons;

hundred to five non-taxable
on officials and entrepreneurs - from three

hundred to one thousand non-taxable
minimum incomes.

Repeated violation during the year a from the
list provided in part 4 of this article, for which
the person has already been subjected to an
administrative penalty, -

entails the imposition of a fine of one
thousand non-taxable

thousand to two

minimum incomes.
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Crarra 188-40 Koaekcy VYkpainm mpo
aAMIHICTPATHUBHI IIPAaBOIIOPYIIIEHHA:
HeBukonanns 3AKOHHHX BHMOT
Vnosaosaxenoro Bepxosnoi Pasn Vkpainn
3 HpaB  AIOAMHH 200  IIPEACTABHHKIB
Vnosrosaxenoro Bepxosnoi Paan Vkpainn
3 IIpaB AFOAUHH -

TATHE 32 COOOIO HaKAaAeHHA ITpady Ha
IIOCAAOBHX  OCiO, rpomaasH - cyO'exris
IIAITPUEMHHUIIBKOI  AIIABHOCTI  BIA CTa AO
ABOXCOT

HEOIIOAATKOBYBAHUX  MIHIMyMIB

AOXOAIB TPOMAASH.

Article 188-40 of the Code of Ukraine on
Administrative offences:

Failure to comply with the legal requirements
of the Ukrainian Parliament Commissioner for
Human Rights or the authorised official -
entails the imposition of a fine on officials,
sole proprietors from one hundred to two

hundred non-taxable minimum incomes.

Yactuna 1 crarri 257 Koaekcy Ykpainu
PO AAMiHiCTPATHBHI IIPABONOPYIIICHHA:

IIporokoA HaACHAA€TBCA OpraHy (IIOCaAOBIi
0CO01), YIIOBHOBAKEHOMY PO3IAAAATH CIIPABY

IIPO AAMIHICTPATUBHE IIPABOIIOPYIIIEHHS.

Paragraph 1 of Article 257 of the Code of
Ukraine on Administrative Offences:

The protocol is sent to the body (official)
the case of an

authorized to consider

administrative offence.

Yacruaa 2 crarri 294 Koaekcy Ykpainu
PO aAMIHICTPATHUBHI IIPABOIIOPYIIICHHA:
ITocranosa

cyamal y  cupasi

IIPABOITOPYIIICHHA

po
aAMIHICTpaTHBHE MOKe

Oyru OCKapsKeHA IIPOTATOM AECATH AHIB 3 AHA

BUHECEHHA  IIOCTAHOBH  OCODOXO,  fAIKY
IIPUTATHYTO AO AAMIHICTPATUBHOL
BIAITOBIAAABHOCTI, i 332KOHHUM

IIPEACTABHUKOM, 3aXHCHUKOM, IIOTEPIIANM,
HOTO MPEACTABHUKOM, 2 TAKOK IIPOKYPOPOM Y
BUITAAKAX, IIEPEADAYCHUX YACTHHOIO ITATOIO
crarti 7 Ta YaCTMHOIO Hepmioro crarti 287
nporo Koaekcy. Ameasmifina ckapra, mopasa
ITICAA 3aKIHYCHHSA IIbOTO CTPOKY,
ITOBEPTAETHCA AEAAIIHHIM CYAOM OCODI, fIKa
il TToAQAQ, SIKITIO BOHA HE 3afBASE KAOITOTAHHS
IIpO IIOHOBAEHHA IIbOTO CTPOKY, 2 TaKOK

AKITIO ¥ IIOHOBAEHHI CTPOKY BIAMOBAEHO.

Part 2 of Article 294 of the Code of
Ukraine on Administrative offences:

The decision of a judge in a case of an
administrative offence may be appealed within
ten days from the date of the decision by the
person brought to administrative
responsibility, his/her legal representative,
attorney, victim, his/her representative, and
the prosecutor in cases provided for in
paragraph 5 of Article 7 and part one of
Article 287 of this Code. An appeal filed after
the expiration of this term shall be returned by
the court of appeals to the person who filed it,
if he / she does not apply for renewal of this

term, as well as if the renewal of the term is

denied.
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Crarra 182 KpumiHaABHOrOo KOAEKCY

VYkpainn:
1. Hesakonne  30upannd, 30epiraHmd,
BUKOPUCTAHHS,  3HHINEHHA, IIONIINPCHHA

KoH]IAeHIIIHOI iH(OpMaril Ipo ocody adbo
HEe3aKOHHA 3MiHa Takoi imdopmanii, Kpim
BUIIAAKIB, IEPEAOAYCHUX IHINMMHU CTATTAMU
nporo Koaekcy, -

KAPArOThCA IITPAdOM BIA II'ITHCOT AO OAHIEl
THCAY]

HEOITOAATKOBYBAHUX MIHIMyMiB

AOXOAIB  TPOMaAfiH ~ a00O  BHIIPABHHUMU
poboraMu Ha CTPOK AO ABOX POKIB, 20O
ApeIITOM Ha CTPOK AO IIECTH MICAIB, 2060
OOMEKEHHAM BOAL Ha CTPOK AO TPbOX POKIB.
2. Ti cami Alf, BYMHEHI ITOBTOPHO, 200 AKIIIO
BOHU 3ATIOAISIAT ICTOTHY IIIKOAY
OXOPOHIOBAHUM 3aKOHOM IIpaBaM, CBOOOAAM
Ta IHTEpecam ocodw, -

KaparoThCsA aPEIITOM Ha CTPOK BIA TPHOX AO
IIECTH MicAmiB 200 OOMEKEHHsSM BOAI Ha
CTPOK BIA TPBOX AO I'STH pPOKiB, abo

T0302aBAEHHAM BOAI HA TOH CaMUIT CTPOK.

Article 182 of the Criminal Code of

Ukraine:
1. Illegal collection, storage, use, destruction,
dissemination  of  confidential  personal

information or illegal alteration of such
information, except as provided by other
articles of this Code, -

shall be punishable by a fine of five hundred
to one thousand tax-free minimum incomes,
or correctional labour for a term up to two
years, or arrest for a term up to six months, or
restriction of liberty for a term up to three
years.

2. The same acts committed repeatedly, or if
they have caused significant damage to the
rights, freedoms and interests of a person
protected by law, -

shall be punishable by arrest for a term of
three to six months or by restriction of liberty
for a term of three to five years, or by

imprisonment for the same term.

Crarra 60 IIuBiABHO mpOIIECYaABHOTO
Koaekcy Ykpainn:

Ocobmu, Kl MOKYTb OYTH IIPEACTABHUKAMUI

1. IlpeacTaBHEIKOM y CyAl MOzKe OyTH aABOKAT

200 3aKOHHHUI IIPEACTABHUK.

2. TTiA gac po3TAAAY CHOPIB, IITO BUHUKAIOTH 3

TPYAOBHUX BIAHOCHH, 4 TaKOK CIpaB Y
MAaAO3HAYHUX CIIOpaxX (MAaAO3HA4YHI CIIPABH)
IIPEACTABHUKOM ~MOXe OyTrm o0coba, fAKa
AOCATAA BICIMHAAIIATH POKIB, Ma€ IHUBIABHY
IIPOIIECYAABHY  AI€3AATHICTH, 334 BHHATKOM
oci0, BuzHaueHUX y crarti 61 mporo Koaekcy.
3. Opranm a0o IHIINX OCIO, AKMM 3aKOHOM

CYAY B

IHTEpecax MaAOAITHIX UM HEITOBHOAITHIX OCIO

HaAaHO  IIpaBO  3BEPTATHUCT  AO

200 ociO, AKi BU3HAHI CYAOM HEAIE3AATHHMU

173 AI€3AATHICTD SIKUX obmexena,

Article 60 of the Civil Procedure Code of
Ukraine:

Persons who can be representatives

1. A representative in court may be a lawyer or

a legal representative.

2. When considering disputes arising from
labor relations, as well as cases in minor
disputes (minor cases), the representative may
be a person who has reached eighteen years of
age, has civil procedural capacity, except for

persons specified in Article 61 of this Code.

3. Bodies or other persons authorized by law
to apply to a court in the interests of minors
or persons recognized by a court as incapable
or whose legal capacity is limited shall be

represented in court by their officials, except
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IIPEACTABAAIOTh y CYAl IX IIOCaAOBI 0coOm,
KpIM BHITAAKIB, KOAH Taki OPraHH Ta OCOOH €
CTOPOHOIO YU TPETHOIO OCODOIO Y CIIPaBi.

4. Oama I T2 cama ocoba Moxe OyTH
OAHOYACHO  IIPEACTABHHKOM  AEKIABKOX
MO3UBa4YiB 200 AEKIABKOX BIAITOBiAQYIB 200
AEKIABKOX TPETiX OcCi0 Ha OAHIN CTOPOHI, 3a
YMOBH BIACYTHOCTI KOH(AIKTY 1HTEpeciB Mix
HUMI.

Cr. 81

KOAEKC YKpainm:

IuBiAbHMI  HIpoOmECyaAbHHN
1. Koxna cTopoHa MOBUHHA AOBECTH Ti
oOCTaBUHM, HA SIKI BOHA TOCHAAETHCA K HA
ITIACTABY CBOIX BIMOT 200 3aIlepedeHb, KpiM
BUITAAKIB, BCTAaHOBACHHX ITM Koaekcom.
2.V crpaBax Ipo AUCKPHUMIHAIIIO ITO3UBAY
3000B’13aHUIT HaBeCTH (DAKTUYHI AaHi, AKI
IMATBEPAKYIOTD, ITIO AUCKPUMIHAITIA MaAa
micrie. V pasi HABEACHHs TAKUX AAHHX
AOKa3yBAaHHSA iX BIACYTHOCTI ITOKAQAAETHCA HA
BIAITOBIAQYA.

3.V crpaBax IIOAO 3aCTOCYBAHHSA
KEPIBHUKOM 200 pOOOTOAABLIEM YU
CTBOPEHHS HHUM 3aIPO3HU 3aCTOCYBAHHSA
HETaTUBHHUX 3aXOAIB BIIAUBY AO ITO3HBAYA
(3BIABHEHHS, IIPUMYIITYBAaHHA AO 3BIABHEHHS,
IIPUTATHEHHA AO AUCITHIIAIHAPHOL
BIAITOBIAAABHOCTI, TIEPEBEACHHS, ATECTAITIA,
3MiHA YMOB IIparli, BIAMOBA B IIPH3HAYCHHI Ha
BUIILY TIOCAAY, CKOPOYEHHS 3apOOITHO] ITAaTH
TOIIIO) y 3B’AA3KY 3 IIOBIAOMACHHAM HHM 200
YAEHOM HOTO CIM'{ IIPO TIOPYIIIEHHS BUMOT
3axony Vkpaiun "[1po samobiranus
KOpyILii" IHITTOI0 0cOO00 0OOB’A30K
AOKa3yBaHHA IIPABOMIPHOCTI IPUHHATHX IIPH
LIbOMY PiIlIeHb, BAMHEHHUX AlF ITOKAQAA€THCA
HA BIAIIOBIA2YA.

4.V pasi TOCMAQHHSA YYaCHHUKA CIIPABU HA
HEBYMHEHHS IHIITIM YYACHHUKOM CIIPaBH
IIEBHUX ALl 200 BIACYTHICTB TIEBHOI TIOAILT CYA

MOK€E 3000B’43aTH TAKOI'O 1HIIIOTO y49aCHHKa

in cases when such bodies and persons are a
party or third party in the case.

4. The same person may simultaneously
represent  several plaintiffs or  several
defendants or several third parties on the same
party, provided that there is no conflict of
interest between them.

St. 81 Code of Civil Procedure of Ukraine:
1. Each party must prove the circumstances to
which it refers as the basis of its claims or
objections, except as provided by this Code.

2. In cases of discrimination, the plaintiff is
obliged to provide factual evidence that
discrimination has taken place. In the case of
such data, proof of their absence is entrusted
to the defendant.

3. In cases of application by the manager or
employer or threat of application of negative
of the
(dismissal, coercion to dismissal, disciplinary
of

working conditions, refusal to appoint to a

measures influence to

plaintiff

action, transfer, certification, change
higher position, reduction of salary, etc. ) in
connection with the notification by him or a
member of his family of a violation of the Law
of Ukraine ‘On Prevention of Corruption’ by
another person, the burden of proving the
legality of the decisions taken, the actions
taken rests with the defendant.

4. In the event that a party to a case refers to
the failure of another party to take certain
actions or the absence of a certain event, the
court may oblige such other party to the case
of the

commission of these actions or the existence

to provide relevant evidence
of a certain event. In case of failure to provide
such evidence, the court may recognize the
circumstance of failure to take appropriate
action or the absence of the event established.
5. Evidence shall be submitted by the parties

and other participants in the case.
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CIIPaBU HAAQTH BIAITOBIAHI AOKA31 BYMHEHHSA
LIUX Al 200 HAABHOCTI IIEBHOI HOAIL. V pasi
HEHAAAHHS TAKUX AOKA3iB CYA MOKE BU3HATH
0OCTaBUHY HEBYHMHEHHS BIAITOBIAHUX AllT 200
BIACYTHOCTI TIOAIl BCTAHOBAEHOTO.

5. AOKa3su IOAAIOTHCA CTOPOHAMU Ta 1HIIIIMU
YVIACHUKAMH CIIPABH.

0. AoxazyBaHHS HE MOYKE IPYHTYBATHCA Ha
IIPUIIYIIEHHAX.

7. CyA He MOKe 30HMpaTH AOKA3M, IO
CTOCYIOTBCA IIPEAMETA CIIOPY, 3 BAACHOL
IHIIIATHBH, KPIM BUTPEOYBaHHA AOKA31B
CYAOM y BHITAAKY, KOAHM BIH Ma€ CyMHIBH Y
AOOPOCOBICHOMY 3AIFICHEHHI YYaCHUKAMU
CIIPABH IXHIX IIPOIECYaABHHUX IIpaB 200
BUKOHAHHI OOOB’A3KIB IIIOAO AOKA3iB, 2 TAKOK
IHIIIIX BUITAAKIB, IIEPEAOAYICHUX UM

Koaekcom.

6. Proof cannot be based on assumptions.

7. The court may not collect evidence relating
to the subject matter of the dispute on its own
initiative, except for the demand of evidence
by the court if it has doubts about the
conscientious exercise by the parties of their
procedural rights or performance of duties on

evidence, as well as other cases this Code.

263

MPOIIECYaABHOI'0 KOAEKCY YKpaiHm:

Crarta KpuminaapHOro

1. 3marra  indopmarii 3 TPaHCIOPTHUX

TEACKOMYHIKAIIIMHUX ~ Mepex  (Mepex, IO
320€31IeUyIOTh IIEPEAABAHHSA 3HAKIB, CUTHAAIB,
IIICBMOBOI'O TEKCTY, 300PaKEHb Ta 3BYKIB 200
IIOBIAOMAECHD MDK

OYAB-AIKOTO BHAY

IMAKAIOYEHUMU AO Hel TeACKOMYHIKAIIITHIME
AOCTYITY) €
BIPYYaHHA Yy IIPUBATHE CIHAKYBAHHSA, fAKE

Oe3

BHUKOPHCTOBYIOTH

MepeKaMK PISHOBHAOM

ITIPOBOAHUTHCSA BiaAOMa  0cCiO,  fKi
3aC00M  TEACKOMYHIKAIIIN
AASL TIepeAaBaHHA iH(OpMAIll, Ha IACTaBl
YXBAAH CAIAYOTO CYAAL, fIKITIO ITIA Yac HOTO
IIPOBEACHHA MOKHA BCTAHOBHTU OOCTABHHU,
AKI MarOTh 3HAYEHHA AAA KPHUMIHAABHOTO
ITPOBAAKECHHH.

2. B yxBaAl CAIAMOTO CyAAl PO AO3BIA Ha
BTPYYAaHHSA y IPHUBATHE CIIAKYBAHHA B ITbOMY
BUIIAAKY AOAATKOBO IIOBHHHI OyTH 3a3HadYeHl
AKI  AO3BOAATH

IAeHTH@IKAIIIHI  O3HAKH,

VHIKAABHO iAeHTHDIKYBATH aOoHeHTa

Article 263 of the Criminal Procedure
Code of Ukraine:

1. Withdrawal of information from transport
telecommunication networks (networks that
provide transmission of signs, signals, written
text, images and sounds or messages of any
kind between connected telecommunication
access networks) is a kind of interference in
private communication, which is carried out
without the knowledge of persons , who use
telecommunications to transmit information,
the of the the

investigating judge, if during its conduct it is

on basis decision of
possible to establish circumstances that are
relevant to the criminal proceedings.

2. The decision of the investigating judge on
permission to interfere  in  private
communication in this case must additionally
indicate the identification features that will
uniquely identify the surveillance subscriber,
network,

transport  telecommunications
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CIIOCTCPCIKCHHS, TPaHCIIOPTHY

TEACKOMYHIKALIIITHY MEPEIKY, KIHIIEBE
OOAAAHAHHSA, Ha IKOMY MOKE 3ALICHIOBATHCH
BTPYYaHHA Y IIPUBATHE CIIAKYBAHHA.

3. 3BuArra

indopmarii 3  TPaHCHOPTHUX

TEACKOMYHIKAIIMHUX ~ MEPEXK  IIOAfITAE Y
IIPOBEACHH] 13 3aCTOCYBAHHAM BIAITOBIAHHX
TEXHIYHHUX 3aCODIB CIOCTEPEKEHHsA, BIAOOPY
ta  ikcarii  3micty  imdopmarii,  sAKa
IIEPEAAETBCA OCODOIO Ta MAE€ 3HAYCHHA AAA
AOCYAOBOTO  PO3CAIAYBaHHA, 4  TaKOXK
OAEpIKaHHI, HepeTBopeHHi 1 dikcarii pisHEX
BUAIB CHTHAAIB, IO IIEPEAAFOTHCA KaHAAAMU
3B’AI3KY.

4. 3uarra

indopmariii 3  TPAaHCHOPTHUX

TEAEKOMYHIKAITITHIX MEPEK ITOKAAAAETHCA Ha

VIIOBHOBQKEHI IHAPO3AIAT OpraHiB
Hamjonaasaoi  moaimii,  Hamiomaassoro
AHTHKOPYHIIIHOTO 6r0po Vkpainm,

Aep:kaBHOro OIOPO PO3CAIAYBAHB Ta OpPraHiB

Oesmexn. KepiBHEKH T2  IIpamiBHUKA

OIEPATOPIB  TEACKOMVHIKAIIIHOIO 3B A3K
y y

3000B’A3aHI CHOPHATH BHUKOHAHHIO AlH i3

3HATTA irdopmariii 3 TPAHCIIOPTHUX

TEACKOMYHIKAITIITHIX MEpEK, BKHBATH
HEOOXIAHUX 32XOAIB IIIOAO HEPO3TOAOIICHHS
dakTy ImpOBeAEHHA TaKUX Alll Ta OTPHUMAHOL
30epiratu i

trdopmarii, B HE3MIHHOMY

BUTASAL

terminal equipment on which interference in
private communication may be carried out.

3. Withdrawal of information from transport
telecommunication networks consists in
carrying out with the use of appropriate
technical means of observation, selection and
recording of the content of information
transmitted by a person and relevant for
pre-trial investigation, as well as receiving,
converting and recording various types of
signals  transmitted by communication
channels. language.

4. Withdrawal of information from transport
shall  be

entrusted to authorized subdivisions of the

telecommunication  networks
National Police, the National Anti-Corruption
Bureau of Ukraine, the State Bureau of
Investigation and security bodies. Managers
employees  of
obliged to
of

telecommunications
the

remove

and

operators are assist  in

implementation actions  to

information from transport
telecommunications networks, to take the
necessary measures not to disclose the fact of
such actions and the information received, to

keep it unchanged.
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264

IPOIECyaABHOT0 KOAEKCY YKpaiHu:

Crarra KpuminaapHO

1. Iormryk, BuABAeHHA 1 dikcariis BIAOMOCTEHH,
IIIO MICTATBCA B €AEKTPOHHII 1H(OPMATIIFTHIH
cucremi 2400  IX  YacTHH,

AOCTYII  AO

eAeKTPOHHOI iHdopMarniiiHoi cucremu abo i

YACTHHH, a4 TAKOXK OTPHMAHHA  TaKHX
BiaOMOCTell  0e3  BiaoMa 1i  BAACHMKA,
BOAOAIABIIA 260 yIpHMyBada  MOKE

3AIFICHIOBATHCA HA INACTABl YXBAAU CAIAYOIO
CYAAL, fKIIIO € BIAOMOCTI HPO HAasfBHICTD
tadopmarii B eAeKTpOHHIN IH(OpMAIHHII
crcTeMi 200 ii YaCTHHI, IO MA€ 3HAYECHHS AAS
IIEBHOTO AOCYAOBOTO PO3CAIAYBAHHS.

2. He morpeOye AO3BOAY CAIAYOIO CyAAl
3A00yTTA  BIAOMOCTEH 3  €ACKTPOHHHUX
indopMarifHuX cucreM ab6o il wacTuHH,
AOCTYII A0 fIKHX HE OOMeXyerbes if
BAACHHKOM, BOAOAIABIIEM 2400 yTpHUMyBadem
200 He MOB’A3aHUN 3 ITOAOAAHHAM CHCTEMH
AOTIYHOTO 32aXHUCTY.

3. B yxBaAl CAIAMOTO CYAAl PO AO3BIA Ha
BTPYYAHHA y IPUBATHE CIIAKYBAHHA B IIbOMY

BUITAAKY AOAATKOBO ITOBHUHHI OyTH 3a3HaYeHI

Article 264 of the Criminal Procedure
Code of Ukraine:

1. Search, detection and recording of
the

information system or their parts, access to

information contained in electronic
the electronic information system or its part,
as well as obtaining such information without
the knowledge of its owner, possessor or
holder may be carried out by decision of the
investigating judge, if there is information
about the availability of information in the
electronic information system or its part,
which is important for a certain pre-trial
investigation.

2. Does not require the permission of the
investigating judge to obtain information from
electronic information systems or part thereof,
access to which is not restricted by its owner,
possessor or holder or is not related to
overcoming the system of logical protection.

3. The decision of the investigating judge on
the

communication in this case must additionally

permission to interfere in private

indicate the identification features of the

inerTudikariiini  O3HaKM  eAeKTpOHHOI | electronic information system in which
indopmariifinoi cmcremu, B AKiH Moxke | interference in private communication may be
3AIMiCHIOBATHCSA — BTpPyYaHHA y mpuBaTHE | carried out.

CIIIAKYBaHHA.

Crarra 8  3axomy  Vkpainm  «[Ipo [ Article 8 of the ILaw of Ukraine ‘On

OIIEPATHBHO-PO3IIYKOBY AIAABHICTDY:

Heraacue OOCTEKEHHA IIYOAIIHO

HEAOCTYIIHHX MICIb, JKHTAZ YH IHIIIOrO

BOAOAIHHA OCOOH, ayAlO-, BIACOKOHTPOAB

ocoOmM,  ayAlO-,  BIACOKOHTPOAB  MICIIf,
CIIOCTEPEKEHHSA 32 0Cco0O0I0, 3HATTA
irdopmarrif 3 TPAHCIIOPTHUX

TEACKOMYHIKALIHIX MEpEkK, EACKTPOHHHUX
tHOPMAIITHIX MEPEK, HAKAAACHHS apeITy

HA KOPECIIOHAEHIIFO, 3AIFICHEHHS i OTAAAY T4

operational and investigative activities”:

Covert inspection of publicly inaccessible
places, housing or other property of a person,
audio, video surveillance of a person, audio,
video surveillance of a person, surveillance of
information from

a person, removal of

transport telecommunication netwotks,

electronic information networks, seizure of
and  seizure,

correspondence, inspection

establishment of the location of the electronic
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BHIMKH, VCTAHOBACHHA MICIIE3HAXOAKEHHSA
PaAIOEAEKTPOHHOTO 3aCO0Y IIPOBOAATHCA HA
IIACTABI YXBaAH CAlATOrO CYAAL
ITOCTAHOBAEHOI 32 KAOIIOTAHHAM KEPIBHHKA
BIAITOBIAHOTO OIIEPATUBHOIO ILAPO3AIAY 200
HOTO 3aCTYITHUKA, IIOTOAKEHOTO 3
npokypopom. [li 3axoAm 3acTOCOBYIOTBHCHA
BHKAIOYHO 3 METOIO 3aII0OITaHHA BUYMHEHHIO
TAKKOTO 200 OCOOAHMBO THIKKOTO 3AOYHHY,
3aI00IraHHA 1 IPUIIMHEHHA TEPOPUCTHIHIX
aKTIB Ta 1HIIHX IIOCATAHD CIEIIAABHHUX CAYKO
IHO3EMHHX AEp/KaB Ta OpraHi3aIiiil, AKIIO

IHIIIIM  CITOCOOOM OAep:kaTh  iHOpMAIIiFo

means is carried out on the basis of the
decision of the investigating judge, made at the
request of the head of the relevant operational
unit or his deputy, agreed with the prosecutor.
These measures are used solely to prevent the
commission of a serious or particularly serious
crime, to prevent and stop terrorist acts and
other encroachments by special services of
foreign states and organizations, if otherwise it

is impossible to obtain information.

HEMOKAHBO.
ITysxTr 1.11.5. Incrpyxii npo | Clause 1.11.5. Instructions on the
OpraHi3amiro IIPOBEA€HH:A HETAACHHUX | organization of covert investigative
cAiAumX (po3uIyKkoBHX) AiTA Ta | (search) actions and the use of their
BUKOPHCTAaHHA  iX  pe3yapTariB Yy [ results in criminal proceedings:

KPHUMiHAABHOMY IIPOBAAKEHHI:

1.11.5. 3uarra iadopmarii 3 TpaHCIOPTHUX
TEACKOMYHIKALIHIX ~ MEpPEK  IIOAfITa€ B
HETAQCHOMY IIPOBEACHHI 13 3aCTOCYBAHHAM
BIAITOBIAHUX TEXHIYHUX 3aco0iB
crocrepekeHHsA, BIAOOpY Ta pikcanii 3micTy
idopmarii, fka IEPEAAETHCA OCODOIO, 2
TaKOXK OAEprKaHHI, IepeTBopeHHi 1 dixcarril
PI3SHUX BHAIB CHIHAAIB, IO IIEPEAAFOTHCA
KAHAAAMH ~ 3B'fI3KY

(3Haxw, CHUTHAAM,

IIICBMOBHH ~ TEKCT, 300pasKeHHA, 3BYKH,
IIOBIAOMACHHS OYAB-AKOI'O BHAY).

1.11.5.1.

TPAHCHOPTHUX

3uarTa indopmartii 3
TEA€KOMYHIKAIIHHIX
MEPEXK IOAIAIETBCA HA:

- KOHTPOAB 32 TeAePOHHHMH PO3MOBAMH,
IO IIOAATAE B HETAACHOMY IIPOBEACHHI 13
3aCTOCYBAaHHAM  BIAIIOBIAHHX  TEXHIYHHX
3aCO0IB, y TOMy 49HCAl BCTAHOBACHUX Ha
TPAHCIOPTHHUX TEAEKOMYHIKAITIITHIX

MEpeKax, CIOCTEpEKEHHA, BIADOpPY  Ta

1.11.5. Withdrawal of

transport telecommunications networks is the

information from

covert conduct with the use of appropriate
technical means of monitoring, selection and
recording of the content of information
transmitted by a person, as well as receiving,
converting and recording various types of
by

channels (signs, signals, written text, images,

signals  transmitted communication
sounds, messages of any kind).

1.11.5.1. Withdrawal of information from
transport telecommunications networks is
divided into:

- control over telephone conversations, which
consists in secret conduct with the use of
appropriate technical means, including those
installed on transport telecommunication
networks, surveillance, selection and recording
of telephone conversations, other information
and signals (SMS, MMS, facsimile, modem

communication, etc.), which are transmitted
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dikcarii 3micTy TeAeOHHUX PO3MOB, IHIIOL
(SMS, MMS,

(paKCI/IMiAme‘/'I 3B'I30K, MOAEMHHI 3B'A30K

iadopmarii  Ta  CHrHAAIB

TOINO), fAKlI IIEPEAAFOTBCA  TeAePOHHHUM

KAHAAOM 3B'fI3KY, 1110 KOHTPOAFOETHCS;

- 3uATTA 1H(OpPMAIIii 3 KaHAAIB 3B'AI3KY, IIIO
ITOAATAE B HETAACHOMY OAEPIKAHHI,
repeTBopeHHi 1 ikcamii i3 3acTOCYBaHHAM
TEXHIYHHUX YHICAL

3acOo0iB, y  TOMY

BCTAHOBACHHX Ha TpaHCHOpTHI/IX

TEAEKOMYHIKALIIHIX MepeKax, y BIAIIOBIAHII
dopwmi

IIEPEAAFOTHCSA

pI3HHX  BHAIB CHTHAAIB,  fKI

KAHAAAMH  3B'f3KYy  MEpei

IrTeprer, 1HITTIX Mepex IepeAadl AAHHX, IITO

by the telephone communication channel
under control;
of

communication channels, which consists in

- removal information  from
the secret receipt, conversion and recording

using technical means, including those
installed on transport telecommunications
networks, in the appropriate form of various
types of signals transmitted by communication
channels of the Internet, other networks

controlled data transmission.

KOHTPOAIOFOTBCH.

ITysxr 1.11.6. Incrpyxii npo | Clause 1.11.6. Instructions on the
OpraHi3amiro IPOBEAEHHA HEIAACHHX | organization of covert investigative
cAiAumx (po3uryKkoBHX) AiTA Ta | (search) actions and the use of their
BUKOPHUCTAaHHA  iX  pe3yapTariB Yy [ results in criminal proceedings:

KPUMiHAABHOMY IIPOBAaAYKEHHI:

1.11.6. 3uarra imdopmarii 3 eAEKTPOHHHUX
indopmamiiaux  cucrem Oe3  Biaoma i
BAACHHKA, BOAOAIABIIA 200 yrpumyBada (CT.
264 KIIK Vkpainm) moasirae B OAeprkaHi
tHdopmarii, y TOMy 9YHCAl 13 3aCTOCYBAaHHAM
TEXHIYHOIO ODAAAHAHHA, fAKA MICTUTHCA B
€AEKTPOHHO-OOYNCAFOBAABHIX MAIITIHAX

(komm'ToTED), ABTOMATHYHHUX  CHCTEMAX,

KOMII' FOTEPHIN MEpPEsKi.

1.11.6. Withdrawal of information from
electronic information systems without the
knowledge of its owner, possessor or holder
(Article 264 of the CPC of Ukraine) is the
information obtained, including the use of
technical equipment contained in computers
(computer), automatic

systems, computer

network.
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Crarta 246 KpuminaapHO
MPOIIECYaABHOI'0 KOAEKCY YKpaiHu:
Crarrs 246. ITiacTasu IIPOBEACHHS

HETAACHUX CAIAYHX (PO3IITYKOBHUX) AN
1. Heraacui caiagi (posmrykosi) All - 1e
Al

BIAOMOCT] IIPO (DAKT Ta METOAU IIPOBEACHHS

pPI3SHOBHA  CAIAYHX  (PO3IITYKOBHX)

AKX HC HiAAHI‘aIOTb PO3TOAOIIICHHIO, 32

BUHATKOM BHITAAKIB, IIEPEAOAYCHHUX IIUM

Koaekcom.

2.  Heraacmi  caiaui  (posmrykosi) — All
IIPOBOAATBCA § BHUITAAKAX, AKITIO BIAOMOCTI
Ipo

KpI/IMiHaAI)H c npaB OIT OPYU_ICHHH Ta

0co0y, fIKa HMOro BYHHHAZ, HEMOKAUBO
orpuMaru B iHImi crocid. Heraacui caiaui
(posmykoBi) Alf, mepeabaveni crarramu 260,
201
IIPOBOAATBCA HA ITIACTaBl YXBAAM CAIAYOTO

cyaa), 267, 269, 2694, 270, 271, 272, 274

ObOIoO KOACKCY, HPOBOAHTI)CH BHUKAFOYHO Y

262, 263, 264 (B wactuHI Alfl, IO

>

KPUMIHAABHOMY IIPOBAAKEHHI IIIOAO TAAKKHIX
200 OCOOAUBO THKKIX 3AOUYMHIB.

3. PimenHs 1TpO IIPOBEACHHA HETAACHHX

CAlAumx  (PO3INYKOBHX) Al Ipuiimae
CAIAYMHI,  IIPOKYpOp, a y  BHIIAAKAX,
epeAbavenux muM  Koaekcom, cAlAUmI

CYAAf 33 KAOIIOTAHHAM IIPOKypopa abo 3a
KAOITOTAHHAM

IIPOKYPOPOM.

HOBiAOMI/ITI/I HpOKy‘p opa HpO HpI/IfIHHTTH

CAIAYOTO, IIOTOAXKEHOIO 3

Caipunii 3000B’A3aHUIT

pIIlICHHA  IIMOAO  IIPOBEACHHS  IIEBHHUX
HETAACHUX CAIAYMX (PO3IIYKOBHX) Al Ta
oTpuMani pesyabraTth. [Ipokypop mae mpaBo
3aDOPOHUTH IIPOBEACHHA 40O IIPUIINHHUTU
ITOAQABIIIE IIPOBEACHHA HETAACHHUX CAIAYHX
(PO3IITYKOBHUX) AIM.

4. Bwuxarouno Mace

TIPOKypOp

HpI/IfIHHTI/I piLHCHHH HpO HpOBeACHHH TAKO1

IIpaBoO

HErAacHOI CAIAWOI (pO3IIyKOBOI) Alf, fK

KOHTpOAb 34 BYNMHCHHAM 3AOYHHY.

Article 246 of the Criminal Procedure
Code of Ukraine:

Article 246. Grounds for conducting covert
investigative (search) actions

1. Undercover investigative (search) actions
are a type of investigative (search) actions,
information on the fact and methods of which
are not subject to disclosure, except for the
cases provided by this Code.

2. Covert investigative (search) actions shall be
carried out in cases when information on a
the

committed it cannot be obtained in any other

criminal  offense and person who
way. Covert investigative (search) actions
provided for in Articles 260, 261, 262, 263,
264 (in part of actions carried out on the basis
of a decision of the investigating judge), 267,
269, 269-1, 270, 271, 272, 274 of this Code,
are conducted exclusively in  criminal
proceedings for serious or especially serious
crimes.

3. The decision to conduct covert investigative
(search) shall by the

investigator, prosecutor, and in cases provided

actions be made
for by this Code - the investigating judge at
the request of the prosecutor or at the request
of the investigator agreed with the prosecutor.
The investigator is obliged to inform the
prosecutor about the decision to conduct
certain covert investigative (search) actions
and the results obtained. The prosecutor has
the right to prohibit or suspend further covert
investigative (search) actions.

4. Only the prosecutor has the right to make a
decision on  conducting such  covert
investigative (search) action as control over the

commission of a crime.
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Crarta 254 KpuminaapHO
MPOIIECYaABHOI'0 KOAEKCY YKpaiHu:
Crarrs  254. 3axoAm  IIOAO  3aXHCTY
irdopmartii, OTpPUMaHOI B PE3yAbTaTi
ITIPOBEACHHSA HETAACHUX CAIAYHX
(PO3IIYKOBHX) AL

1. Biaomocti mpo dakr Ta MeroAn
IIPOBEACHHSA HEIAACHHUX CAIAYTX

(pO3IIYKOBHUX) Al, OCIO, fIKi IX IIPOBOAATH, 4
TaKoXK 1H(OpMAIIiA, OTPUMAHA B PE3yAbTATI iX
IIPOBEACHHS, HE INAAATAIOTH PO3TOAOIIIEHHIO
0Cco0aMH, AKHM II€ CTAAO BIAOMO B PE3YABTATI
O3HAMOMAEHHS 3 MaTepiaAaMH B IIOPAAKY,
repeabauenomy crarrero 290 nporo Koaekcy.
2. JSIxmo IPOTOKOAM IIPO  IIPOBEACHH:A
CAIAYHX AL

HEIAACHUX (pO3IITyKOBHUX)

MICTATE  1H(OPMAILIO IIOAO HPHBATHOTO
(ocobucTtoro 4m CIMEHHOIO) JKUTTA IHIIINX

0Ci0, 3aXMCHHK, 4 TAKOXK I1HIINI ocobwm, ki

MarfOTh ~ IIPpaBO  HAa  O3HAHOMAECHHA 3
IIPOTOKOAAMH, ITOIIEPEAKAFOTHCSA po
KPUMIHAABHY BIAIIOBIAAABHICTD 32

PO3TOAOIIIEHHA OTPUMAHOI IH(OPMALIi IITOAO
IHIIIHIX OCIO.

3. BuroroBAeHHA KOIII IIPOTOKOAIB IIPO
ITIPOBEACHHSA HEI'AACHHX CAIAYHX
(po3IIIyKOBUX) Alll Ta AOAATKIB AO HHX AO
IIPUHHATTA pirmenHsa Ipo ix
PO3CEKPEUyBaHHA Y IOPAAKY, BH3HAYECHOMY

3aKOHOAABCTBOM, HE AOITyCKAETHCA.

Article 254 of the Criminal Procedure
Code of Ukraine:

Article 254. Measures for protection of the
information received as a result of carrying
out secret investigative (search) actions

1. Information on the fact and methods of
(search)

actions, persons conducting them, as well as

conducting  covert investigative
information obtained as a result of their
conduct, shall not be disclosed to persons who
became aware of it as a result of reviewing the
materials in accordance with Article 290 of
this Code.

2. If the protocols on conducting covert
(search)

information on the private (personal or family)

investigative actions  contain
life of other persons, the defense counsel, as
well as other persons entitled to review the
protocols, shall be warned of criminal liability
for disclosure of information persons.

3. Making copies of protocols on conducting
(search)

appendices to them before making a decision

covert investigative actions and

on their declassification in the manner

prescribed by law is not allowed.
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Crarta 255 KpuminaapHO
MPOIIECYaABHOI'0 KOAEKCY YKpaiHu:
Crarrs 255, 3axoAm  IIOAO  3aXHCTY

indopmariii, fAka He BHUKOPHCTOBYETHCA Y
KPHUMIHAABHOMY IIPOBAAKCHHI

1. Biaomocri, pedl Ta AOKYMEHTH, OTPHMAHI B
PE3yAbTaTi IIPOBEACHHA HETAACHHX CAIAYHX
(pO3IIIYKOBHUX) All, fIKI IIPOKYPOP HE BU3HAE
HEOOXIAHUMH AAfl IIOAAABIIIOTO IIPOBEACHHS
AOCYAOBOTO PO3CAIAYBAHHSA, IIOBUHHI OyTH
HA IIACTaBl HOTO

HEBIAKAAAHO 3HUIIIEHI

pillleHHA, KpIM BHITAAKIB, IIEpEADAYCHUX
YACTUHOIO TPETHOIO I€l CTATTI Ta CTATTEIO
256 mporo Koaexkcy.

2. 3200POHAECTHCA BUKOPUCTAHHSA 3a3HAYCHIX
Y 9aCTHHI IEPIIN ITi€l CTaTTi MaTepiaAlB AAA
IiACH, HE IIOBA3aHUX 3 KPHUMIHAABHHUM
IIPOBAAKEHHAM, 200 O3HAHOMACHHSA 3 HUMH
YVIACHUKIB KPHUMIHAABHOTO ITPOBAAKEHHSA UM

OYAB-AIKUX IHIITHX OCIO.

3.V pasi AKIIO BAACHHK pedeir  abo
AOKYMEHTIB,  OTPUMAHHX Y  PE3yAbTaTl
IIPOBEACHHSA HETAACHHX CAIAYHX

(pO3IIYKOBHUX) AlHl, MOKE OyTH 3aIlKaBACHHIT
y IX IIOBEpHEHHI, IIPOKYpOp 3000B’A3aHUIN
IIOBIAOMHTH HOrO IIPO HAABHICTH TaKUX
pedeii abO AOKYMEHTIB Yy PO3HOPAAKECHHI
IIPOKypOpa Ta 3’ACYBATH, YU Oa)ka€ BIH iX
ITOBEPHYTH. Aomycrumicts AlTA,
IIepeAOAYEHUX IIIEI0 YACTHHOIO, Ta dYacC iX
BYMHECHHA BH3HAYAFOTHCA IIPOKYPOPOM 3
ypaxyBaHHAM HEOOXIAHOCTI  3a0e3ledeHHs
IIpaB Ta 3aKOHHHX IHTEpeCiB 0OciO, a TaKox
3aIOOIraHHA  3aBAAHHIO

IITKOAH AAA

KpI/IMiHaAbHOFO HpOBaA){-(CHHH.

Article 255 of the

Procedure of Ukraine:

Code of Criminal

Article 255. Measures on protection of the
information which is not used in criminal
proceedings

1. Information, things and documents
obtained as a result of covert investigative
(search) actions, which the prosecutor does
not consider necessary for further pre-trial
investigation, shall be immediately destroyed
on the basis of his decision, except as
provided in part three of this article and article
2506 of this Code.

2. It is prohibited to use the materials specified
in part one of this article for purposes not
related to criminal proceedings, or to acquaint
them with the participants in criminal
proceedings or any other persons.

3. If the owner of things or documents
obtained as a result of covert investigative
(search) actions may be interested in their
return, the prosecutor shall notify him of the
presence of such things or documents at the
disposal of the prosecutor and determine
whether he wishes he will return them. The
admissibility of the actions provided for in this
part and the time of their commission shall be
determined by the prosecutor, taking into
account the need to ensure the rights and
legitimate interests of persons, as well as to

prevent harm to criminal proceedings.
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Crarra 41 KpuminasbHO IIpoIeCcyaAbHOTO

KOAEKCY YKpaiHu:

2. ITiA wac BHKOHAHHA AOPYYEHb CAIAYOTO,

IIPOKypOpa
IAPO3AIAY

Al3H2BAYA, CHIBPOOITHHK

OIIEPATHBHOTO KOPHCTYETBCA
ITOBHOBaKEHHAMH CcAiagoro. CriBpoOITHHKN

ONEPATHUBHUX IHAPO3AIAIB (KpIM IHAPO3AIAY

AETEKTHUBIB, IIAPO3AIAY BHYTPIIITHBOTO
KOHTPOAFO HamiosaapsOIO
AHTUKOPYIIIHHOrO Oropo  VkpaiHm) He

MaroTh IIpaBa 3AIMCHIOBATH IIPOIIECYaAbHI Al

Article 41 of the Criminal Procedure Code
of Ukraine:

2. During the execution of the instructions of
the the

employee of the operational unit shall use the

investigator, coroner, prosecutof,
powers of the investigator. Employees of
operational units (except for the detective unit,
the

Anti-Corruption Bureau of Ukraine) have no

internal control unit of the National

right to carry out procedural actions in

criminal proceedings on their own initiative or

y KPHUMIHAABHOMY IIPOBaAKEHHI 32 BAacHOIO | to apply to the investigating judge or
{HIIIATUBOXO 200 3BEpTATHCA 3 | prosecutor.

KAOIIOTAHHAMHU ~ AO  CAIAYOTO  CyAAl d9H

IIPOKypOpa.

3akoH Ykpainu «IIpo saxuct | Law of Ukraine ‘On the Protection of
IEPCOHAABHUX AaHHX», dYactuHa 4-5 [ Personal Data’, part 4 of the art 4:

crarri 4: The owner of personal data may entrust
Boaoairers  mepcomaspHMX  AaHEX MOKe | personal data processing to the manager of

AOPYYUTH OOPOOKYy IIEPCOHAABHUX AQHHX

pOSHOpHAHHKy HCpCOHaAbHI/IX AaHIIX

BIAITOBIAHO AO  AOTOBOpPY, VKAQA€HOIO B
IIICBMOBIN popMmi.

PO3IOpAAHEK ITEPCOHAABHHX AAHUX MOKE
OOPOOAATH IIEPCOHAABHI AAHI AHIIIE 3 METOIO

1B 00CsA31, BU3HAYEHHUX § AOTOBOPI.

personal data under an agreement concluded
in writing form

‘On  the
Personal Data’, part 5 of the art 4:

Law of Ukraine Protection of
The controller of personal data can process
personal data only for the purposes and to the

extent specified in the contract.

3akoH Ykpaian «IIpo 3aXHUCT
NIEPCOHAABHUX AAHHX», YACTUHA 2 CTATTI
15:

ITepconanpHi AaHI ITAAATAFOTH BHUAAAEHHIO
200 3HHIIEHHIO y pasi:

1) saxiHmueHHA CTPOKy 30€piraHHfA AQHUX,
BU3HAYECHOTO 3TOAOIO cy0'exra
HepCOHaAbHHX AAHUX HaA O6pO6KY ITNX AAHUX
200 32KOHOM;

MK

2) IIPUITIHEHHA ITPaBOBIAHOCUH

CyD'€eKTOM  IEPCOHAABHUX  AAHHX T2

BO/\OAi/\bL[CM 9 POIIIOPAAHHKOM,  SAKIIO

1HIIIE He HCPCA63LI€HO 34aKOHOM;

Law of Ukraine ‘On the Protection of
Personal Data’, part 2 of the art 15:

Personal data is subject to deletion or
destruction in the case of:

1) expiration of the data storage period
determined by the consent of the personal
data subject to the processing of these data or
by law;

the

between the personal data subject and the

2) termination of legal relationship

owner or administrator, unless otherwise

provided by law;

313




3) BUAAHHSA BIAITOBIAHOTO IIPHUIIHCY
ViuoBHOBaxkeHOro 200 BH3HAYEHUX HAM
IIOCAAOBHUX ocio cekperapiaTy
VII0BHOBAKEHOTO;

4) HaOpaHHA 3aKOHHOI CHAHM PIIIICHHAM CYAY

3) issuance of the relevant instruction of the
Commissioner or officials of the Secretariat of
the Commissioner appointed by him;

4) entry into force of a court decision on the

removal or destruction of personal data.

ITIOAO BHUAAACHHA 200 3HUIIICHHA
IIEPCOHAABHHUX AAHUX.
3akon Ykpaian «ITIpo 3axuct | Law of Ukraine ‘On the Protection of

NEPCOHAABHUX AAHHUX», MyHKT 10 yacTtuHa
1 crarTi 23:

1. VioBHOBaskeHMI MA€ TAKl TOBHOBAXKEHHSA Y
cdpepi 3aXHCTy HEPCOHAABHUX AAHUX:

10) ckAapaTH TIPOTOKOAM ITPO IPUTATHEHHSA

AO AAMIHICTPATHUBHOI BIAITOBIAAABHOCTI Ta

Personal Data’, paragraph 10 part 1 of the
art 23:
1. The Commissioner has the following

powers in the field of personal data

protection:

10) draw up protocols on bringing to

HAIIPaBAATH  IX AO CyAy V BHIAAKax, | administrative responsibility and send them to
I1epeADAYEHIX 3AKOHOM. court in cases provided by law.
3akon Yxkpaimn «IIpo saxucrt | Law of Ukraine ‘On Personal Data

IEPCOHAABHUX AQHHX», YACTUHA 2 CTATTI
16:

2. AoCTymr AO IIEPCOHAABHHUX AQHHUX TPETIH
0coDl He HaAAETHCA, AKIIO 3a3HAYEHA 0CODA

BIAMOBASIETBCA B3ATH Ha cebe 3000B'A3aHHA

Protection of’, part 2 of the art 16:

2. Access to personal data shall not be granted
to a third party if the said person refuses to
undertake obligations to ensure compliance

with the requirements of this Law or is unable

IIOAO  3a0€3IIeYeHHA BHKOHAHHA BHMOT | to provide them.

nporo  3akoHy abO  HECIIPOMOXKHA  IX

3a0€3IICUHTH.

3akoH Ykpainu «IIpo saxuct | Law of Ukraine ‘On the Protection of

HEePCOHAABHHUX AAHHUX», OyHKT 1 yacrtmHa
3 crarri 29:

3. ITepeaaua IIEPCOHAABHUX AAHUX
IHO3EMHHUM CyO’€KTaM BIAHOCHH, ITOB’A32HUX
13 HEepCOHAAPHUMHAAHUMH, 3AIHCHIOETHCA
AHIIIE 32 YMOBH 3a0€3IICYCHHSA BIATIOBIAHOIO
HAAEKHOIO

ACPIKABOXO 3aXUCTy

TICPCOHAAPHHUX AAHUX y BUITAAKAX,
BCTAHOBAEHHX 3aKOHOM 200 Mi)KHapOAHI/IM

AOTOBOPOM YKpaiHH.

Personal Data’, paragraph 1 part 3 of the
art 29:

3. The transfer of personal data to foreign
subjects of relations related to personal data is
carried out only if the relevant state provides
adequate protection of personal data in cases
established by law or international treaty of

Ukraine.
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3akoH Ykpaian «IIpo 3aXHUCT
IIEPCOHAABHUX AAHUX», IYHKT 1 yacTtuHa
4 crarri 29:

4. TlepconaAbHi AaHI MOMKYTH IIEPEAABATHCH
IHO3eMHHM CyO’€KTaM BIAHOCHH, IIOB’SI3aHHX
3 IEPCOHAABHIMU AAHHMU, TAKOXK y Pasi:

1) mapaHHA CYyO’€KTOM ITEPCOHAABHHUX AAHHUX

OAHO3HAYHOI 3TOAU HA TAKY IIEPEAAYY;

Law of Ukraine ‘On the Protection of
Personal Data’, paragraph 1 part 4 of the
art 29:

4. Personal data may be transferred to foreign
subjects of relations related to personal data,
also in the case of:

1) granting by the subject of personal data

unambiguous consent to such transfer;

Husiasauii Koaexc Ykpainu, yacrtuaa 1-2
crarTa 634:

1. AoroBopom npreAHAHHA € AOTOBIP, YMOBU
AKOIO BCTAHOBAEHI
dopmyasapax

dopmax, AKHIT MOKe OyTH YKAAACHHUN AMIIIE

OAHIEFO 13 CTOpIH Y

a00  IHIINX  CTAHAAPTHOX
IIASIXOM IIPHEAHAHHA APYIOl CTOPOHH AO
3AIPOIIOHOBAHOIO AOTOBOPY B miroMy. Apyra
MOKE

CTOpOHA HE 3aIIPOIIOHYBATA  CBOL

YMOBH AOTOBOPY.

2. AOroBip IpHEAHAHHA MOKE OyTH
3MiHEeHHH a00 pO3ipBaHMII HA BHMOILY
CTOPOHH, fK4 IIPUEAHAAACA, AKIIIO BOHA

IT030aBAAETHCA IIPaB, fAKI 3BUYANHO MaAa, a
TaKOK AKIIO AOTOBIp BUKAIOYAE UM OOMEKYE
BIAIIOBIAAABHICTD ApyToi

HIOPYILEHHA 3000B'A3aHHA 200 MICTHTP IHIII

CTOPOHH 32

YMOBH, fIBHO OOTMKAHMBI AAA CTOPOHH, fKa
npueaHasacs. CropoHa, fKa IIPHEAHAAACH,
Ma€ AOBECTH, IIIO BOHA, BHXOASYH 31 CBOIX
imTepeciB, He IpHiiHAAa O LHUX YMOB 32
HAfIBHOCTI y Hel MOKAMBOCTI Opaty y4acTb y

BU3HAYEHHI YMOB AOFOBOpy.

Civil Code of Ukraine, part 1-2 of the art
634:

1. A treaty of accession is a treaty, the terms of
which are established by one of the parties in
forms or other standard forms, which can be
concluded only by the accession of the other
party to the proposed treaty as a whole. The
other party cannot offer its terms of the
contract.

2. A treaty of accession may be amended or
terminated at the request of a party which has
acceded if it loses the rights which it normally
had, and if the treaty excludes or limits the
liability of the other party for breach of
obligation or contains other conditions
manifestly burdensome for the party, who
joined. The acceding party must prove that, in
its interests, it would not have accepted these
terms if it had had the opportunity to
participate in determining the terms of the

contract.
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Koaekc YxkpaiHum npo aaMiHiCTpaTHBHI
NpaBONOpPyIEeHHA, 4JactuHa 4-5, crarra
188:

Heaoaepxanua BCTAHOBAEHOTO
3aKOHOAABCTBOM IIPO 3aXHCT II€PCOHAABHHX
AAHIX

HOpHAKy 3axXHUCTy HCPCOHaAbHI/IX

AAHIX, IO IPHU3BEAO AO HE3aKOHHOTO
AOCTYIly AO HHX a0O IIOpYIIEHHS IIPaB
cyO’eKTa IIepCOHAABPHUX AAHUX, -

TATHE 32 COOOIO HAKAAAeHHA IrTpady Ha
BiA cTa I ITUCOT

TPOMaAASH AO

HEOITOAATKOBYBAHUX  MIHIMyMiB  AOXOAIB
IPOMAaAfH 1 HAa IIOCAAOBHUX OCIO, IPOMaAfH -

CyO’eKTIB IAIIPHEMHHUIIBKOI AIAABHOCTI - BIA

TPHOXCOT AO oAHlel THCAYl
HEOITOAATKOBYBAHHUX MIHIMyMIB  AOXOAIB
I'POMAASH.

[ToBropre  mpOTArOM  POKYy  BUYHMHEHHA
IIOPYIIIEHHA,  IEPEADAYEHOIO  YaCTHHOO

YeTBEPTOIO Iri€l crarri, 3a fIke OCOOy BiKe

o6yA0 IIAAAHO AAMIHICTPATUBHOMY
CTATHEHHIO, -

TATHE 32 CODOIO HAaKAaACHHA ITpady BIA

Code of Ukraine
Offenses, part 4-5 of the art 188:

on Administrative

Failure to comply with the procedure for
protection of personal data established by the
legislation on personal data protection, which
has led to illegal access to them or violation of
the rights of the personal data subject, -

entails the imposition of a fine on citizens
hundred

and on

from one hundred to five

non-taxable minimum incomes
officials, citizens - business entities - from
three hundred to one thousand non-taxable
minimum incomes.

Repeated during the year the commission of
the violation provided for in part four of this
article, for which the person has already been
subjected to an administrative penalty, -

entails the imposition of a fine of one
thousand non-taxable

thousand to two

minimum incomes.

OAHIeT THCAY1 AO ABOX TUCIY

HEOITOAATKOBYBAHHX MIHIMyMIB  AOXOAIB

I'POMAASH.

crarta 182 Kpuminasasaoro Koaekcy | art 182 of the Criminal Code of Ukraine:
VYkpainn, : Article 182. Violation of privacy

Crarra 182. IlopymenHs HeEAOTOPKaHHOCTL
IIPUBATHOTO KUTTA
1. Hezakoune

30upanHs,  30epiraHH,

BUKOPUCTAHHS,  3HHINEHHA,  IONINPEHHA
KoHiAeHIIITHOI iHdOopMarii Tpo 0cody abo
HEe3aKOHHAa 3MiHa Takoi iHdOpManil, Kpim
BHUITAAKIB, IIEPEADAYCHUX IHIINUMH CTATTAMU
nporo Koaexcy, -

KaparoThCs IITPachOM BiA I'SATHCOT AO OAHIET
THCS41

HEOITOAATKOBYBAHHX MIHIMyMIB

AOXOAiB r p OMaAAH 200 BI/IHp ABHHUMM

1. Illegal collection, storage, use, destruction,
of

information or illegal alteration of such

dissemination confidential ~ personal
information, except as provided by other
articles of this Code, -

shall be punishable by a fine of five hundred
to one thousand tax-free minimum incomes,
or correctional labor for a term up to two
years, or arrest for a term up to six months, or
restriction of liberty for a term up to three

years.
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poOoTaMH Ha CIPOK AO ABOX pOKiB, 200
ApEIITOM Ha CTPOK AO IIECTH MicAIB, ab0
OOMEKEHHAM BOAl Ha CTPOK AO TPHOX POKIB.
2. Ti cami Alf, BYMHEHI ITOBTOPHO, 200 AKIIIO
BOHH 3AITOAIAAN icroTHy IIIKOAY
OXOPOHIOBAHHM 32KOHOM IIpaBaM, CBOOOAAM
Ta IHTEpecam ocodw, -

KAPAIOThCA APEIITOM Ha CTPOK BIA TPHOX AO
IIIECTU MICAIIIB 200 OOMEXKEHHSAM BOAI HA
CTPOK BIA TPBOX AO II'ATH pPOKiB, abo
I1030aBACHHAM BOAL HA TOI CaMUI CTPOK.
ITpumitka. IcTOTHOXO ITTKOAOKO Y I CTATTI,
BOHA 3AIIOAISHHI

AKITTO IIOAATAE y

MaTepiaAbHUX 30HTKIB, BBAKAETBCA Taka

IIIKOAQ, AIKA B CTO 1 OIABIIIE pa3iB IIEPEBHIIYE

HEOITOAATKOBYBAHUI MIHIMyM AOXOAIB
I'POMAASH.
[IyOaiune, y TOMy dHCAI dYepe3 3acoOH

MacoBOI1 i opmariii, KYPHAAICTIB,

IPOMaACBKL 00’ €AHAHHA, IIPOMECIiiHI CIIAKH,

IIOBIAOMAEGHHS  0cO0010  iHdOopMariii  1po
BYMHEHHA  KPHUMIHAABHOrO 200  iHIIIOro
ITPaBOIIOPYIIIEHHH, 3AIMICHEHE 3

AOTPHUMAHHAM BHMOI' 33aKOHY, HE € AlAMH,
IepeAGaYECHUMH HICIO CTATTCIO, 1 He TATHE 32

CODOIO KPUMIHAABHY BIAIIOBIAAABHICTB.

2. The same acts committed repeatedly, or if
they have caused significant damage to the
rights, freedoms and interests of a person
protected by law, -

shall be punishable by arrest for a term of
three to six months or by restriction of liberty
for a term of three to five years, or by
imprisonment for the same term.

Note. Significant damage in this article, if it
consists in causing material damage, is
considered to be such damage, which is one
hundred and more times higher than the
tax-free minimum income of citizens.
Public, the

journalists, public associations, trade unions,

including  through media,
personal information about a criminal or other
offense committed in compliance with the law,
are not actions under this article, and does not

entail criminal responsibility.

Crarra 15 Korcrurynii Ykpainm:
Cycmiapae xuTT B YKpaiHi IPyHTyE€TbCA Ha
E€KOHOMIYHOI  Ta

32CaAAX  ITOAITHYHOI,

iaeonoriugoi  OaratomamitTHOCTL. KOoAHA

iAeOAOFiH HE MOKE BH3HABATHUCA ACPIKABOIO

[lensypa

CBODOAY  IOAITHYHOL

K 0DOB'A3KOBA.

Aep:xaba

AIIABHOCTI, He 3a00ponenol Koncrurymiero 1

3abopoHEeHA.

rapaHTye

3aKOHAMH Y KpaiHM.

Article 15 of the Constitution of Ukraine:

Public life in Ukraine is based on the

principles of  political, economic and
ideological diversity. No ideology can be
recognized by the state as obligatory.

Censorship is prohibited. The state guarantees
freedom of political activity, which is not
prohibited by the Constitution and laws of

Ukraine.

317




Koucrurymia Ykpaiau. Crarra 34:
KoxHOMYy rapaHTy€eThcs IIpaBO Ha CBOOOAY
AYMKH 1 CAOBa, Ha BIAbHE BHPaKEHHHA CBOIX
IIOTASIAIB 1 mepekoHaHb. KoxkeH Mae 1paBo
BIABHO 30Mparu, 30epiratu, BAKOPHUCTOBYBATH
1 momuproBaTH iIH(OPMAIIIFO YCHO, IINCBMOBO
a0o B immmid coocib - Ha CBiE BHOIp.
3AIICHEHHA LIUX IIPaB MOKE OyTH OOMEKeHe
3aKOHOM B IHTEpecax HAI[lOHAABHOI OE3IeKH,
TEPUTOPIAABHOI IIAICHOCTI 200 IPOMAACHKOIO
IIOPAAKY 3 METOIO 3a1100IraHHA
3aBOPYILIEHHAM YM 3AOYHHAM, AAA OXOPOHHU
3AOPOB'S HACEACHHSA, AAA 3aXUCTy PEITyTarii
a00 mpaB IHIIHX AIOACH, AAfl 3aITOOIraHHSA
PO3rOAOIIECHHIO

indopmarii, oaepxaHOL

KOH(IACHIIIIIHO, 200 AAA  IIATPHMAHHA

ABTOPHUTETY 1 HEYIIEPEAKEHOCT] IIPABOCYAAAL.

Constitution of Ukraine. Article 34:
Everyone is guaranteed the right to freedom
of thought and speech, to free expression of
their views and beliefs. Everyone has the right
to freely collect, store, use and disseminate
information orally, in writing or otherwise - at
their discretion. The exercise of these rights
may be restricted by law in the interests of
national security, territorial integrity or public
order in order to prevent riots or crimes, to
protect public health, to protect the reputation
or rights of others, to prevent the disclosure of
to maintain

confidential information or

authority and impartiality of justice.

Koucrurymia Ykpaiau. Crarra 37:
VTBOpeHHSA 1 AIABHICTD ITOAITHYHUX IAPTIH
Ta TPOMAACHKHX OPraHi3arliid, IMporpaMHi Il

200 All AKHMX CcHpAMOBaHI Ha AIKBIAAIIIFO

HE3aAEKHOCTL Vkpainn, 3MIHY
KOHCTHTYIUHHOIO  A3Ay  HACHABHUIIBKUM
IIASIXOM,  IOPYIIEHHSA  CyBepeHiTery i

TEPUTOPIAABHOI IIAICHOCTI ACp:KaBH, IAPUB

i Oesmnekn, HE3AKOHHE 3aXOIIACHHS

ACP/KaBHOI ~ BAAAM,  TIPOIMAraHAY  BIHH,
HACHABCTBA, HA PO3MAAIOBAHHA MIKETHIIHOL,
PacoBoi, PEAIrifiHOI BOPOKHEY], IOCATAHHA
HA IIpaBa 1 CBODOAM AIOAMHH, 3AOPOB'S
HaceAeHHS,  3aboponsroreca.  [loAlTmani
mapTi Ta TPOMAAChKI OpraHi3aIlli He MOXKYTb
dopmysans.  He
CTBOPEHHA 1  AIAABHICTD

CTPYKTYP

IapTiii B OpraHax BHKOHABYOI Ta CYAOBOL

MaTH ~ BOEHI30BAHHUX
AOITyCKA€THCSA

OpPTaHi3aIlHIX ITOAITHYIHUX
BAAAHM 1 BHKOHABYHX OPraHAX MICIIEBOTO
CaMOBPAAYBAHHA, BIHCBKOBHX (POPMYyBAHHIAX,

a TaKOX Ha ACp)KaBHI/IX HiAHpI/ICMCTBaX, y

Constitution of Ukraine. Article 37:
Formation and activity of political parties and
public organizations, whose program goals or

actions are aimed at eliminating Ukraine's

independence,  forcibly  changing  the
constitutional order, violating the sovereignty
and territorial integrity of the state,

undermining its security, illegal seizure of state
power, propaganda of war, violence, to incite
hatred,

encroachment on human rights and freedoms,

interethnic, racial, religious
public health, are prohibited. Political parties

and public organizations cannot have
paramilitary formations. It is not allowed to
create and operate organizational structures of
political parties in executive and judicial bodies
and executive bodies of local self-government,
military formations, as well as at state
enterprises, educational institutions and other
state institutions and organizations.
Prohibition of the activity of associations of

citizens is carried out only in court.
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HaBYaAaAbHHX 3aKAaAaX Ta IHIITIX Aep)KaBHI/IX

yCTaHOBAax 1  opramizamiax.  3aboponHa

AIIABHOCTI 00'eAHAHD IPOMaAIH

3AIICHIOETBCA AHIIIE B CYAOBOMY ITOPAAKY.

3axon Ykpainu "TIpo

nepconasbHuX AaHux'. Crarra 8:

3aXHUCT

[IpaBa cyO'ekra mepcoHAaAPHHX AaHHX. 1.
Ocobucti HeMalHOBI IIpaBa Ha IIEPCOHAABHI
AaHl, AKki Mae KoxkHa pismdHa 0Co0a, €
HeiA'emuumu 1 HeropyrmauME. 2. CyO'ekr
IIEPCOHAABHUX AAHHX Ma€ IIpaBo: 1) 3Harh
IIPO AKepeAad 30HpPaHHSA, MICIIE3HAXOAKCHHS
CBOIX  IIEPCOHAABHUX

AAHHX, MeTy IX

0OpOOKHM, MICIIE3HAXOAKEHHA 200  MicIie
HPOKUBAHHA (IIepeOyBaHHA) BOAOAIABLIA YN
PO3LOPAAHUKA ITEPCOHAABHUX AAHHX a00
AATH BIAITOBIAHE ~ AOPYYEHHS  ITIOAO
oTpruMaHHA 1iel iH(OpPMAII] YIIOBHOBAKEHUM
HHUM OCO0aM, KpiM BHIIAAKIB, BCTAHOBACHHX
3aKOHOM; 2) OTpuMyBaté iH(OPMAIIIO IIPO
YMOBH HaAaHHA AOCTYIIy AO IIEPCOHAABHIX
AAHUX, 30Kpema iH(OpMALiIO PO TPETIX
oci0, AKHM IIEPEAAFOTHCA HOIO IIEPCOHAABHI
AaHl; 3) Ha AOCTYII AO CBOIX HEPCOHAABHUX
AAHUX; 8) 3BepTATHCH 13 CKApraMu Ha OOPOOKY
CBOIX ITIEPCOHAABHUX

AAHIX AO

cyay;  9)

3aCTOCOBYyBaTHL 3acobn IIpaBOBOIO 3aXUCTy B

VhooBHOBaXKEHOTO 400  AO

pasi HOpyLHCHHH 3aKOHOAABCTBa HpO 3aXUCT
10)

3aCTCPCHKCHHSA CTOCOBHO OOMEKEHHSA IIpaBa

IIEPCOHAABHHIX AAHUX; BHOCHUTH
Ha OOPOOKY CBOIX IIEPCOHAABHHX AQHHX INA
9ac HaAAHHA 3roAH; 11) BIAKAMKATH 3roAy Ha
OOpOOKy IEPCOHAABPHUX AAHHX; 12) 3HATH
MEXaHi3M ABTOMATHIHOL 0OpOOKH
IIEPCOHAABHUX AQHUX; 13) Ha 3axumcT BIA
ABTOMATH30BAHOIO PIIIEHHA, fAKE Ma€ AAf

HBOTO IIPABOBI HACAIAKHL.

Law of Ukraine ‘On Personal Data
Protection’. Article 8:

Rights of the subject of personal data. 1.
Personal inalienable rights to personal data
that every individual has are inalienable and
inviolable.

2. The personal data subject has the right to:
1) know about the sources of collection,
location of their personal data, the purpose of
their processing, location or place of residence
(stay) of the owner or controller of personal
data or give a corresponding order to obtain
this information to authorized persons, except
as provided by law;

2) receive information on the conditions for
granting access to personal data, in particular
information on third parties to whom his
personal data is transferred;

3) access to their personal data;

8) apply to the Commissioner or to the court
with complaints about the processing of their
personal data;

9) apply legal remedies in case of violation of
the legislation on personal data protection;

10) make reservations regarding the restriction
of the right to process their personal data
during the consent;

11) withdraw consent to the processing of
personal data;

12) know the mechanism of automatic
processing of personal data;

13) to protect against an automated decision

that has legal consequences for him.
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3akoH Ykpainu “IIpo caukmii”. Crarra 1:
CyBepenne npaBo YKpaiHI Ha 3aXHCT.

1. 3 MeTOrO 3aXMCTy HAITIOHAABHHX IHTEPECIB,
cyBepeHitery i
Vkpaian,

HAITIOHAABHOI  Oesrrekn,

TEPUTOPIAABHOL IiAICHOCTI

ITIPOTHALL TEPOPUCTUIHIN AIAABHOCTI, 2 TAKOXK

3aIOOIraHHA ~ IIOPYIIECHHIO,  BIAHOBACHHSA

IIOPpyHMICHUX IIpaB, CBO6OA Ta 3aKOHHHX

IHTEpECIB TPOMAASH YKpPaiHH, CYCIIABCTBA T2
AEPKABI

MOKYTb 3aCTOCOBYBAaTHCA

CIIEITIAABHI E€KOHOMIYHI T4 =1

OOMEKYBAABHI 3aXOAH (AQAL - CAHKIIIL).

Law of Ukraine ‘On Sanctions’ Article 1:
Sovereign right of Ukraine to protection.

1. In order to protect the national interests,
national security, sovereignty and territorial
of  Ukraine,

activities, as well as prevent violations, restore

integrity counter  terrorist

violated rights, freedoms and legitimate

interests of citizens of Ukraine, society and the
state, special economic and other restrictive

measures may be applied. - sanctions).

3akoH Ykpainu “IIpo caukuii”. Crarra 4:
Buan camkmiii. 1. Buaamupr camkmiit 3riAHO 3
muM  3akoHOM € 25) IHIN CaHKI, II0
BIATIOBIAAFOTh IIPHUHIIMIIAM iX 3aCTOCYBAHHA,
BCTAHOBACGHOMY IuM 3akoHoMm. 2. Caskrif
3TIAHO 3 IHUM 3aKOHOM HE € 3aXOAAMHU
3aXHUCTy HpaB Ta IHTEpeciB  CyO’€KTiB
30BHIIITHPOEKOHOMIYHOI AIAABHOCTI, ITOPAAOK
Ta YMOBU 3aCTOCYBAHHS AKHUX PEryAIOIOTHCH

CIIEIIaABHHIM 3aKOHOM. 3. V pasi AKITIO Ha Ali,

BYHMHECHHA  AKUX  IOTPEOyE  OACp/KAHHA
AO3BOAY  OpraHiB  AHTHMOHOIIOABHOIO
KoMiTeTy  VKpalHH  Ha  KOHIICHTPAILIO,

ITOIINPIOIOTHCA  CIEINAABHI EKOHOMIYHI Ta

iHmm  OOMeEXyBaAbHI  3aXOAM  (CaHKIIID),
repeAdaYeHl YACTHHOIO IIEPIIOIO IN€l CTaTTi,
TaKa KOHIICHTparlif 3a00pPOHAETHCA, 1 AO3BIA
HA i 3AIICHEHHS OpraHamu
AHTHMOHOIIOABHOTO KOMITETY YKpaiHH He

HAAACTHCSL.

Law of Ukraine ‘On Sanctions’. Article 4:

Types of sanctions. 1. Types of sanctions
under this Law are: 25) other sanctions that
comply with the principles of their application
established by this Law. 2. Sanctions in
accordance with this Law are not measures to
protect the rights and interests of subjects of
foreign economic activity, the procedure and
conditions of application of which are
regulated by a special law. 3. If special
economic and other restrictive measures
(sanctions) provided for in part one of this
Article apply to actions that require the
permission of the Antimonopoly Committee
of Ukraine, such concentration shall be
prohibited, and  permission for  its
by  the

Committee of Ukraine not provided.

implementation Antimonopoly
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3akon Ykpainu "TIpo aBTOpCBKE IIpaBO
Ta cymikHi npasa". Crarra 52-1:

ITopsaox HIPUITHEHHA ITOPYIIIEHb
aBTOPCHKOIO 1paBa i (a00) CyMIAKHHX IIpaB 3
Bukopucranuam Mepexi Inrepuer. 1. Ilpm
ITOPYIIEHHI OYAB-AKOIO OCOOOXO aBTOPCHKOTO
mmpaBa i (a00) CyMDKHHX IIpaB, BYMHEHOMY 3
BUKOpHCTaHHAM Mepexki Inreprer, cyO’exr
aBTOPCHKOrO IipaBa 1 (aDO) CyMIKHHX IIpaB
(AaAl - 3afABHHK) Ma€ IIPaBO 3BEPHYTHCH AO
BAACHHKA BeO-caliTy Ta (a0O) BEO-CTOPIHKH,
Ha fAIKOMY (AKiH) posmimieHa abo B IHIIHI

crIociO BUKOpPHCTAHA BIAITOBIAHA €AEKTPOHHA

(udposa) iadOpManig, 13 3aABOIO  1IPO
IPHUIIMHEHHA  IOPYIINEHHA.  3agBa  IIpO
IIPUIIMHEHHA ~ IIOPYIIEHHA IIOAA€TBCA B

ITOPAAKY, IIEPEADAYCHOMY IIEIO  CTATICIO.
[Topsaok 3axmcTy aBTOPCHKOTO IIpaBa 1 (ado)
CYMIKHHUX ITpaB, BUSHAYEHHUH ITIEFO CTATTEIO,
3aCTOCOBYETBCA AO BIAHOCHH, IIOB’fI3aHUX 3
BUKOPHCTAHHAM  ayAIOBI3yaABHHUX  TBOPIB,
MY3UYHUX TBOPIB, KOMITFOTEPHHX IIPOTIPaM,
Biacorpam, oHOrpam, Iepesad (Irporpam)

OpraHi3aIliil MOBACHHS.

Law of Ukraine ‘On Copyright and
Related Rights’. Article 52-1:

Procedure for terminating infringements of
copyright and (or) related rights using the
Internet. 1. In case of infringement by any
person of copyright and (or) related rights
committed using the Internet, the subject of
copyright and (or) related rights (hereinafter -
the applicant) has the right to apply to the
owner of the website and (or ) a web page on
which (which) the relevant electronic (digital)
information is posted or otherwise used, with
a statement on termination of the violation.
The

violation shall be submitted in accordance

application for termination of the
with the procedure provided for in this
Article. The procedure for protection of
copyright and (or) related rights, defined in
this article, applies to relations related to the
use of audiovisual works, musical works,
computer

programs, videograms,

phonograms,  programs  (programs)  of

broadcasting organizations.

Koucrurynia Ykpainun, cr. 31:

Koxuomy rapaHTyeThCA TAEMHHIIA
AMICTYBAHHS, TeAePOHHHUX PO3MOB,
teaerpadHOl  Ta IHINOI  KOPECITOHACHIIIL.

Bunarkn Moxyrs Oyrm BCTAHOBAEHI AwMIrie
CYAOM y BHUITAAKAX, ITEPEAOAYEHUX 3aKOHOM, 3
METOIO 3aItOOIITH 3AOYMHOBI 4H 3'ACyBaTH
ICTHHY A 9aC PO3CAIAYBAHHA KPUMIHAABHOL
CIIPaBH, AKIIO IHIITHIMU CIIOCOOAMU OAEPIKATH

1H@OPMALIIFO HEMOKAHBO.

Constitution of Ukraine, Art. 31:

Everyone is guaranteed the secrecy of
correspondence, telephone conversations,
telegraph  and  other  correspondence.

Exceptions may be established only by a court
in cases provided by law, in order to prevent a
crime or to find out the truth during the
investigation of a criminal case, if it is
impossible to obtain information by other

means.
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Koucrurynia Ykpainn, cr. 32:
Hixto He MOXe 3a3HABATH BTPYyYaHHA B HOTO
ocobmcTe 1 CIMEHHE KUTTA, KPIM BHITAAKIB,
repeabavenux Koncrurymiero Vipainm. He
30upaHH,

AOITyCKAETHCS 30epiraHHs,

BUKOPHCTAHHS Ta ITOITHPEHHSA
KoHiAeHmIIHOI iH(OpMarii Ipo ocody 6e3
il 3roAm, KpiM BHIIAAKIB, BH3HAYEHUX
3aKOHOM, 1 AHWIIIE B IHTEpecaxX HAIIOHAABHOI
Oe3IeKH, EKOHOMIYHOTO AODOPOOYTY Ta IIpaB
AroAnHH. KOXKHUIT TPOMAAAHHH Ma€ IIPaBo
3HAHOMHTHCA B OPraHAaX ACP/KaBHOI BAAAH,
opraHax MiCIIEBOTO CaMOBPSAYBAHHA,
YCTAaHOBAX 1 OPraHi3aIlifAX 3 BIAOMOCTAMH IIPO
cebe, fKI HE € ACPKaBHOIO 40O IHIIIOIO
3aXHUINEHOIO 3aKOHOM TaeMHHIIEI0. KokHOMY
TapaHTYETBCA  CYAOBHII  3aXWCT  IIpaBa
CIIPOCTOBYBATH HEAOCTOBIpHY iHOpMAIIIIO
mpo cebe 1 uaeHiB cBoei ciMi Ta mpasa
BUMATaTH BHAYYEHHA OYyAb-fKOI iH(OpMAIi,
a  TAKOK  IIpaBO  HAa  BIAIIKOAYBAHHSA
MaTepiaAbHOI 1 MOPAABHOI IITKOAH, 3aBAQHOL
30upaHHAM, 30epiraHHAM, BUKOPHCTAHHAM T2
TAKOL

IO PEHHAM HEAOCTOBIPHOI

tadopmartii.

Constitution of Ukraine, Art. 32:
No one may interfere in his personal and
family life,

CXCGpt

as provided by the
Constitution of Ukraine. The collection,
storage, use and dissemination of confidential
information about a person without his or her
consent is not permitted, except in cases
specified by law and only in the interests of
national security, economic well-being and
human rights. Every citizen has the right to
get acquainted with information about himself
in public authorities, local governments,
institutions and organizations, which is not a
state or other secret protected by law
Everyone is guaranteed judicial protection of
the right to refute inaccurate information
about themselves and their family members
and the right to demand the removal of any
the

compensation for material and moral damage

information, as well as right to
caused by the collection, storage, use and

dissemination of such inaccurate information.

ITuBiabHUIT KOAEKC YKpainu, cT. 286:
[TpaBo Ha TAEMHUIIO IIPO CTAH 3A0POB'AL.
1.®i3uanra ocoba Mae IIPaBO HA TAEMHHITIO
IIPO CTaH CBOTO 3AOPOB'f, PaKT 3BEPHECHHS 32
MEAHYHOIO AOITOMOIOIO, AIATHO3, 4 TAKOK
IIPO BIAOMOCTI, OAEPIKaHI IIPH {i MEAHIHOMY
OOCTEIKEHHI.

2. 3a00pPOHAETHCA BUMATATH Ta IIOAABATH 34
Micriem poboTu 200 HaBYaHHA 1H(OPMALIIIO
IIPO AIATHO3 Ta METOAH AlKyBaHHSA (PI3UIHOL
0cobH.

3. @ismana 0coba 3060B'A3aHA YTPUMYBATHCSA
BiA TIorupenHs iHdopmariii, 3a3Ha4eHOI y

9YaCTHHI TPt ITiel cTaTTi, KA CTaAa 11

Civil Code of Ukraine, Art. 286:

The right to secrecy about health.

1.An individual has the right to secrecy about
the state of his health, the fact of seeking
medical care, diagnosis, as well as information
obtained during his medical examination.

2. It is prohibited to request and submit at the
place of work or study information about the
diagnosis and treatment of an individual.

3. An individual is obliged to refrain from
disseminating the information specified in part
one of this article, which became known to
him in connection with the performance of

official duties or from other sources.
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BIAOMA V 3B'A3KY 3 BUKOHAHHAM CAYKOOBHX
00O0B'3KIB 200 3 IHIIIUX AKEPEA.

4. @izmana ocoba Morke OyTH 3000B'A3aHA AO
IIPOXOAMKEHHSA

MEAUYIHOTO OTASIAY y

BUITAAKAX, BCTAHOBACHUX 3AKOHOA2ABCTBOM.

4. An individual may be obliged to undergo a
medical examination in cases established by

law.

IuBiabHUI KOAEKC YKpainu, cT. 301:
[1paBo Ha OCOOHCTE KUTTA T2 HOrO
TAEMHMITIO.

1. ®izuana ocoba Mae IIpaBoO Ha OCOOHUCTE
SKUTTAL.

2. ®ispyHa 0coba cama BU3HAYAE CBOE
ocobucTe KUATTA 1 MOKAUBICTD
O3HAMOMAEHHA 3 HAM iHIIIHX OCiO.

3. ®izrana 0coba Ma€e IPaBO HA 30EPEIKEHHA
Y TAEMHHII OOCTaBHH CBOI'O OCOOHCTOTO
SKUTTAL.

4. O6craBuHI OCOOHCTOTO KUTTA (PIBUIHOL
0COOM MOKYThb OYTH PO3LOAOIIEH] IHIIHMU
0COOAMH AHIIIE 32 YMOBH, II[O BOHH MICTATDH
O3HAKU IIPABOIIOPYIIEHH, IO IATBEPAKEHO

PIIIIEHHAM CYAY, 2 TAKOK 3a 1i 3TOAOXO.

Civil Code of Ukraine, Art. 301:

The right to privacy and its secrecy.

1. An individual has the right to privacy.

2. An individual determines his personal life
and the possibility of acquaintance with it by
other persons.

3. An individual has the right to keep the
circumstances of his personal life secret.

4. Circumstances of a private person's
personal life may be disclosed to other
persons only if they contain signs of an
offense, which is confirmed by a court

decision, as well as with his consent.

IMuBiabHUIT KOAEKC YKpainwm, cT. 302:
[IpaBo ma indopmariiro.

1.®i3mgnra ocoba Mae IpaBo BIABHO 30MparH,
30epiraT, BUKOPUCTOBYBATH 1 IIOIITUPIOBATH
irdopmartiro. 30upanns, 30epiraHus,
BUKOPHUCTAHHA 1 HomupeHHs iHdopmarii mpo
ocobucte k1T Pi3UIHOI 0OcoOM Oe3 1i 3roan
HE AOIYCKAFOTBCA, KPIM BHITAAKIB,
BU3HAYCHUX 3aKOHOM, 1 AHIIIE B IHTEpecax
HAITIOHAABHOI OE3ITEKU, EKOHOMITHOTO
AOOPOOYTY Ta IIPaB AFOAUHH.

2.®iz3muna 0co0a, KA ITOIITHPIOE
irdopmariiro, 30008's13aHa 1IepeKOHATHCA B T
Dizmyuna oco0a,

AOCTOBIPHOCTI. AKa

IIOITUPIOE  1H(OpMaIIiFO,  OTPUMaHy 3

odinifinux AxkepeA (iHdopmaris opraHis
ACPKaBHOL MICIIEBOTO

BAAAHM,  OpraHiB

CaMOBPAAYBAHHA, 3BITH, CTEHOIPAMH TOIIIO),

Civil Code of Ukraine, Art. 302:

Right to information.

1.An individual has the right to freely collect,
store, use and disseminate information.
Collection, storage, use and dissemination of
information about the personal life of an
individual without his consent are not allowed,
except as provided by law, and only in the
interests of national security, economic
well-being and human rights.

2. The the

information is obliged to verify its authenticity.

individual who disseminates

An individual who disseminates information
obtained from official sources (information of
public authorities, local governments, reports,
transcripts, etc.) is not obliged to verify its
authenticity and is not responsible in case of

refutation. An individual who disseminates
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He 3000B'A3aHA repeBipATH i AOCTOBIPHICTBH

T4 HE Hece BIAIIOBiAAABHOCTI B pasi if
cupocryBanusa.  Qispuma  ocoba,  fka
romuproe  iHdopmamiro,  OTpuMaHy 3

odinifiHux  Axepen, 3000B'A3aHa  pobuUTH

ITIOCHAAHHA HA TaKE AH{CpCAO.

information obtained from official sources is

obliged to refer to such a source.

IMuBiabHUIT KOAEKC YKpainu, cT. 306:
[IpaBo HA TAEMHHIIIO KOPECIIOHACHIIIL.
1.®i3uara ocoba Mae IIPaBO HA TAEMHHITIO
AHMCTYBaHHS, TEAETPAM, TeACPOHHUX PO3MOB,
TeAerpadHUX ITOBIAOMAEHb Ta IHIITUX BUAIB
KOpeCIoHAEHII. AMCTH, TEAErPaMHU TOIIO €
BAACHICTIO aApecara.

2.AucTn, TeAerpamMu Ta IHII BUAK
KOPECIIOHACHIII MOKYTh BUKOPHUCTOBYBATHCH,
30KpeMa ITTASXOM OITyOAIKYBAHHSA, AUIIIE 32
3rOAOIO OCOOH, fIKa HAIIPABHAA iX, T2
aApecara.

SIKITIO KOPECITOHAEHIIIA CTOCYEThCA
0cobHCTOro KUTT 1HII0f (pi3uaHO! 0COOH,
AAA 1T BUKOPHUCTAHHSA, 30KPEMA ITITAAXOM
oIyOAiIKyBaHHSA, ITOTPIOHA 3r0Aa Iiiel ocoOm.
3.V pasi cmeprti disugnOl 0co0H, AKa
HAITPaBHAAQ KOPECIIOHACHIIIFO, 1 aApecaTa
BHUKOPHCTAHHA KOPECIIOHACHIIII, 30Kpema
IIASAXOM if OIIyOAIKYBAHHS, MOKAUBE AHIIIC 32
3roA010 (Pi3MYHUX OCIO, BU3HAYCHIX
9aCTUHOIO YeTBepToro c1arti 303 1mporo
Koaexcy [alTH, BAOBH Ta BAIBII, 32 IX
BiACYTHOCTI — OaTbky, Opartu i cectpul. V pasi
cMepTi Pi3HIHOI 0COOH, AKA HAIIPABUAA
KOPECITOHAEHIIIIO, 1 AAPECaTa, 2 TAKOXK Y pasi
cMeprti PisHIHHX OCiO, BUSHAYEHUX
9aCTUHOIO "eTBepToro c1aTTi 303 1poro
Koaekcy, KopectoHAEHIIIA, KA MA€ HAYKOBY,
XYAOKHIO, ICTOPHYHY IIHHICTb, MOMKE OyTH
OIyOAIKOBaHA B IIOPAAKY, BCTAHOBACHOMY

3aKOHOM.

Civil Code of Ukraine, Art. 302:

The right to secrecy of correspondence.

1.An individual has the right to secrecy of
correspondence, telegrams, telephone
conversations, telegraph messages and other
types of correspondence. Letters, telegrams,
etc. are the property of the addressee.

2. Letters, telegrams and other types of
correspondence may be used, in particular by
publication, only with the consent of the
person who sent them and the addressee.

If the correspondence concerns the private life
of another natural person, its use, in particular
by publication, requires the consent of that
person.

3. In case of death of the natural person who
sent the correspondence and the addressee,
the use of correspondence, in particular by its
publication, is possible only with the consent
of natural persons defined in part four of
Article 303 of this Code [children, widows and
widowers, in their absence - parents, brothers
and sisters |. In the event of the death of the
individual who sent the correspondence and
the addressee, as well as in the event of the
death of individuals specified in part four of
Article 303 of this Code, correspondence of
scientific, artistic, historical value may be
published in accordance with law.
4.Correspondence concerning a natural
person may be attached to a court case only if

it contains evidence relevant to the resolution
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4. KopecrionAeHIIif, fiKka CTOCYeThCA (PI3UIHOL
ocoOu, MOKe OyTH AOAyYIEHA AO CYAOBOI
CIPaBU AMIIIE Y Pa3i, AKIIO B HI MICTATHCA
AOKA3H, II[0 MAIOTh 3HAYCHHA AAA BUPIIIICHHA
cupasu. Iadopmariis, fKa MICTUTBCA B TaKiH
KOPECITOHAEHIII], HEe IMAAATAE
PO3TOAOIIIEHHIO.
5.Ilopymenna  TaeMHHII  KOPECIIOHAEHII
MOKe OyTH AO3BOACHO CYAOM y BHITAAKAX,
BCTAHOBACHUX

3aKOHOM, 3 METOXO

3aI1001raHHA KPUMIHAABHOMY

OPABOIOPYIIEHHIO 9H ITIA Tac

KPHUMIHAABHOIO IIPOBAAKEHHS, AKIIIO IHIITIMU
crrocooamu

OAEPHKATH irdopMariiro

HCEMOXKAHBO.

of the case. The information contained in such
correspondence shall not be disclosed.

5. Violation of the secrecy of correspondence
may be permitted by a court in cases
established by law, in order to prevent a
criminal  offense  or  during  criminal
proceedings, if it is impossible to obtain

information by other means.

3akoH Ykpainu “IIpo cBoGoAy cosicTi Ta
peairiitHi opranisarii”, cr. 3:

Hixro mHe Mae 1paBa BHMaraTtu  BIA

CBAIIICHHOCAY/KHTEAIB BIAOMOCTEH,

OAEPKAHUX HUMH IIPH CITOBIAl BIPYFOUHX.

The Law of Ukraine ‘On freedom of
conscience and religious organizations’,
Art. 3:

No one has the right to demand from the
clergy the information obtained by them
during the confession of the faithful.

Cimeiinmii Koaoekc Ykpainu, cr. 226:

1. Ocoba mae 1IpaBoO HA TAEMHUIIIO
repeOyBaHHA HA OOAIKY THX, XTO Oaxae
YCHHOBUTH AHTUHY, IIOITYKY AUTHHI AAS
YCHHOBAEHHS, IIOAAHHSA 3afBH IIPO
VCHHOBAEHHA Ta 1i PO3TASAY, PIILICHHSA CYAY
IIPO YCHHOBACHHS.

2. AurtuHa, fika yCHHOBACHA, MA€ IIPABO HA
TAEMHHULIIO, B TOMY YHCAI 1 BIA Hei camoi,
dakry if ycuHOBACHHT.

3. Oco0a, fixa OyAa yCHHOBAEHA, MA€ IIPABO
IIICAA AOCATHEHHS HEIO YOTHPHAALATH POKIB
HA OAeprkaHHA 1H@OpMaril IIOAO CBOrO

YCHMHOBACHHA.

Family Code of Ukraine, Art. 226:

1. A person has the right to secrecy of
registration of those who wish to adopt a
child, search for a child for adoption,
submission of an application for adoption and
its consideration, court decision on adoption.
2. An adopted child has the right to secrecy,
including from himself, of the fact of his
adoption.

3. A person who has been adopted has the
right to receive information on his / her

adoption after reaching the age of fourteen.
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3axoH Ykpainu «IIpo moTapiar», cr. 8:
HorapiaAbHa TAEMHHIIA - CYKYIIHICTD
BIAOMOCTEMN, OTPUMAHHX A YaC BYNHEHHSA
HOTapiaABHOI All 200 3BEpHEHHSA AO HOTapiyca
3alHTEPECOBAHOI OCOOH, B TOMY YHCAI IIPO
0co0y, if MalftHO, OCOOHUCTI MAITHOBI Ta
HEMaHOB] IIpaBa 1 0OOB’A3KH TOIIIO.
Horapiyc ta ocobwn, 3a3naveni y crarti 1
IbOro 3aKOHY [JIOBHOBaKEHI OCOON OPraHiB
MICIIEBOTO CAMOBPAAYBAHHSA, KOHCYABCHKI
YCTAHOBH, AUIIAOMATIYHI IIPEACTABHUIITBA,
TOAOBHI AlKapl, IX 3aCTYIIHHKH 3 MEATYHOL
YACTHUHH, YEProBi AlKapi, KAIlITAHN CYACH,
HAYAABHUKUA CKCITCAUTIH, HAYAAbHUKH
BIICBKOBUX YACTHH T4 BIHCHKOBHX
HABYAABHHUX 3aKAAAIB, HAYAABHUKHI YCTAHOB
BHUKOHAaHHA HOKapaHb, HaYaAbHHU K CAjA‘II/IX
130AATOPIB|, @ TAKOK IIOMIYHHK HOTapiyca
3000B’A3aHi 30epiraTu HOTapiaAbHY
TAEMHHIIFO, HABITH AKINO IX AIIABHICTD
OOMEKYETHCA HAAAHHAM IIPAaBOBOI AOIIOMOTH
Y91 O3HATOMACHHAM 3 AOKYMEHTAMH 1
HOTapiaAbHA Al 200 Alfl, KA IIPUPIBHIOETHCA
AO HOTAPIaABHOI, HE BUNHAAACH.

OO0O0B’ 30K AOTPUMAHHA HOTAPIAABHOL
TAEMHHII] ITOITHPIOETHCA TAKOXK Ha OCIO,
AKHM IIPO BYMHEH] HOTaplaAbHI All cTaAO
BIAOMO Y 3B 3Ky 3 BHKOHAHHAM HUMHI
CAYKOOBHX OOOB’fI3KIB UM 1HIIIO poOOTH, HA
0Ci0, 3aAYUEHUX AASl BUMHEHHA HOTAPIaABHHUX
AT Y IKOCTI CBIAKIB, T2 Ha IHIIHX OCIO, AKUM
CTAAM BIAOMI BIAOMOCTI, III0 CTAHOBAATH
IIPEAMET HOTAPIaABHOI TAEMHHUIIL.

Ocobu, BUHHI B IOpPYIIEHHI HOTapiaABHOL
TAEMHMITI,

HECYTb  BIAIIOBIAAABHICTE Y

HOpHAKy, BCTAHOBACHOMY 3aKOHOM.

The Law of Ukraine ‘On notary’

Notarial secrecy - a set of information
obtained during the performance of a notarial
act or appeal to the notary of the person
concerned, including the person, his property,
personal property and non-property rights and
obligations, etc.

Notary and persons referred to in Article 1 of
this LLaw [authorized persons of local
self-government bodies, consular posts,
diplomatic missions, chief physicians, their
medical deputies, doctors on duty, ship
captains, chiefs of expeditions, chiefs of
military units and military educational
establishments, chiefs penitentiary institutions,
heads of pre-trial detention centers]|, as well as
the assistant notary are obliged to maintain
notarial secrecy, even if their activities are
limited to providing legal assistance or access
to documents and a notarial act or an act
equivalent to a notarial act has not been
performed.

The obligation to observe notarial secrecy also
applies to persons who became aware of the
notarial acts performed in connection with the
performance of their official duties or other
work, to persons involved in the performance
of notarial acts as witnesses, and to other
persons which became known information
that is the subject of notarial secrecy.

Persons guilty of violating a notarial secret
shall be liable the
procedure established by law:.

in accordance with
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3akoH Ykpainu «IIpo 6ankm; Ta
0aHKIBCBKY AIAABHICTB», CT. 60:
Indopmariis moA0 AlIABHOCTI T2
piHAHCOBOIO CTaHY KAI€HTa, KA CTAAR
BIAOMOIO OAHKY y IIPOLIECI OOCAYTOBYBAHHS
KAIEHTA T4 B3AEMOBIAHOCHH 3 HUM UM TPETIM
0Cc0o0aM IpU HAAAHHI IIOCAYT OAHKY, €
OAHKIBCHKOIO TAEMHUIIEFO.

bankiscpkoro TaeMHUIIEIO, 30KpeEMa, €:

1. BIAOMOCTI ITPO OAHKIBCHKI PAXYHKH
KAIEHTIB, Y TOMY YHCAlI KOPECIIOHAECHTCHKI
paxynku OaukiB y HartiomaapHOMY OaHKY
Vkpainmy;

2. omepartii, ki OyAX IIPOBEACHI Ha
KOPHCTD YH 32 AOPYYICHHAM KAICHTA,

3AIFICHEH] HUM YTOAH;

3. ¢iHAHCOBO-EKOHOMIYHNN CTaH
KAICHTIB;

4. CHCTEMHU OXOPOHH OaHKY T2 KAIEHTIB;
5. irdopmariig Ipo

OPraHI3aIiHO-IIPABOBY CTPYKTYPY
FOPHAUYHOI OCOOU - KAIEHTA, 1 KepIBHUKIB,
HAIIPAMHI AIIABHOCTI;

6. BIAOMOCTI CTOCOBHO KOMEPLIFHOL
AIIABHOCT! KAIEHTIB UM KOMEPIIITHOL
TAEMHHII], OYAB-AKOI'O IIPOEKTY, BHHAXOAIB,
3pa3KiB IIPOAYKIIIL Ta 1HIIIa KOMepIiiina
tadopmartis;

7. iHdOpMAILif ITIOAO 3BITHOCTI ITO
OKpEeMOMY OAHKY, 32 BUHATKOM Ti€f, 1110
IIAASITAE OITyOAIKYBAHHIO;

8. KOAH, ITIO BUKOPUCTOBYFOThCA
OaHKaMU AAF 3aXHCTY iH(OpMAILT;

9. tadopmarisa npo GisudHy 0co0Y, AKa
Ma€ HaMIp YKAACTH AOTOBIP IIPO CITOKHUBYHMIL
KPEAHUT, OTPUMAHA ITiA 9aC OITHKH if
KPEAHTOCIIPOMOKHOCTI.

10. Indopmariia mpo GaHKK UM KAIEHTIB,

1o 36I/Ipa€TbCH HiA vac HpOBCACHHH

The Law of Ukraine ‘On banks and
banking’, Art. 60:

Information on the activity and financial
condition of the client, which became known
to the bank in the process of servicing the
client and the relationship with him or third
parties in the provision of bank services, is a
bank secret.

Banking secrecy, in particular, is:

1. Information on clients' bank accounts,
including correspondent accounts of banks
with the National Bank of Ukraine;

2. Transactions that were carried out for
the benefit or on behalf of the client,

transactions carried out by him;

3. Financial and economic condition of
customers;

4. Bank and customer security systems;
5. Information on the organizational and

legal structure of the legal entity - the client,
its leaders, activities;

6. Information on commercial activities
of clients or trade secrets, any project,
inventions, product samples and other
commercial information;

7. Information on reporting by a
separate bank, except for that which is subject

to publication;

8. Codes used by banks to protect
information;
9. Information on an individual who

intends to enter into a consumer loan
agreement, obtained during the assessment of
its creditworthiness.

10. Information about banks or customers
collected during banking and currency
supervision is a bank secret.

11. Information on banks or clients
received by the National Bank of Ukraine in

accordance with an international agreement or
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OaHKIBCBKOI'O Ta BAAFOTHOIO HATAfIAY,
CTAHOBHUTH OAHKIBCHKY TAEMHHUILIIO.
OaHku YK

Indopmariia KAlCHTIB,

orpumana Harionaapaum OamkoM VkpaiHu

HpO

BIAITOBIAHO AO MIKHAPOAHOTO AOTOBOPY 400

32 IIPUHIIUIIOM B3a€MHOCTI BIA OpTraHy

OAaHKIBCBKOIO HATAfAY 1HIIIOl ACpP/KABH AAA

BUKOPHUCTAHHA 3  METOIO  OaHKIBCBKOIO

HArAfgAy — a0o  3amoOiraHHsA — Aeraaisarii

(BIAMHBAHHIO) AOXOAIB, OAEP/KAHIX

3AOYMHHHUM IIAAXOM, YU (PIHAHCYBAHHIO

TEPOPHU3MY, CTAHOBHUTD OAHKIBCBHKY

TAEMHUITIO.

on the principle of reciprocity from a banking
supervisory authority of another state for use
for banking supervision or prevention of
money laundering or terrorist financing is

banking secret.

KpuminaapHuit nponecyassanii Koaexc
VYkpainn, cr. 7:

3araAbHI 3aCaAd KPUMIHAABHOTO
rpoBaAkeHHA. 3MmicT Ta Hopma
KPUMIHAABHOI'O IIPOBAAKEHHSA ITOBHHHI
BIAIIOBIAATH 3aTAABHHM 324CAAAM
KPHMIHAABHOIO IIPOBAAKEHH, AO AKHX,
30KpeMa, BIAHOCATBCA:

7. TAEMHUIIA CITIAKYBAHHS;

8. HCBTpY"IaHHH Yy HpI/IBaTHC KUATTA,

Code of Criminal Procedure of Ukraine,
Art. 7:

General principles of criminal proceedings.
The content and form of criminal proceedings
must comply with the general principles of
criminal proceedings, which include, in
particular:

7. the secret of communication;

8. non-interference in private life;

3akoH Ykpainu «IIpo indopmamniro», cr.
11:

Tadopmariisa po Pizmany 0co0y

(mepcoHaABHI  AaHI) -  BIAOMOCTI  9H

CYKYIIHICTB BIAOMOCTEH IIpo (pizudaHy 0CO0Yy,

AKa ado Moxe Oyrm

iaeHTH(IKOBaHA

KOHKPETHO iAeHTH(IKOBaHA.

The Law of Ukraine ‘On Information’,
Art. 11:

Information about an individual (personal
data) - information or a set of information
about an individual that is identified or can be

specifically identified.

3axon Ykpainu «IIpo 3axucr
IEPCOHAABHUX AQHHUXM», CT. 2:
IIEPCOHAABHI AQHI - BIAOMOCTI YH CYKYITHICTD
dizuany

inerTH(]IKOBaHA 200 MOMKE OyTH KOHKPETHO

BIAOMOCTEH  IIpPO oco0y, fka

iaeHTH(IKOBAHA.

The Law of Ukraine ‘On Personal Data
Protection’, Art. 2:

personal data - information or a set of
information about an individual who is

identified or can be specifically identified.
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3akoH Ykpainm «IIpo 3axucr
IIEPCOHAABHUX AAHUX», CT. 5:

O0’eKkTaMH 3aX1CTY € IIEPCOHAABHI AAHI.

The Law of Ukraine ‘On Personal Data
Protection’, Art. 5:

Subject of protection is personal data.

3akoH Ykpainm «IIpo 3axucr
IEPCOHAABHUX AQHHUX», CT. 8(2):

Cy0'eKT IIepCOHAABHUX AAHUX MA€ IIPABO:

8. 3BepraTHCA 13 CKapramMu Ha OOPOOKY CBOIX
IIEPCOHAABHUX AAHHX AO YIIOBHOBAKEHOIO

200 AO CyAy.

The Law of Ukraine ‘On Personal Data
Protection’, Art. 8(2):

The personal data subject has the right to:

8. to file complaints about the processing of
their personal data to the Commissioner or to

the court.

Tumnosuii MOpAAOK 06poGKHu
NEPCOHAABHUX AAHHX, CT. 2.12:

CyO’ekT IIEpPCOHAABHUX AAHUX Ma€ IIPaBO
IIPEA’ABAATHI BMOTHBOBAHY BHMOLY
BOAOAIABIIO TIEPCOHAABHUX AQHHX IIOAO
3a00pOoHH OOpPOOKHM CBOIX IIEPCOHAABHUX
Aaanx  (Ix wacrmum) Ta/abo  3miEm  ix
ckAaAy/3MmicTy. ‘Taka BHMOra PO3TASAAETHCA
BOAOAIABIIEM BIPOAOBx 10 AHIB 3 MOMeHTY

OTpI/IMaHHH.

“Typical procedure for processing personal
data’, Art. 2.12:

The personal data subject has the right to
make a reasoned request to the owner of
personal data to prohibit the processing of his
personal data (their part) and / or change their
composition / content. Such a request is
considered by the owner within 10 days of

receipt.

Tumnosuii MOpAAOK 06po6Ku
NEPCOHAABHUX AAHHX, CT. 2.13:
Sximo 3a PE3YABTATAMH PO3TAAAY TAKOL
BHMOTH BHABACHO, ITIO IIEPCOHAABHI AaHI
cyO’exra (IX yacTHHA) OOPOOAAIOTHCA
HE3aKOHHO BOAOAIACIb IIPHUITHHAE OOPOOKY
IIEPCOHAABHHUX AAHUX CyO’ekTa (IX YaCTHUHMN)
Ta IH@OpPMYE PO I1e CyO’eKTa IIEPCOHAAPHUX
AAHUX.
JIko 32 pE3yABTATAMH  PO3TASAY  TaKOl
BUMOTH BHABACHO, II[O IIEPCOHAABHI AaHI
cyO’ekta (IX 9YacTMHA) € HEAOCTOBIpHHMH,
BOAOAIAEID IIPUIIIHAE

0OpOOKy

IIEPCOHAABHUX ~AQHHX CyO’ekra (dum  iIX
yacTuHU) Ta/a00 3MIHIOE IX CKA2A/3MiCT Ta
indopmye mpo e cyO’eKTa IIEPCOHAABHHIX

AAHIX.

“Typical procedure for processing personal
data’, Art. 2.13:

If the results of consideration of such a
request reveal that the personal data of the
subject (part of them) are processed illegally,
the owner terminates the processing of
personal data of the subject (part of them) and
informs the subject of personal data.

If the review of such a requirement reveals

that the personal data of the subject (part

thereof) is inaccurate, the owner stops
processing the personal data of the subject (or
part thereof) and / or changes their

composition / content and informs the

subject of personal data. data.
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Tunoswuii HOPAAOK 0OpOGKHU
NEPCOHAABHUX AAHHX, CT. 2.15:

CyO’ekT IIEPCOHAABPHUX AAHHX Ma€ IIPaBO
BIAKAHKATH 3TOAY Ha OOPOOKY IIEPCOHAABHUX
AAHUX O€3 3a3HAYECHHA MOTHBIB, y pasi fAKIIO
€AMHOIO IIIACTABOIO AAA OOpPOOKH € 3roaa
CyO’€KTa IIEPCOHAABHHX AAHHX. 3 MOMEHTY
BIAKAMKAHHS 3TOAM BOAOAIAEITH 3000B’A3aHUMI

IIPUIIHUTH OOPOOKY IIEPCOHAABHIX AAHHX.

“Typical procedure for processing personal
data’, Art. 2.15:

The personal data subject has the right to
withdraw consent to the processing of
personal data without stating the reasons, if
the only reason for processing is the consent
of the personal data subject. From the
moment of withdrawal of consent, the owner

is obliged to stop processing personal data.

Pimennsa Koncrurymitinoro Cyay Ykpaiau
BiA 30 xoBTHA 2012 poky y cripasi Ne
18/203-97, maparpad 1 pesoaroruBrol

YaCTHHM:

3abopoHseTbcd He AHMINE 30upaHHA, 4 U
30epiraHHA, BHUKOPHCTAHHA Ta IOIIHPCHHA
koHiAeHIIITHOT iH(OpMarii 1Ipo ocody Oe3
il momepeAHBOI  3TOAM, KpIM  BHITAAKIB,
BHU3HAYEHUX 3aKOHOM, 1 AHMIIE B IHTEpecax
€KOHOMIYHOIO

HAIIOHAABHOL Oesrexn,

AOOPOOYTY, IIPaB Ta CBOOOA AFOAUHI.

Decision of the Constitutional Court of
Ukraine of 30 October 2012, case Ne
18/203-97, § 1 of the resolutive part:

Not

information about a person without his prior

only the collection of confidential
consent is prohibited, but also the storage, use
and distribution, except in cases defined by
law, and only in the interests of national
security, economic well-being, human rights

and freedoms.

Pimennsa Koncrurynifinoro Cyay Ykpaiau

BiA 20 ciuns 2012 poky y cripasi Ne 1-9/2012,
mmaparpad 3.1:

Ocobuctum xurram  disugHol ocodbu € ii
ITOBEAIHKA Y cepl 0COOMCTICHHX, CIMEHHUX,
ITOOYTOBUX, IHTUMHUX, TOBAPHCHKHX,
podeCiitHIX, AIAOBHX Ta IHIIHX CTOCYHKIB
11032 MEKAMH CYCIIABHOI AIIABHOCTI, fKa
3ALHICHIOETBCA, 30KpEMa, IIA 9aC BUKOHAHHSA
0CcO0010  (DYHKIIH AepkaBu abO OpraHiB

MICIIEBOTO CAMOBPSAAYBAHH.

Decision of the Constitutional Court of
Ukraine of 20 January 2012, case Ne 1-9/2012,
§3.1:

The personal life of an individual is his
behavior in the field of personal, family,
household,

business and other relations outside of social

sexual, friendly, professional,
activities, which is carried out, in particular,
when a person performs the functions of state

or local government.
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Pimennsa Koncrurymifinoro Cyay Ykpaiau
BiA 20 ciuns 2012 poky y cripasi Ne 1-9/2012,
mmaparpad 1 pesoAroTUBHOI YaCTHHM:
30upanns,

30epiraHHsA, BHUKOPHCTAHHA Ta

rorupenHsa  KoHdiseHniHO!  iH(OpMarTii
IIpo 0coby Oe3 if 3roAn AepiKaBOIO, OpraHaMu
MICIICBOTO  CAMOBPSAAYBAHHSA, FOPHANIHUMI
260 ismYHIMH OCOOAMH € BTPYIaHHAM B i

0COOHUCTE Ta CIMEITHE KUTTA.

Decision of the Constitutional Court of
Ukraine of 20 January 2012, case Ne 1-9/2012,
§ 1 of the resolutive part:

Collection, storage, use and dissemination of

confidential information about a person

without his consent by the state, local
governments, legal entities or individuals is an

interference in his personal and family life.

Pimrenna Koucrurynitinoro Cyay
Ykpainnm BiA 20 ciuna 2012 poky y cnpasi
Ne 1-9/2012, maparpad 3.:

Amme dismgna 0coba, fAKOI CTOCYETHCA
KoH(IAeHIIiHA 1H(OpPMAIIid, BIAIIOBIAHO AO
KOHCTUTYIIHHOTO Ta 324KOHOAABYOIO
PEIyAIOBaHHA IIpaBa OCOOHM Ha 30MpaHH7,
30epiraHHs, BHKOPHCTAHHA Ta ITOIIHPCHHSA
Mae

KoHpiAeHIIHOI  iH(OpMAarii

HA BAACHUN pOSCyA BH3HAYATH

IIPaBO
BIABHO,
IIOPAAOK O3HAMOMAGHHA 3 HEIO IHIIHX OCiO,
MICIIEBOTO

ACPKABHA Ta OpraHiB

CaMOBpHAYBaHHH, a TAKOXK HpaBO Ha

30epexKeHHs i y TAEMHHMIIL.

Decision of the Constitutional Court of
Ukraine of 20 January 2012, case Ne
1-9/2012, § 3.:

Only a natural person to whom confidential
information relates, in accordance with the
constitutional and legislative regulation of the
right of a person to collect, store, use and
disseminate confidential information has the
right to freely, at its discretion determine the
procedure for acquaintance with others, the
state and local governments. The right to keep

it secret.

[Topiura AOIOBIAB YIIOBHOBAKEHOIO
Bepxosroi Paan Vkpaiau 3 mpaB AFOATHI
IIPO CTaH AOAEPKAHHA Ta 3aXHCTY IIPaB 1
CBODOA AIOAMHU 1 IPOMaAAHUHA B YKpaiHi 3a

2020 pik:

1.1.1. IlpaBo Ha 3aXUCT IIEPCOHAABHHUX
AAHUIX.

V 2020 porti A0 VIIOBHOBaAKEHOIO HAAIMIIIAO
2 031 TOBIAOMAEHHSA IIPO HOPYILIEHHS IIPAB
AIOAMHH Ha 3aXHCT IIEPCOHAABHUX AAHHX,
mo nopisHAHO 3 2019 pokom (1061) maitixe
VABI4i OlABIIIE.

3a

VoBHOBaKEHUM HOBiAOMACHb B6a‘Ia€TbCH,

pe3yAbTATAMH ~ aHAAI3Y  OTPHMAHHX

Yeatly report of the Ombudsman (2020):

1.1.1. The right to protection of personal data.
In 2020, the Commissioner received 2,031
reports of violations of human rights to
personal data protection, which is almost
twice as much as in 2019 (1,061).

The analysis of the reports received by the
Commissioner shows that most of them
(almost 1,500) concerned the violation of the
human right to non-interference in private and
family life during the collection of debts on
individuals' financial obligations (collection

activities).
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mo Oiapmmicts 3 Hux (Mmaibke 1

500)

CTOCYBAAHCA IIOPYIICHHA IIPaBa AIOAMHHU HA

HEBTPYYAHHA B OCOOUCTE 1 CIMEITHE KUTTA A

9gac 3AIHCHEHHA AIIABHOCTI 31 CTATHEHHSA
3a00ProBaHOCTI 32 IPOIIIOBUMU
3000B’A3aHHAMA izmanmx ocio

(KOAEKTOPCHKA AIIABHICTE).

3akoH Ykpainm «IIpo 3axucr
nepcoHasbHUX AaHux» Ilyukr 10 crarri 6:
TurroBuii HOPAAOK OOPOOKH ITEPCOHAABHIX

AAaHHX 3aTB CpA)KYGTI)CH VIIOBHOBAKEHUM.

Law of Ukraine ‘On Personal Data
Protection’ Article 6, paragraph 9:
The Commissioner shall approve the model

rules for personal data processing;

3akoH Ykpainm «IIpo 3axucr
nepcoHaAbHUX AaHux» ITyHKT 3 crarTi 15:
ITepconaapHi AaHi, 310paHi 3 HOPYIIIEHHAM
BHMOT IIbOTO 3aKOHY, INAAATAIOTH
BUAAAEHHIO 200 3HUIIEHHIO

BCTAHOBACHOMY 3aKOHOAABCTBOM ITIOPAAKY.

Law of Ukraine ‘On Personal Data
Protection’ Article 15, paragraph 3:

The personal data collected with the violation
of the requirements of this Law shall be

subject to deletion or destruction as
established by law.

3akoH Ykpainu «IIpo 3axucr
nepcoHasbHUX AaHux» IlyHkT 1 crarri 23:
VioBHOBaKE€HUIT Ma€ TaKl IOBHOBAKCHHS Y
cepl 3axXHCTy IIEPCOHAABHUX AAHUX:

1) orpuMyBaTH TIPOIO3MUILL], CKAPTH Ta 1HIII
3BepHEHHA (DISUIHUX 1 FOPUAHYHHX OCI0 3
IIATaHb 3aXUCTY IIEPCOHAABHUX AAHHX Ta
HIPUHMATH PIIIIEHHA 32 PE3YABTATAMH 1X
PO3TAAAY (...)

0) HaAQBATH PEKOMEHAAITI ITIOAO
IIPAKTUYHOIO 3aCTOCYBaHHSA 3aKOHOAABCTBA
IIPO 3aXHUCT IIEPCOHAABHHUX AQAHUX,
PO3’ACHIOBATH IIpaBa i OOOB’A3KU
BIAIIOBIAHEX OCi0 32 3BEpHEHHAM CyD’€KTIB
IIEPCOHAABHHUX AAHUX, BOAOAIABIIB 200
PO3IIOPAAHUKIB IIEPCOHAABHUX AAHUX,
CTPYKTYPHUX IIIAPO3AIAIB 200
BIAIIOBIAAABHHX OCIO 3 opranisamii podoTu i3

3aXHCTYy IIEPCOHAABHHUX AAHUX, IHIINX OCIO

()

Law of Ukraine ‘On Personal Data
Protection’ Article 23, § 1:

The Commissioner shall have the following
authority in the sphere of personal data

protection:

1) To receive proposals, claims and other
requests of natural and legal persons regarding
the protection of personal data and make

decisions following their consideration (...)

6) To give recommendations on the practical
implementation of the legislation concerning
the personal data protection, to explain the
rights of obligations of persons concerned
following the requests of subjects of personal
data, the controllers or processors of personal
data, structural divisions or persons

responsible for the organization of work on
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12) 3AlfiCHIOBATH MOHITOPHHI HOBUX
IIPAKTHK, TEHACHIIIN Ta TEXHOAOIIH 3aXHUCTY
IIEPCOHAABHHIX AAHUX.

[Tynxr 2 crarri 24

B opranax AepxaBHOI BAaAM, OpraHax
MICIIEBOTO CAMOBPAAYBAHHS, 4 TAKOK
BOAOAIABIIAX YU PO3IOPAAHHKAX
IIEPCOHAABHHUX AAHUX, ITIO 3AIFCHIOIOTH
OOPOOKY IIEPCOHAABPHUX AAHUX, KA IHAAATAC
ITOBIAOMAEHHIO BIAIIOBIAHO AO IIbOTO 32KOHY,
CTBOPIOETBCA (BU3HAYAETHCH) CTPYKTYPHHUI
IAPO3AIA 200 BIAITOBIAAABHA 0CO0A, IIIO
OpraHi3oBye poOOTy, IIOB’A3aHY i3 3aXHCTOM

[IEPCOHAABHHUX AAHHX IIPH iX 0OpOOIII.

the protection of personal data and other

persons (...)

12) To monitor the new practices, tendences
and technologies concerning the protection of

personal data.

3axon Ykpainu «IIpo 3axucr
nepcoHasbHUX AaHux» Ilynkr 2 crarri 24:
B opramax AepixaBHOI BAaAH, OpraHax
MICIIEBOTO CAMOBPSAYBAHHS, 4 TAKOK Y
BOAOAIABIIAX UM POITOPAAHHKAX
IIEPCOHAABHHUX AAHUX, IIIO 3AIHCHIOIOTD
0OpPOOKY IEPCOHAAPHUX AQHHX, KA IHAAATAE
ITOBIAOMAGHHIO BIAIIOBIAHO AO IIbOTO 3aKOHY,
CTBOPIOETBCA (BUSHAYAETHCH) CTPYKTYPHUI
ITAPO3AIA 200 BIAITOBiAAABHA 0CO0a, IIIO
OPraHi30By€ pOOOTY, ITOB’A3AHY 13 3aXHCTOM

IIEPCOHAABHHUX AAHUX IIPHU IX 0OpOOIIi.

Law of Ukraine ‘On Personal Data
Protection’ Article 24, paragraph 2:

Within the bodies of public administration and
local self-governance as well as within the
controllers and processors that perform the
processing of personal data which is subject to
notification under this Law, a structural
division shall be created or a responsible
person shall be appointed to be in charge of
the organization of work on the protection of

personal data with regard to its processing,

3akon Ykpainu «IIpo 3axucr
nepcoHasbHUX AaHux» Ilynkr 2 crarri 27:
[Tpodeciiini, caMOBPAAHI T 1HII IPOMAACHKI
00’ € AHAHHSA Y1 FOPUAMYHI OCOOU MOKYTb
PO3POOAATH KOAEKCH IIOBEAIHKU 3 METOIO
3abesriedeHHA e(PEKTHBHOTO 3aXUCTY IIPaB
CyO’€KTIB IIEPCOHAABPHUX AAHHX, AOACPKAHHS
3aKOHOAQBCTBA IIPO 3aXHUCT IEPCOHAABHIX
AQHUX 3 yPaxXyBaHHAM clrenuika oOpoOKu
IIEPCOHAABHHUX AAHUX Y pisHux cpepax. [Ipn
PO3POOAEHHI TAKOTO KOAEKCY IOBEAIHKI 200
BHECCHHI 3MIH AO HBOTO BIATIOBIAHE

00’€eAHAHHSA Y1 FOPUAMYHA 0CO0A MOKE

Law of Ukraine ‘On Personal Data
Protection’ Article 27, paragraph 2:

The professional, self-governing and other
public associations or legal persons may draft
the codes of behavior for the purpose of
securing the effective protection of the rights
of subjects of personal data, nd of the
compliance with personal data protection
legislation, taking into account the specifics of
processing of personal data in various spheres.
During the drafting of such code of behavior

or amending it, an association or a legal

333




3BEPHYTHCH 32 BHCHOBKOM AO

VIIOBHOBAKEHOTO.

person concerned may address the

Commissioner for the report.

Haxkas YnosHoBasxenoro Bepxosnoi
Paau Ykpainu 3 npaB aroauHu Ne
1/02-14:

ITopsAAOK TOBIAOMAEHHS Y ITOBHOBAKEHOIO
Bepxosnoi Paan Vkpainu 3 mpaB AFOAMHI
IIPO OOPOOKY ITEPCOHAABHHUX AAHUX, AKA
CTAaHOBUTH OCOOAMBUI PU3UK AAA IIPAB 1
CBODOA CyO’€KTIB IIEPCOHAABHIX AAHUX, IIPO
CTPYKTYPHHUIT IIAPO3AIA 200 BIAITOBIAAABHY
0co0y, IO OPraHizoBye poOOTY, OB A3aHY 13
3aXHCTOM IIEPCOHAABHUX AAHUX IPH iX
00OpOOIIL, a TAKOK OIIPUAIOAHEHHS BKa3aHOL

i opmarii:
[Mysxr 1.2 crarri 1:

A miaeit nporo ITopsaaxky oOpoOka
[IEPCOHAABHHUX AAHUX, IO CTAHOBUTb
OCOOAHMBHIT PH3UK AAS IIPAB 1 CBOOOA
CyO’€eKTIB - I1e OYAB-fIKA Alf 200 CYKYIIHICTB
Allf, 2 caMe 30HpPaAHHSA, PEeECTparIis,
HAKOIIMYCHHSA, 30epIraHHA, aAAITTYBAHHS,
3MiHA, TOHOBACHHS, BAKOPUCTAHHA 1
romupeHHs (PO3IMOBCIOAKEHH A, peaAi3arii,
IepeAaya), 3HeOCOOACHHS, 3HUIICHHS, ¥ TOMY
YHCAl 3 BUKOPHUCTAHHAM 1H(OpMAIIHHIX
(aBTOMATH30BAHHX) CHCTEM, KA
3AICHIOETHCA BIAHOCHO IIEPCOHAABHUX
AAQHHUX TIPO:

- pacose, €THIYHE Ta HAIIOHAABHE
TTOXOAKEHHS;

- IIOAITHYHI, PEAITiiHi 200 CBITOTAAAHI
IIEPEKOHAHHS;

- YACHCTBO B HOAITHIHAX HApTifx Ta/a60

OpraHizariax, IpodeciiHuX CIIAKAX,

Decree of the Ukrainian Parliament
Commissioner for Human Rights Ne
1/02-14:

Procedure for the Notification of the
Parliamentary Commissioner of Ukraine on
the Processing of Personal Data Constituting a
Particular Risk for the Rights and Liberties of
Subjects of Personal Data on the Structural
Department or the Responsible Person in
Charge of the Organization of Work on the
Protection of Personal Data with Regard to Its
Processing and the Disclosure of Such

Information):
Article 1, paragraph 1.2:

For the purpose of the present Rules the
processing of personal data constituting a
particular risk for the rights and duties of
subjects shall mean an action or a complex of
actions, namely the collection, accumulation,
storage, adaptation, change, renewing, usage
and spread (dissemination, realization,
transmission) depersonalization, destruction
(including that involving the usage of
informational (automatized) systems carried
out with regard to the information
concerning:

racial, ethnic and national origin

political, religious or worldview sympathies
membership in political parties and/or
organizations, trade unions, religious
associations or public organizations of the
worldview otientation

health condition

sexual life
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PEAITIITHIX OPraHi3aIlifaX Yu B TPOMAACHKHIX
OPraHI3aIliAX CBITOIASAHOI CIIPAMOBAHOCTI;

- CTaH 3A0pPOB’f;

CTATEBC KHUTTA,

OloMeTpUYHI AaHI;

reHeTUYH] AAHI;

- IPUTATHEHHSA AO aAMIHICTPATHBHOI Y1
KPUMIHAABHOI BIAIIOBIAAABHOCTI;

- 3aCTOCYBAHHSA IIIOAO OCOOH 32aXOAIB B
PaMKaxX AOCYAOBOT'O PO3CAIAYBaHHS;

- BXKUTTA IIIOAO OCODH 3aXOAIB,
repeAbaveHux 3akoHoM Ykpainu «[Ipo
OIIEPATHBHO-PO3IITYKOBY AIIABHICTDY;

- BYUMHEHHSA ITIOAO OCOOM THUX UM iHIIINX
BUAIB HACHABCTBA;

- MicrierrepeOyBaHHA Ta/200 mIASXHT

[IepECyBaHHA OCOOH.

biometric data

genetic data

criminal or administrative liability
enforcement of special measures at the stage
of pre-trial investigation

enforcement of measures provided by the Law
‘On the Operative and Investigative Activities’
commisson of the acts of violence against a
person

location and/or ways of movement of a

person
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<https:/ /business.diia.gov.ua/en/selftesting/data-protection-tool>

Artem Kobrin, Dmytro Korchynskyi, Vladislav Nekrutenko, ‘Ukrainian GDPR: The reality
and future of privacy legislation in Ukraine’ (IAPP, 28 September 2020)

<https:/ /iapp.org/news/a/ukrainian-gdpr-the-reality-and-future-of-privacy-legislation-in-u
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The Ukrainian Parliament Commissioner for Human Rights, ‘Control over compliance
with the requirements of the legislation on personal data protection’

<https://ombudsman.gov.ua/ua/page/zpd/kontrol />

The Ukrainian Parliament Commissioner for Human Rights, ‘Information about the
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<https://ombudsman.gov.ua/ua/page/zpd/info/>

O. O. Tikhomirov and others, ‘Law, society, state, security: information dimension’
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4a6Y 8SpRkz-xabOAHuhjf1cjwhoCanUAQAvVD_BwE>

‘Cyberpolice exposes office for sale of personal databases’

x-danyx-1858/>

Dmytro Weber, ‘In the center of Sumy, a tax officer was caught selling personal data’
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<https://criminal.segodnya.ua/criminal /v-centre-sum-poymali-nalogovika-torgovavshego-

personalnymi-dannymi--1051731.html>
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s_v_moskve.html>
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2018) <https://www.epravda.com.ua/rus/news/2018/02/6/633794/>

‘It became known what messengers Ukrainians use’
<https:/ /www.epravda.com.ua/news/2018/03/22/635239 />

Kharkiv citizen who illegally sold customs databases sentenced to fine and special
confiscation (Interfaks-Ukraine, 21 March 2019)
<https:/ /interfax.com.ua/news/general /574332.html>

Megogo User Agreement <https://megogo.net/ru/rules>
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<https://bit.ly/3kinkrG>
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‘The IT industry forms 4% of GDP’
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(Cisomag, 20 January 2020)
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National Cyber Security Coordination Center, “The application for bypassing Vkontakte
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<https://zakon.rada.gov.ua/laws/show/v002p710-12# Text>
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Case Ne 127/13877/19 (24 June 2020) (Vinnytsia Court of Appeal)
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<https://supreme.court.gov.ua/supreme/inshe/zrazkovi_spravu/zr_rish_806_3265_17>

Case Ne 757/38387/19-k (23 July 2019)
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Ukrainian titles
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Koncrurynia Vipainn: Koncrurymia Vipaian 1996
<https://zakon.rada.gov.ua/laws/show/254k/96-8p/ed20200101>

Kpnminaapanit koaekc Vipaiau 2001 Ne2341-111
<https://zakon.rada.gov.ua/laws/show/2341-14#Text>

Kpnminaapuunii mporecyaAbHmII koaeke Ykpainm 2012 Ne 4651-VI
<https://zakon.rada.gov.ua/laws/show/4651-17# Text>

Koaekc Vkpainn npo aamiaictparusi npasonopyrennsa 1984 Ne80731-X
<https://zakon.rada.govua/l h 2-1 Xt>

[usiapauit Koaeke Vipainnm 2003 Ne 435-1X

<https://zakon.rada.gov.ua/laws/show/435-15#Text>

Cimertanit Koaexc Vipaiam 2002 Ne 2947-111
<https://zakon.rada.covua/laws/show/2947-14#nl11>

3akon Ykpainu «lIpo 3axuct nepconasbnux aannx» 2010 2297-VI
<https://zakon.rada.gov.ua/laws/show/2297-17#Text>

3akon Vkpainu «[Ipo onepaTtuBHO-pO3IIyKOBY AlAABHICTE» BiA 18.02.1992. Ne 2135-X11 i3
sMiH. <https://zakon.rada.coviua/laws/show/2135-12# Text>

IHCTpPYKINA IIPO OPraHi3aIlio IPOBEACHHA HETAACHUX CAIAYNX (PO3IITYKOBHUX) AL T4
BUKOPHUCTAHHA X PE3YABTATIB y KPUMIHAABHOMY ITIPOBaAKEHH], 3aTBepAkeHa Hakasom
['enepaabnoi Ipoxyparypu Ykpainn, Minicrepcrsa BHyTpimIHiX cripas Vkpaiau, CAyxOn

Oesmexu Ykpainu, AamMiHicTpanii AepKaBHOI IPUKOPAOHHOI CAYKOM YKpaiHu,
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Minicrepcrsa cinancis Ykpainn, Minicrepersa roctunii Vipaiau 2012
<https://zakon.rada.gov.ua/laws/show/v0114900-12# Text>

3akon Vkpainn «[Ipo 3axuct nepconaspunx aanmx» 2010 Ne 2297-VI
<https://zakon.rada.cov.ua/laws/show/2297-17#n12>

3akon Ykpainn “IIpo BUKOHAHHA PIIIEHDb Ta 3aCTOCYBAHHA IPAKTUKNA EBPOIIEHCHKOrO
cyay 3 npas AroanHE 2012 Ne3477-1V
<https://zakon.rada.govua/laws/show/3477-15#Text>

Vxas [lpesuaenTa Vipaiau “IIpo pimenna Paan HamornaAbHOI Oe3rexn 1 000poHM
Vkpaian Bia 29 ciaas 2021 poxy “IIpo 3acTtocyBaHHA II€pCOHAABHHUX CIIEIIAABHIX
€KOHOMIYHUX Ta IHIIINX OOMEKYBAABHUX 3aXO0AIB (cankmift)”” 2021 Ne36/2021

<https://zakon.rada.cov.ua/laws/show/36/2021#n2>

3akon Vkpainu “IIpo aBropceke mpaso i cymizkai mpas” 1994 3792-X11
<https:/ /zakon.rada.cov.ua/laws/show/3792-12>

3akon Vkpainn “IIpo zaxucr nepconaspunx aannx’ 2010 Ne2297-VI

<https://zakon.rada.govua/laws/show/2297-17>

3axon Vkpaiunu “IIpo cBoOoAy coBicti Ta peairiiiai opranizarmii’” 1991 Ne 987-XI1I

<https://zakon.rada.gov.ua/laws/show/987-12#Text>

3akon Vkpainu “IIpo morapiat” 1993 Ne 3425-XI11I
<https://zakon.rada.gov.ua/laws/show/3425-12#n66>

3akon Vkpainu “IIpo aaBoxaTypy T2 aABOKaTChKY AldAbHICTE 2013 Ne 5076-VI
<https://zakon.rada.gov.ua/laws/show/5076-17#n173>

3axon Vkpainu “IIpo Ganku 1a 6ankiBebky AldabHICTs” 2001 Ne 2121-111

<https://zakon.rada.goviua/laws/show/2121-14#n983>

3axon Vkpaiuu “Ilpo irdopmariro” 1992 Ne 2657-X11
<https://zakon.rada.covua/laws/show/2657-12H#n84>

TuroBuii HOPAAOK OOPOOKH IIEPCOHAABHUX AAHUX 3aTBepAxkeHni Hakazom
Vnosuosaxeroro Bepxosuoi Paan Vipaiau 3 mpas aroansn 2014 Ne 1/02-14
<https://zakon.rada.gov.ua/laws/show/v1 02715-14#nl11>

Pirrenns Paau Harmiornaasnoi Oesnexn 1 oboponu Yipaiau “IIpo 3acrocyBanms

IIEPCOHAABHHUX CHEIIAABHIX €KOHOMIYHUX Ta IHIITNX OOMEKYBAABHUX 3aXOAIB (CAHKIIII)”

2021 Nen0003525-21 <https://zakon.rada.govua/laws/show/n0003525-21#Text>

Haxas Vosrosakenoro Bepxosuoi Paan Vkpainu 3 upas aroanau 2014 Ne 1/02-14
<https://zakon.rada.gov.ua/laws/show/v1_02715-14#Text>
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Awncrt VoaHoBazkeHOro BepxosHoi paau Vkpainu 3 mpas Aroansn Bia 03.03.2014 Ne
2/9-227067.14-1/HA-129.

<https://zakon.rada.cov.ua/laws/show/v7067715-14#Text>

[Topsaok 3aliicuenns YropHopaxkeHnM Bepxosroi Paau Vkpainu 3 mpas AroAnHH

KOHTPOAIO 3a AOAGP)KQ_HHHM 3aKOHOAABCTBa HpO 3aXHUCT HCpCOHaAI)HI/IX AAHUX BiA 8 ciums

2014 Ne 1/02-14. <https://zakon.rada.covua/laws/show/v1_02715-14#n92>

Minicrepcrso roctuii Yrpaiau y aucti Ne5543-0-33-13 (26 xpitaa 2013)
<https://zakon.rada.gov.ua/laws/show/v5543323-13# Text>

Reports

[lopiuna AorroBiAb YioBHOBakeHOro Bepxosnoi Paan 3 mpaB AFOAHHE IIPO CcTaH
AOACP’KAHHSA Ta 3aXHUCTY IIPaB 1 CBOOOA ATOAMHH 1 rpoMaAsHnHa B Vipaini y 2016
(Cexparapiat YriosHosaxenoro, 2017)

<https://ombudsman.gov.ua/files/Dopovidi/Dopovid_2017.pdf >

[Ilopiuna AortoBiAb Y1ioBHOBakeHOTrO Bepxosnoi Paan 3 mpaB AFOAHMHE IIPO CTaH
AOACP/KAHHSA Ta 3aXUCTY IIPaB 1 CBOOOA AFOAMHH 1 IpOMaAfHuHA B Vipaini y 2017
(Cexparapiat YrioBHoBaxenoro, 2018)

www.ombudsman.gov.ua/files/Dopovidi/Report-2018-1.pdf>

[ITopiuna AortoBiAb Y1IOBHOBakeHOrO Bepxosnoi Paan 3 mpaB AFOAMHE IIPO CTaH
AOAEPIKAHHSA Ta 3aXUCTY IIPaB 1 CBOOOA AIOAHHH 1 TpOMaAAHIHA B YKpaini y 2019
(Cexparapiat YrioBrosaxenoro, 2020)
<http://www.ombudsman.cov.ua/files/Dopovidi/zvit%202a%202019.pdf>

[ITopiuna AortoBiAb Y1IOBHOBakeHOTrO Bepxosnoi Paan 3 mpaB AFOAHMHU IIPO CTaH
AOAEPIKAHHSA Ta 3aXUCTY IIPaB 1 CBOOOA AIOAMHH 1 TpOMaAAHIHA B YKpaini y 2020
(Cexparapiat YrioBHoBaxenoro, 2021)
<https://dpsu.gov.ua/upload/file/zvit_2020_rik.pdf>

M.Mupuunit “fx Vkpaina kapae 3a He3akOHHY IH(OPMAIIIFO B IHTEpHET! : AHAAITHIHIIT
3BiT “CBOOOAA cAoBa B inTepHeti” (ITaatdpopma mmpaB AFOAMH)

<https://www.ppl.org.ua/vak-ukra%D1%97na-karaye-za-nezakonnu-informacivu-v-intern

eti.html>

Hexpacos B. [Ipocounanch aepxaBHI peeCTpr: XTO «3AUBAE» IIEPCOHAABHI AAHI YKPATHIIIB
1110 3 Humu podurtn (Ykpainceka mpasaa, 2020)
<https://www.epravda.com.ua/publications /2020/05/13/660405/>

Aapian [Iax6a3, Eaai @yrk. CBoOoaa B mepexi 2020: Lludposa Tine manaemii (Freedom
House)
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<https://freedomhouse.org/report/freedom-net/2020/pandemics-digital-shadow#footn
otel2 9h7bed5>

CBoOoaa caoBa mporu iHGopMariiinol 6esmekn? Karouosi ruratu 3 moall UkraineWorld

na KuiBcpkomy dpopymi 6esmexn 2019 '(15 ksitaa 2019 p.), ia 24 arororo 2020 poky

Books
M. B. bewm, I. M. I'opoaucsxuii, I'. Carron, O. M. Poalonenko “3axucT mepcoHaAbHUX

Aanux: [IpaBoBe peryAroBaHHA Ta IIPAKTHYHI ACIEKTH: HAYKOBO-IIPAKTUIHHUI ITOCIOHNK

A. B. Cepreesa “3usarra indopmarii 3 TPaHCIIOPTHUX TEACKOMYHIKAIIHHUIX MEPEIK:

11poOAeMHI InTaHHA IpaBoBoro peryarobanaa’ (X.: Apcic ATA, 2009)

E. ®. Ickenaepos “3uaArTa indopmariil 3 TPaHCIIOPTHUX TEACKOMYHIKAIIFTHIX MEPEX AK
3acib OTprMaHHA AOKA31B orepaTuBHIME miAposAiramu’” (ZK: BicHuk kprmiHaABHOTO

cyaounnucrsa Ned, 2016) <http://vkslawknu.ua/images/verstka/4 2016 Iskenderov.pdf>

H. O. TI'oapabGepr 3uaTTd iHMOpPMALIT 3 TPAHCIIOPTHUX TEACKOMYHIKAIIHIX MEPEK:
IIpoOAeMH KpHUMiHAABHO-TIpoIiecyaAbHOI peraamenTarti (Bicauk AMCY. Cepis: «IIpaBoy,
Ne 2 (15), 2015)

E. ®. IckenaepoB 3HATTA OIEPATHBHUMHE IIAPO3AIAaMU TH(OPMAIII] 3 TPAHCIOPTHUX
TEACKOMYHIKAIIHIX Mepek: IPOOAeMH] TUTAHHA (AKTYaAbHI IIPOOAEME

ITPaBOOXOPOHHOT AlIABHOCTL, 2016)

Aenc Ax. 'opman, Kapen A. Merse Kap'epo. Komir'torepsi TexHOAOr AAs
30aAaHCYBAHHA IMA3BITHOCT] Ta AaHOHIMHOCTI B PEKHMAX CAMOPEIYAIOBAHHSA
koHdiAennifinocti (Incruryt moaituku kibeprpocropy, Ilkoaa TexHOAOrIH T2
IIPUKAAAHUX HayK, YHiBepcuTeT Askopaxa Barmmarrona, Bammuarron, okpyr Koaymois,

20052) <https://www.ntia.doc.gov/page/chapter-5-technology-and-privacy-policy>

Digital resources
Indopmariia mpo AemaprameHT y cpepi 3aXHUCTy IIEPCOHAABHUX AAHUX.

<https://ombudsman.gov.ua/ua/page/zpd/info/>

O. O. Tuxomupos Ta iurmi, “IIpaBo, cycmiabcTBO, AcprkaBa, Oe3rreka: iHdOpMALIFTHII

sumip” <http://zpd.inf.ua/pagel9.html#top>

Anina I1paBaugenko, “IlepcoHaAbHI AAHI OHAQH: IIPOOAEMH PETYAIOBAHHS T4

repcrextuBy 3axucty” <https://cedem.org.ua/articles/personalni-dani-onlajn/>

Big Data Permerrua <https://bitly/2ZCIVCD>
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Big Data aas 6i3Hecy Bia Vodafone
<https://business.vodafone.ua/produkty/big-datarutm_source=Search&utm_medium=C
PC&utm_campaign=Vodafone_Analytics_Search_ BRD&utm_term=vodafone%020big%o2
Odata&gclid=CjwKCAjwhMmEBhBwEiwAXwFoEbID7XwnVipjdyCOGimKeImFemCj
4a6Y 8SpRkz-xabOAHuhjf1cjwhoCanUAQAvVD_BwE>

Megogo IToapsoBareabckoe coraarnenue <https://megogo.net/ru/rules>

Amurpo Bebep, «B mertpe Cym mofiMaAn HAAOTOBHKA, TOPTOBABIIIETO IIEPCOHAABHBIMI

AaaHBIMID (Ceroand, 31 ceprasa 2017)

personalnymi-dannymi--1051731.html>

AepxaBHa cAyxkOa cratuctuku Ykpaian, «Excrpec-sumyck» (AeprxaBHa cAyxOa
cratuctukn Yipainn, 13 ancromaaa 2020)
<https:/ /uktstat.org/uk/express/expr2020/11/136.doc>

“IT-imAycTpis dpopmye 4% BBIT — Ky6is” (Exonomiuna mpasaa, 13 arororo 2019)
<https://www.epravda.com.ua/news/2019/02/13/645229 />

“Kak aamnble yacTHBIX kAneHTOB [ IpuBatbanka okazaancs B Mockse?” (3akon un busnec,
7 rpyansa 2017)
<https://zib.com.ua/ru/print/131103-kak dannie chastnih klientov privatbanka okazali

s_v_moskve.html>

Koaexkc noBeaisku mpu podoti 3 mepconassanmu Aannmu y [TpAT «Kuiscrap»
<https://bitly/3kinkrG>

“Kibeprroaimis Bukpraa odic 3 mpoAaky 0a3 rmepconaAbHux AaHux . (KiGeprioairis

Hamionaapna moairnia Ykpainam, 5 ksitasa 2018)

x-danyx-1858/>

Huna Dayienko, «KTo 1 Kak IIAQTHT 32 ACTAABHOE BHACO: CTaTHCTHKA OT Megogo» (Ain,

24 moaopa 2016)
<https://ain.ua/2016/11/24 /kto-i-kak-platit-za-legalnoe-video-megogo-oct-2016 />

“Harrionaapauit 6auk ta YoBHOBaxeHuH Bepxosroi Paan Vkpainu 3 mpas AroAnHI

CIIIABHO OPAIOBATUMYTH HAA 3aXHCTOM IIEPCOHAABHUX AAHUX pral'HuiB

krayini-z-prav-lyudini-spilno-pratsyuvatimut-nad-zahistom-personalnih-danih-ukrayintsiv>

“He3akOHHO IIPOAABABIIIHIT TAMOKCHHBIC Oa3bI AAHHBIX XaPbKOBYAHHH IIPHTOBOPCH K
mrrpadpy u crerkonduckaun’” (Muatepdakc-Yrpanna, 21 6epesns 2019)
<https://interfax.com.ua/news/general /574332 html>
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“Crano BIAOMO, IKUMU MECEHAKEPAMU KOPHUCTYIOThCA ykpainmil” (Exonomiuna mpasaa, 22
oepesus 2018) <https://www.epravda.com.ua/news/2018/03/22/635239/>

Vmosu kopucrysanas Vodafone <https://wwwvodafone.ua/terms-of-use>

VcaoBus u mpaBuaa mpeAocTaBAeHUA OaHKOBCKUX YCAYT [lpuBat bamnk

<https://privatbank.ua/ru/terms>

“VkpalHCchKuil MOOIABHHI OIIEPATOP 3aITyCTUB B KOMEPIIIHY EKCIIAYATAIIIO IHTEpHET

peueir” (Exonomiuna mpasaa, 21 ciana 2020)

<https://www.epravda.com.ua/news/2020/01/21/656038/>

“V «reMHOMY IHTEpHET IIPOAAIOTH 0a3y KaieHTiB «Hosoi morrrm» - 3MI (Exonomiuna
mpaBAa, 6 arotoro 2018)”
<https://www.epravda.com.ua/rus/news/2018/02/6/633794/>

“V Aninpi 6A0KyBaAHu IpoAaK 0asu mepcoHaAbHUX AaHuX BrOopmis — CBY (Media
Sapiens, 24 xxostaa 2020)”
<https://ms.detector.media/kibetbezpeka/post/25811/2020-10-24-u-dnipti-blokuvaly-pr
odazh-bazy-personalnykh-danykh-vybortsiv-sbu/>

Case-law
Cupasa Ne 275/944/18 (13 arororo 2019)
<https://reyestr.court.gov.ua/Review/80251940>

Oroaomenns Ha BeO-caiiti HartionaapHoi koMicii, 1110 3AIIICHIOE Aep7KaBHE PEIYAFOBAHHA
cpepi 38’3Ky Ta iHpOpMaTH3aIii *B peecTpl CYAOBUX PIIlI€Hb BIACYTHIN TEKCT YXBAAH BIA
23.07.2019, sikmit 6y Bunecenuii cyaaero Bosk C.B. o cpasi Ne 757/38387/19-k
kpumiHaAbHe mposasxkenHd Ne 12018060020001159

<https:/ /nkrzi.gov.ua/index.php?r=site/index&pg=99&id=1749&language=uk>

Crpasa Ne 127/13877/19 (24 uepsuA 2020),
<https:/ /reyestr.court.gov.ua/Review/90109587>

Cupasa Ne806/3265/17 (Beaunxa manara, cripasa Bepxosnoro Cyay, 26 6epesus 2018)
<https://supreme.court.gov.ua/supreme/inshe/zrazkovi_spravu/zr_rish_806_3265_17>

Cupasa Ne 757/38387/19-k (Aara Habpanns sakoruol cuan 23.07.2019)
<https://zakononline.com.ua/court-decisions/show/83898765>

Cupasa Ne 308/1221/17 (10 arororo 2017 poxy)
<https://reyestr.court.gov.ua/Review/64585422>

Pirenns Koncruryniiinoro Cyay Vipainu Bia 28 ciumst 2012 poxy, crrpasa Ne 1-9/2012
<https://zakon.rada.govua/laws/show/v002p710-12# Text>
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Pitrenns Koncruryniiinoro Cyay Vipainu Bia 30 sxosras 2012, cripasa Ne 18/203-97
<https://zakon.rada.gov.ua/laws/show/v005p710-97# Text>
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